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1. Introduction
In current TR, based on the last meeting conclusion, the working assumption is based on methodology 2, which considers more precisely the TOE as “a set of software, firmware and/or hardware commercialized by the vendor, possibly accompanied by guidance”. 
2. Discussion
If considering the example given in 5.2.4.1 of methodology 2 together, it can be seen that TOE is what is commercialized. It includes all parts that are delievered to operator, which includes parts implemented by a vendor and parts implemented by 3rd partys if any. 
TOE is the thing that we make security claims about and verify them during the evaluation. If just simple functional test needs to be performed through black-box testing, it will be OK to evaluate the TOE with more or less anything that is delievered by a vendor. 
The current TR has defined the necessarity on the test cases, but how can the test cases check the “assurance” of a security functionality, which is about the correctness of implementation of a certain security functionality. So, when we check the correct implementation, a white/gray box testing is necessary, such as verify the correspondence of the security function and design with the source code, it can not be done until the source code is provided by the vendor. If TOE includes a part that is implemented by 3rd party rather than the vendor, how can the TOE be tested by white box testing?  Because in this case, it may be impossible to ask 3rd party to provide source code for evaluation, then in this case, the commercized TOE cannot be evaluated totally. So we need to define the ToE clearly. 
Example: in Annex 2, the requirement 2: Secure Software Development which states "Description: Software assurance/secure code analysis tools to identify and fix buffer overflows, memory leaks shall be used by manufactures to reduce bugs stem from code development errors."

so here it needs the vendor to provide the source code for evaluation. 
Another factor is what the unique assurance level is. If it is lower(less than EAL 2), then it can only do the functional testing. If it is medium or higher levers (above EAL3) like in CC, then it needs more documentation from vendors including the outsourced part. Then in this case, how to do the assurance level testing if it is above EAL 3.  Because anyway, we have not discussed yet what the unique assurance level is. 
So the problem is how to define the scope of the ToE. 
If we are OK to have evaluation of the part of the ToE, the current definitionis fine. But if we want the complete evaluation of the ToE and hopes the complete mapping between the evaluation and the ToE, then it is better to re-precisely define the ToE. 

And based on the email discussion after April meeting, we think it should be align with the whole TR now to make the ToE scope clearly to mean the whole product. 
3. Proposal
Although assurance level that will be used for evaluation will not be determined at current stage, according to email discussion the 3rd party oursouced product is considered as a part of TOE and vendor should take all of the responsibilities on the outsourced part. Thus, it is proposed to make following clarification in current TR. 
**********************START OF CHANGE***************************
5.2.4
Evaluation and evaluation report

Editor’s Note:  The following description is for the initial evaluation and certification of a network product. How to deal with updates of the product over its lifecycle and which steps are to be conducted again to get a new certification is FFS.

5.2.4.1
Development process and SAS instantiation

The vendor shall provide the following documents to the compliance testing laboratories and to the operator:
-
the assurance documentation requested by the security assurance process, e.g.

-
The design documentation [free-form]

-
The operational guidance [free-form]

-
The version management plan [free-form]

-
The flaw remediation documentation [free-form]

-
an instantiation of SAS (see below)

The SAS instantiation will include at least the following information:

-
Identification of the SAS being instantiated

-
Description of the 3GPP network product

-
Identification of the 3GPP network product by means of model / type numbers, brand names and manufacturer details

-
Description of the target of evaluation (TOE) and of the TOE security functionality (TSF) (see below)

The Security Assurance documentation will include at least the following information:

-
Complete technical description of the 3GPP network product to be evaluated: block diagram, services running, operating system type, firmware build version, service pack levels, network applications running and so on

-
Any special instructions to setup the 3GPP network product in a secure way (e.g. a user guide and installation measures)

-
Features and specifications

-
Control of changes in hardware and/or software configuration (e.g. version management)

-
Description of the management of 3rd party vulnerabilities, vulnerabilities discovered within the vendors’ development cycle and vulnerabilities discovered in customer networks
-
Description of the secure software assurance lifecycle in place to maintain and product evidence of the quality of the code. It encompasses software code that has been developed by a vendor, delivered by a 3rd party contractor and 3rd party applications or products including open source software

Definition of TOE and TSF

NOTE: 
The terms Target of Evaluation (TOE) and TOE Security Functionality (TSF) are already defined in Common Criteria. Given the differences between Common Criteria and Methodology 2 approaches, those terms only loosely match their CC counterparts and are redefined below. 

The TOE defines “what, within the product, is to be evaluated”. It is defined, as in Common Criteria, as “a set of software, firmware and/or hardware possibly accompanied by guidance.” SECAM considers more precisely the TOE as “a set of software, firmware and/or hardware commercialized by the vendor, possibly accompanied by guidance.” 
TOE refers to the whole thing commercialized by the vendor, it includes a set of software, firmware and/or hardware both developed by vendor itself and outsourced by the 3rd party. Vendor should take all of the responsibilities on the whole TOE including both self-developed part and the 3rd party outsourced part if any. Vendor should provide detailed enough information of TOE as required for evaluation, such as detailed design documents, source code of the TOE etc..
For example, if a vendor commercializes a MME which includes by default other functions not related to the MME network product class, the whole package will be the TOE, including those functions. 
The TSF is defined in CC as the “combined functionality of all hardware, software, and firmware of a TOE that must be relied upon for the correct enforcement of the Security Functional Requirements”. In SECAM, the TSF would be a “combined functionality of all hardware, software, and firmware of a TOE that must be relied upon for the correct enforcement of the SAS requirements”. 
Considering one possible implementation of an MME network product class from vendor A as an example:
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Figure 1: Example of one possible implementation of an MME network product class of vendor A

Definition of the TOE for the example:

In the example, the TOE would be the entire set MME appliance + Administration server, if it is commercialized according to this configuration. Alternatively, the TOE would be the set MME appliance + MME remote management application if it is commercialized this other way.

Definition of the TSF for the example: Let’s assume that, for the MME network product class, there security requirement of the SAS impact the administration server OS, the Hypervisor VM, the Administration VM and the MME remote management application. Then, even if the MME network product of vendor A is commercialized as MME appliance + Administration server, the TSF would be only the set MME appliance + MME Administration server with exclusion of the fan and cooling subsystem and of the open door detection sensor system. 

The scope of the evaluation will however include all components connected and able to interact with the TSF. Thus the interaction of the open door detection subsystem and the hypervisor VM will be in scope of evaluation. The fan and cooling subsystem is not in the scope of evaluation.

Use of TOE and TSF description in evaluations

The TOE and TSF description will be provided by the vendor as part of the SAS instantiation document. The TSF description and particularly the description of its interfaces with the rest of the TOE are necessary to ensure that evaluators (for compliance and vulnerability testing) have relevant information to understand the critical parts of the network product to be evaluated and are able to identify relevant entry points (for vulnerability testing).

This description is also necessary for the operators to have a clear view on the boundaries of the testing that were undertaken on the network product in the context of its SECAM evaluation.
NOTE:
Required and acceptable level of details in the description of the TOE and the TSF by the vendor as well as the mapping of these description to the generic description that will be in the SAS of the network product class needs to be defined by normative definition of SAS instantiation to ensure that the boundaries of what was evaluated are clear.

NOTE:
There is a degree of freedom regarding the TSF definition as it will ultimately very much depend on proprietary implementation choices of vendors and of assumption on the dependency to other components to enforce the SAS requirements. A vendor could define the TSF at an even lesser scale, e.g. MME appliance + only some threads in the MME remote management application. However it should be noted that the TSF will undergo vulnerability testing, which imply that TSF interfaces will be fully tested. 

NOTE:
The concrete example of TOE and TSF are to be taken as preliminary concepts, since they are obviously subject to change during the threat analysis of network product classes, security assurance process redaction and SAS writting phases. As a matter of fact, those phases are required to achieve a better definition, and the present study will not consider modifying them during this preliminary stage. 

**********************END OF CHANGE***************************
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