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1.
Introduction and proposal
Operational guidance documents are the documents which contains the information on how to initialize, configure and operate the network product so that SECAM security requirements are met. These documents are part of the documentation created by the vendor and are part of the SAS instantiation documentation.

This contribution proposes to clearly define them and to explain the use of these documents during evaluations as well as their importance to make SECAM test beds relevant

-
“SECAM tested configuration should reflect the setting that an administrator would choose based on these documents. To install a representative test bed, the evaluators will follow this documentation.”

-
“As part of SAS instantiation documents the evaluators will evaluate these “Operational Guidance documents” and verify that these documents do not make unrealistic assumptions on the environment that waive a security requirement or a threat from SECAM and would make the test bed not representative.”

We propose to add a new subsection to the evaluation section of methodology 2 (5.2.4) to clarify these aspects. The final numbering of this new subsection will depend on the numbering of new contributions on SAS instantiation evaluation. The assumption is that this subsection will be included as a subsection of SAS instantiation evaluation (see contribution S3-130625).
2.
pCR

********************** START OF FIRST CHANGE***************************

5.2.4.y
Operational guidance documents and configuration of the network product for evaluation

Operational guidance documents are part of the documentation created by the vendor and are part of the SAS instantiation documentation (see 5.2.2.X for details on SAS instantiation evaluation). This documentation contains the information on how to initialize, configure and operate the network product so that SECAM security requirements are met. The network product and the content of the “operational guidance documents” must be fully aligned.

E.g. this documentation could be a user manual indicating to the administrator:

-
By default, the network product is provisioned with root password “XXXX” 

-
The network product will NOT be able to operate as long as this password in not changed using procedure Y

-
The minimum password length is 12 characters for secure operation, at least 12 characters password MUST be chosen

These documents will be used by:

- vendor or operator staff during initial setup of the network product 

- vendor or operator staff during operation of the network product
- vendor or operator staff during maintenance or upgrade of the network product
- evaluators during SECAM compliance and vulnerability evaluations to install a representative test bed.

SECAM tested configuration should reflect the setting that an administrator would choose based on these documents. To install a representative test bed, the evaluators will follow this documentation. During evaluation of a network product, no security-related initialization, configuration or operation activities other than those contained in the “operational guidance documents” will be followed; those in the documents must be followed in full. 

NOTE: 
As part of SAS instantiation documents the evaluators will evaluate these “Operational Guidance documents” and verify that these documents do not make unrealistic assumptions on the environment that waive a security requirement or a threat from SECAM and would make the test bed not representative.
NOTE: 
In the scope of SCEAM it is implicitly mandatory for the vendor to consider the security requirements defined in SECAM for creating the operational guidance documents. If relevant initialization, configuration and operation instructions were missing from the operational guidance documents then the network product will inevitably fail the test cases for the respective security requirements.

********************** END OF CHANGE***************************
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