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1.
Introduction

In the second (normative) stage of SECAM the final list of security requirements to protect the network products will have to be written by 3GPP. These security requirements are likely to be derived from a threat analysis where threats are described as adverse actions performed on the network products aiming to violate the Confidentiality, Integrity and Availability (CIA) of the data handled by the network products and/or the CIA of the network products itself.. 

This document discusses ways of describing threats model and threats categories that could be considered as of working approach for SA3 in this second phase.
2.
Risk assessment writing
2.1 Overview

For the threat assessment part of the SAS writing phase, the steps to be accomplished by 3GPP SA3 for a given network product class (or for whatever the final grouping chosen in SECAM is) will be to: 
· An asset implies an important system component (including information, process, or physical resource), the access to, corruption or loss of which adversely affects the system. In a 3GPP network class an asset can be represented by key material, user data in transit, configuration data, data storage and so on ;

· Identify and classify the access points of this class. An access point of a 3GPP network product represents the entry point (i.e. an interface) facilitating communication with or other interaction with a system component in order to use system resources to either manipulate information or gain knowledge of the information contained within the system.

· Identify the communication protocols used by this class;

· Identify the functionalities and services supplied by this class 

· Identify the security issues and the threats, i.e. adverse actions than can be performed on this class on CIA. 
Identify the level of risk associated with the threatsThe last two bullet refers to threat assessment process.
There are many threat and risks analysis or modeling framework available for IT equipments and computers networks.  None of them is likely to perfectly fit the needs of SECAM which ultimate goal is to be capable to derive concrete and testable security requirements to reduce the level of exposure of telecom equipments. 

Having a look at these threat modeling/analysis frameworks to identify the main threats categories/attack paths could help 3GPP SA3 to move faster for this step of writing the threat and risk analysis in the second (normative) phase of SECAM. It is however not a pre-requisite for deciding on the SECAM methodology in phase 1 and for moving in the second normative phase.

2.2 ITU-T X.805

2.2.1 Overview
The following presentation given at IETF 63 (2005) provides a good overview of application of ITU-T X.805 in practice: http://www.ietf.org/proceedings/63/slides/saag-3/saag-3.ppt 
X.805 used the ITU-T X.800 threat model which is an Attacker-centric threat model considering 5 types of security threats against the network products:
· Destruction of information and/or other resources (attack on availability)

· Corruption or modification of information (attack on integrity)

· Theft, removal or loss of information and/or other resources (attack on availability)

· Disclosure of information (attack on confidentiality)

· Interruption of services (attack on availability)

It also provides 8 security dimensions aiming to address all possible network product vulnerabilities (Access Control, Authentication, Non-repudiation, Data Confidentiality, Communication Security, Data Integrity, Availability and Privacy).
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Figure 1: How the Security Dimensions map to the security threats
2.2.2 Security layers and security planes

2.2.2.1
Security layers

X.805 also uses the concept of security layers and security planes as key concepts to further structure the threat assessment. 
Three security layers are defined (Infrastructure, Service and Applications). The goal of the mapping is determining how the elements in the upper layer can rely on protection that lower layers provide.
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Figure 2: Security layers
A concrete application on of these Security Layers to IP Networks could be the following:
Infrastructure Security Layer
· Individual routers, servers (3GPP network products)

· Communication links

Services Security Layer

· Basic IP transport
· IP support services (e.g., AAA, DNS, DHCP)
· Value-added services: (e.g., VPN, VoIP, QoS)

Applications Security Layer
· Basic applications (e.g. FTP, web access)
· Fundamental applications (e.g., email)
· High-end applications (e.g., e-commerce, e-training)
The scope of the SECAM study and of 3GPP is limited to the 3GPP network product classes’ function and does not consider the security of over the top services or applications. However, applications and services that serve the function of a 3GPP network product (for example OAM management application of an MME or basic IP transport for the communication links) are in the scope.
2.2.2.2
Security planes

X.805 defines three security planes (Management Security Plane, Control/Signaling Security Plane and End-User Security Plane) as show in the figure below:
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Figure 3: Security Planes

The concept of Security Planes is used for ensuring that essential network activities are protected independently (e.g. compromise of security at the End-user Security Plane does not affect functions associated with the Management Security Plane). Concept of Security Planes allows to identify potential network vulnerabilities that may occur when distinct network activities depend on the same security measures for protection
2.2.2.3 Combination of layers and planes

In X.805, each Security Plane is applied to every Security Layer. This leads to nine security perspectives. In every of these perspectives, security objectives can be derived. Below is an example for Infrastructure Layer / User Data Plane.
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Access Control

Ensure that only authorised personnel or devices are allowed access to end-user data that is
transiting a network element or communications link or is resident in an offline storage device.

Authentication

Verify the identity of the person or device attempting to access end-user data that is transiting a
network element of communications link or is resident in an offline storage device.

Authentication techniques may be required as part of Access Control.

Non-Repudiation

Provide a record identifying each individual or device that accessed end-user data that is transiting
a network element or communications link, or is resident in offline devices and that the action was
performed. The record is to be used as proof of access to end-user data.

Data
Confidentiality

Protect end-user data that is transiting a network element or communications link, or is resident in
an offline storage device against unauthorised access or viewing. Techniques used to address
access control may contribute to providing data confidentiality for end-user data.

Communication
Security

Ensure that end-user data that is transiting a network element or communications link is not
diverted or intercepted as it flows between the end points (without an authorised access)

Data Integrity

Protect end-user data that is transiting a network element or communications link or is residentin
offline storage devices against unauthorised modification, deletion, creation and replication.

Availability

Ensure that access to end-user data resident in in offline storage devices by authorised personnel
and devices cannot be denied.

Privacy

Ensure that network elements do not provide information pertaining to the end-users network
activities (eg. Users geographic location, websites visited, content etc.) to unauthorised personnel.





Figure 4: Example of security objectives for Infrastructure Layer / User Data Plane in the 8 security dimensions of X.805
2.2.3 Complete picture and conclusion
The complete picture can be summarized into one scheme as below:
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Figure 5: ITU-T X.805 security architecture

While this approach is very complete and ensures coverage of all cross-layer interactions in the definition of threats, the final concrete usage of it might be heavy if applied again for all network product classes.

Editor’s note: Whether the threat analysis could be done per SAS modules instead of per network product class in order to ensure modularity and reuse of what is common to all network product classes is FFS.

Editor’s note: To which extend X.805 could concretely fit to this approach per SAS module is FFS.

2.3 Threats classifications by looking at the sources of attacks
2.3.1 Overview
Another way of classifying the threats is to look at the different interfaces and sources of attacks. The figure below present attacks on an LTE network categorized by sources a,d type of attacks.
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Figure 5: threats classification example by attack sources

NOTE: The figure is not intended to cover all attack cases and could be refined.

The figure looks at the threat from a different angle but some correspondences can be found. As for the security planes for example:
· End –user Plane <->T1. 
· Management<->T7, T8, T6
· Control/signaling planes<-> T1, T2, T3, T4, T5
The various 8(T1-T8) threats classifications are intended to deal with the threats for the different parts of the network as examples. Of course, maybe it needs further analysis to see if it has covered all of the threats classes.

· T1 is to summarize the threats from the terminal,. For example, a malicious or compromised UE can be used to initiate DoS attack to eNB/MME, detect the topology of core network, or any other attacking.
· T2 is to summarize the threats for the air interface and communication path. Attacker can launch attacking on air interface such as eavesdropping, modifying, forging the signaling or user data on this interface.

· T3 is to summarize the threats for the eNB. This kind of attacking is on eNB network product class, such as physical attacking through console interface. 

· T4 is to summarize the threats for the transport network. If the backhaul link is exposed without physical protection, attacker who can access the backhaul link could eavesdrop or modify the message transporting through the link.

· T5 is to summarize the threats for the MME/S-GW/P-GW coming from outside of the operator mobile network. When operator A wants to provide roaming service to end user, it has to establish connection between other mobile operators. So the MME/S-GW/P-GW can be access by other mobile operator’s network product. If the network product in other mobile operator is compromised, they can be used to attack to operator A’s network product.

· T6 is to the insider threats, mostly for the charging. Insider attacker like disgruntled employee from operator or unauthorized person from partner could also try to attack charging system through MME/S-GW/P-GW. 

· T7 is to summarize the threats for the OAM side similar to T6. Disgruntled employee will try to attack MME/S-GW/P-GW through management plane by remote management application or by physical interface.

· T8 is to summarize the threats from Internet attack. Internet attack would try to break the security protection between operator’s network and Internet to put virus, worms, Trojan-horses into core network or make some other kinds of attacking.

3 Conclusion

It is proposed to discuss the analysis of X.805 and attack paths classification above and to include the following pCR into the SECAM study. This text could be use as a guideline and support for the second normative phase of SECAM in order to ensure a consistency in the coverage of the threat analysis. It is however not intended to mandate it a mandatory framework at this stage for the outcome of the forthcoming threat analysis.

4.
PCR
***
START OF FIRST CHANGE
***
4.3 Threat and attacker model for the Security Assurance Study

Editor’s Note: This subsection will give an overview of the attacker model to be addressed by this study.  It will also describe threat analysis frameworks available, if needed for this phase of the study, or classify threats to help SA3 in identifying which SAS modules should be specified by SA3.
4.3.1
Attacker potential

The security functions needed to reach a needed level of resistance is dependent on the abilities of presumed attackers. The more powerful and knowledgeable potential attackers are, the more and stronger security measures are needed to counter the types of attacks they might launch.
One aspect to consider is the location/environment of the 3GPP-defined functionality.  In an exposed location/environment it becomes difficult to rule out any specific form of attacker. In a highly protected location on the other hand, the only potential attackers with physical access are insiders. Insiders are often more knowledgeable than outsiders about technical properties (e.g. implementation details) of the 3GPP-defined functionalities. It is common to mitigate the risk of insider attacks by organizational policies, wetting of employees, etc - in which case no additional technical means of defence are usually needed. However, in some situations (e.g. access through 3rd party maintenance personnel), it may be necessary to consider additional security measures mitigating the risk of insider attacks.
In order to be able to assure that a sufficient security level is met, it is necessary to state in a well-defined way in which environment the 3GPP-defined functionality is assumed to be operating and what types of attackers (if any) may be able to launch attacks from the outside as well as from the inside of this environment.
4.3.2
Threats model 
There are many threat and risks analysis or modeling framework available for IT equipment and computers networks. SECAM will cover threats related to 3GPP functions as well as threats related to generic IT functions.  None of the framework is likely to perfectly fit the needs of SECAM which ultimate goal is to be capable to derive concrete and testable security requirements to reduce the level of exposure of telecom equipment. 

Having a look at these threat modeling/analysis frameworks to identify the main threats categories/attack paths will help 3GPP SA3 to move faster for this step of writing the threat and risk analysis in the second (normative) phase of SECAM. It is however not a pre-requisite for deciding on the SECAM methodology in phase 1 and for moving in the second normative phase.

Annex X provides description of different alternative framework that could help to structure the work.

***
END OF FIRST CHANGE
***
***
START OF SECOND CHANGE
***
***
END OF SECOND CHANGE
***
Annex X: Threat modeling frameworks

X.1
ITU-T X.805

X.1.1
 Overview
The following presentation given at IETF 63 (2005) provides a good overview of application of ITU-T X.805 in practice: http://www.ietf.org/proceedings/63/slides/saag-3/saag-3.ppt 
X.805 used the ITU-T X.800 threat model which is an Attacker-centric threat model considering 5 types of security threats against the network products to violate the Confidentiality, the Integrity and the Availability (CIA) of data and services:

· Destruction: Destruction of information and/or other resources (attack on availability)

· Corruption: Corruption or modification of information (attack on integrity)

· Removal: Theft, removal or loss of information and/or other resources (attack on availability)

· Disclosure: Disclosure of information (attack on confidentiality)

· Interruption: Interruption of services (attack on availability)

It also provides the following 8 security dimensions aiming to address all possible network product vulnerabilities:
· Access Control: methods to limit and control access to network elements, services & applications (e.g password, ACL, firewall);

· Authentication: methods to provide Proof of Identity (e.g. shared secret, PKI, digital signature, digital certificate);
· Non-repudiation:  mechanisms to prevent the ability to deny that an activity on the network occurred (e.g. system logs, digital signatures);

· Data Confidentiality: mechanisms to ensure confidentiality of data (e.g. encryption);
· Communication Security: methods to ensure information only flows from source to destination (e.g. VPN, MPLS, L2TP);

· Data Integrity: methods to ensure data is received as sent or retrieved as stored (e.g. MD5, digital signature, anti-virus software);

· Availability: methods to ensure network elements, services and application available to legitimate users (e.g. IDS/IPS, network redundancy, BC/DR); 
· Privacy: methods to ensure that the identification, the network use is kept private (e.g. NAT, encryption).
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Figure 2: How the Security Dimensions map to the security threats
X.1.2
 Security layers and security planes
X.805 also uses the concept of security layers and security planes as key concepts to further structure the threat assessment. 
X.1.2.1
Security layers

X.805 defines three security different layers as show in figure 2: Infrastructure, Service and Applications. Each Security Layer has unique vulnerabilities and threats. The goal of the mapping is determining how the elements in the upper layer can rely on protection that lower layers provide (i.e. determine how infrastructure security enables services security and how this latter, in turn, enables applications security).


[image: image8]
Figure 2: Security layers
A concrete application on of these Security Layers to IP Networks could be the following:
Infrastructure Security Layer
· Individual routers, servers (3GPP network products)

· Communication links

Services Security Layer

· Basic IP transport
· IP support services (e.g., AAA, DNS, DHCP)
· Value-added services: (e.g., VPN, VoIP, QoS)

Applications Security Layer
· Basic applications (e.g. FTP, web access)
· Fundamental applications (e.g., email)
· High-end applications (e.g., e-commerce, e-training)
The applications and services which serve the function of a 3GPP network product (for example OAM management application of an MME or basic IP transport for the communication links) are in the scope.

X.1.2.2
Security planes

X.805 defines three security planes (Management Security Plane, Control/Signaling Security Plane and End-User Security Plane) as show in the figure below:
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Figure 3: Security Planes

The concept of Security Planes is used for ensuring that essential network activities are protected independently (e.g. compromise of security at the End-user Security Plane does not affect functions associated with the Management Security Plane). Moreover, the concept of Security Planes allows to identify potential network vulnerabilities that may occur when distinct network activities depend on the same security measures for protection
X.1.2.3 Combination of layers and planes

In X.805, each Security Plane is applied to every Security Layer. This leads to nine security perspectives (3x3). 
	
	Infrastructure Layer
	Service Layer
	Application Layer

	Management Security Plane
	Security Perspective 1
	Security Perspective 4
	Security Perspective 7

	Control Security Plane
	Security Perspective 2
	Security Perspective 5
	Security Perspective 8

	End-User Security Plane
	Security Perspective 3
	Security Perspective 6
	Security Perspective 9


Table 1 Security Perspectives.

This approach permits to provide a modular, systematic and organized way for performing network security assessments and planning. 

Each security perspective has unique threat and vulnerabilities and in every of these perspectives, security objectives can be derived.

Below is an example referring to the Security Perspective 3 reported in Table 1.
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Access Control

Ensure that only authorised personnel or devices are allowed access to end-user data that is
transiting a network element or communications link or is resident in an offline storage device.

Authentication

Verify the identity of the person or device attempting to access end-user data that is transiting a
network element of communications link or is resident in an offline storage device.

Authentication techniques may be required as part of Access Control.

Non-Repudiation

Provide a record identifying each individual or device that accessed end-user data that is transiting
a network element or communications link, or is resident in offline devices and that the action was
performed. The record is to be used as proof of access to end-user data.

Data
Confidentiality

Protect end-user data that is transiting a network element or communications link, or is resident in
an offline storage device against unauthorised access or viewing. Techniques used to address
access control may contribute to providing data confidentiality for end-user data.

Communication
Security

Ensure that end-user data that is transiting a network element or communications link is not
diverted or intercepted as it flows between the end points (without an authorised access)

Data Integrity

Protect end-user data that is transiting a network element or communications link or is residentin
offline storage devices against unauthorised modification, deletion, creation and replication.

Availability

Ensure that access to end-user data resident in in offline storage devices by authorised personnel
and devices cannot be denied.

Privacy

Ensure that network elements do not provide information pertaining to the end-users network
activities (eg. Users geographic location, websites visited, content etc.) to unauthorised personnel.





Figure 4: Example of security objectives for Infrastructure Layer / User Data Plane in the 8 security dimensions of X.805
X.1.3 Complete picture and conclusions for this approach
 In the following figure the complete ITU-T X.805 security architecture is shown:
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Figure 5: ITU-T X.805 security architecture

This approach is able to provide a comprehensive, end-to-end network view of security. It can be applied to any network technology (e.g. wireless, wireline, optical networks) and to a several networks (e.g. service providers’ networks, data centers’ networks, government’s networks and so on). Finally it is aligned with other security ITU-T Recommendations and ISO standards.

Even if this approach is very complete and ensures coverage of all cross-layer interactions in the definition of threats, the final concrete usage of it might be heavy if applied again for all network product classes.

Editor’s note: Whether the threat analysis could be done per SAS modules instead of per network product class in order to ensure modularity and reuse of what is common to all network product classes is FFS.

Editor’s note: To which extend X.805 could concretely fit to this approach per SAS module is FFS.

X.2 Threats classifications by looking at the sources of attacks

X.2.1 Overview
Another way of classifying the threats is to look at the different interfaces and sources of attacks. The figure below present attacks on an LTE network categorized by attacks happened in different domain.
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Figure 5: threats classification example by attack sources

NOTE: The figure is not intended to cover all attack cases and could be refined.

The figure looks at the threat from a different angle but some correspondences with ITU-T X.805 can be found. As for the security planes for example:

· End–user Security Plane <->T1. 
· Management Security Plane <-> T6, T7, T8 
· Control/Signaling Security Plane <-> T1, T2, T3, T4, T5

Editor’s Note : This mapping is just an example not exhaustive.
The various 8 (T1-T8) threats classifications are intended to deal with the threats for the different parts of the network as examples. Of course, maybe it needs further analysis to see if it has covered all of the threats classes.

· T1 summarizes the threats coming from the terminal, e.g., a malicious or compromised UE can be used to initiate DoS attack to eNB/MME, detect the topology of core network or any other type of attacks.
· T2 summarizes the threats related tothe air interface and communication path. Attacker can launch attacks on air interface such as, for example, eavesdropping, modifying and forging the signaling or user data on this interface.

· T3 summarizes the threats raised by a physical access to a RAN network device. For example this type of attack can target eNB network product class a console interface access violation. 

· T4 summarizes the threats identified for the transport network. If the backhaul link is exposed without physical protection, an attacker who can access the backhaul link could eavesdrop or modify the messages transported in the link.

· T5  summarizes the threats coming from other external interconnected networks (e.g. GRX/IPX, other PLMNs and so on) and targeting for example MME/S-GW/P-GW. For example, an operator A, in order to provide roaming service to end users, has to establish connections with external mobile operator networks. So the operator A’s MME/S-GW/P-GW has to be accessed by external mobile operator’s network products. If a network product in an external mobile operator network is compromised, it can be used to attack to the operator A’s network.

· T6 refers to threat coming from the internal network, mostly for the charging. Insider attacker like disgruntled employee from operator could also try to attack charging system through MME/S-GW/P-GW. 

· T7 summarizes the threats for the OAM side similar to T6. Disgruntled employee will try to attack MME/S-GW/P-GW through management plane by remote management application or by physical interface.

· T8 summarizes the threats coming from Internet or another connected packet data network (PDN), e.g. a corporate/partner IP network.The attacks coming from this PDNs could violate the border security protections (e.g. FW)to inject virus, worms, Trojan-horses into core network or make some other types of attacks.

***
END OF CHANGES
***
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[image: image14.png]End-User Security Plane:
* How Customers Access and Use the Network.
Represents End-User Data At Rest and In Motion.
e End-Users May Use the Network For:
— Basic Connectivity/Transport.
— Value-Added Services (VPN, VolP, etc.).
— Access to Network-Based Applications (Email, etc.).



[image: image15.png]¢ The Security Planes Represent the Different Activities That Take Place on a Network.
e Each Security Plane is Applied to Every Security Layer to Yield Nine Security Perspectives.
e Each Security Perspective Has Unique Vulnerabilities and Threats.
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Enables the Efficient Delivery of Information, Services,
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[image: image19.png]Infrastructure Security Layer:
¢ The Fundamental Building Blocks of Networks, Services,
and Applications.
¢ Individual Network Elements and the Communications
Links That Interconnect Them.
e Examples:
— Individual Routers, Switches, Servers.
— Point-to-Point WAN Links.
— Ethernet Links.
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¢ Infrastructure Security Enables Services Security Enables Applications Security.
e Can Be Applied At Any Layer of the Protocol Stack.



[image: image21.png]Applications Security Layer:
¢ Network-Based Applications Accessed by End-Users.
* Includes:
— Fundamental Applications Such As Web Browsing.
— Basic Applications Such As Directory Assistance
(411) and Email.
— High-End Applications Such As E-Commerce.



