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1.

Introduction

The current PWS study contains an editor’s notes requesting clarification on timestamps and use of a CAs identifier.Additional details related to these topics are proposed for inclusion in the study on PWS security.
2.
Proposal
We propose the following changes to TR33.869.

%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

### Start of first change ###
7.7.3.3
PWS Security Contents

Implicit certificates are versatile and can be used with a variety of signature approaches including DSA and ECDSA, however the approach considered here due to efficiency in size is a Keyed-MAC signature scheme. 

When operating at 112-bit security level, using a 112-bit MAC and assuming an ECQV certificate structure, 14-bytes, 28-bytes and 29-bytes are required to encode the values MAC, s and ICA respectively.

The 31-byte length for ICA assumes a certificate structure containing a 225 bit public key reconstruction value, a 15 bit certificate timestamp and a 8 bit CA_ID value. The certificate timestamp can provide one approach to protection in case a key is compromised at the message signer. The validity period of the certificate and therefore the frequency at which a message signer obtains new certificates from the CA would be decided at the national level and need not be the responsibility of operators.

In total the signature and implicit certificate occupy 73-bytes leaving 2 additional bytes that can be used for a PWS message timestamp.  This timestamp would be provided and signed by the PWS message signer and indicates the validity period for the PWS warning message.
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Figure 7.7.3.3 PWS Security Content


Although the timestamp may potentially take the form of a counter, it is preferred an actual coarse timestamp be used. If automatic authenticated synchronisation between the UE and network is available then advantage can be taken of this by the UE in validating PWS messages. 

In the case where automatic authenticated timing is not available between the UE and network, the UE could instead indicate the receipt of a PWS message with an expired certificate if one is received and present the user with the current time understood by the UE and the option of proceeding or discarding the message.
Using ECQV, the UE must compute the Message Signers Public key using the implicit certificate in addition to verifying the PWS signature.

Considering available cryptographic signature benchmarks from eBATS and assuming the armeabi platform running at 1782MHz and 128-bit level security, the full implicit certificate based approach will takes roughly 6.5ms and not more than 7.4ms. This is compared with 3.7ms for ECDSA and 18ms for DSA signature verification indicating comparable complexity to other signature schemes. 

The complexity time estimates of the implicit certificate based approach are approximate and were made by considering the steps 3 and 4 of signature verification and comparing with similar steps in algorithms benchmarked in eBATS.

Steps both in encoding (at the PWS message signer) and verification (at the UE) of the Keyed-MAC can be as follows:

Keyed-MAC Signature Generation

INPUT: PWS Message Signer’s private key dA, and associated ECQV certificate structure ICA, and a message to be signed M. 

OUTPUT: A signed message M, with associated security information MAC; s; ICA.

1. Generate ephemeral key pair (d,Q).

2. Construct MAC key k = KDF(Q), where KDF is a key derivation function that takes as input a point, and possibly other information, and generates an encryption key.

3. Compute MAC = MACAlgorithm(M,k).

4. Compute h = Hash(MAC||M), where Hash is a suitable hash function, that takes as input additional information including a possible identity string.

5. Convert h to an integer e.

6. Calculate s = e _ dA+d (mod n).

Output s,MAC, along with input value ICA as the associated security data for M.

Keyed-MAC Signature Verification

INPUT: Signed message M, with security information s, MAC, ICA, and the CA’s public

key QCA.

OUTPUT: VALID, or INVALID.

1. Compute h = Hash(MAC||M), with the same hash function used in the signature generation scheme, and the additional input information.

2. Convert h to an integer e.

3. Recover the PWS message signer’s public key from the certificate, QA=ECQVPublicKeyReconstruction(CertA,QCA).

4. Compute Q’ = sG-eQA.

5. Compute k’ = KDF(Q’), using the same key derivation function used in the signature generation algorithm, including the same additional information.

6. Compute MAC’ = MACAlgorithm(M,k’).

If MAC’ = MAC then return VALID, else return INVALID.


During this process the UE combines information contained within the implicit certificate with the public key of the appropriate CA to produce the message signer’s public key. As several CAs may and indeed should be supported, a means is needed to distinguish which public key is used.
This can be achieved through use of the one byte CA-ID field described in section 7.7.3.3. Each CA public key would be assigned a CA-ID value which the UE can read from the implicit certificate. Using the CA-ID the UE can look up the CA public key tied to that CA-ID in its provisioned list of CAs.
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Figure 7.3.3.4 – Example list provisioned CA public keys with associated CA-IDs

### End of first change ###
### Start of second change ###
7.7.4

Properties of solution

The implicit approach is the only proposed PKI approach for PWS public key distribution. Compared to other approaches it offers significant advantages in the areas of network resource consumption, CBE scalability, operator liability and operator cost.

Network resource consumption: 

Link and core network resource usage is less than with other approaches and is consumed only when a PWS message is sent. No additional resources are expended either for roaming UEs or during an update of a CBEs public key/implicit certificate.

CBE scalability:

If multiple CBEs share the same CA, the system is easily scalable to support the additional CBE. Simply put, if a national authority requires the addition of a new CBE, the CBE need only obtain an implicit certificate from one of the available CAs without the need of signalling new, per CBE, keying material to UEs or an operator’s network except for testing purposes. 
Several OEMs share same CAs.

Details are ffs

Operator liability:

Operator liability is kept to a minimum. Responsibility for key management issues such as setting up, functioning and upkeep of the CAs is at the national level and not the responsibility of the operator. However the operator may have to assist with UE provisioning.

Operator cost:

Compared to other approaches the implicit certificate approach has minimal impact on an operator’s network. The only known impacts at this time are: 1) Upgrading the PWS security field from 50 bytes to 75 bytes 2) Installation of the CBC-CBE interface.

On the other hand the implicit certificate approach there are disadvantages to be considered with the implicit certificate approach at least in the areas of CA setup/operation and overhead in the PWS security field.

CA setup/operation:

A major cost in any PKI system is setup and operation of the CA. However, since this is done at the national level, costs could be borne by the national government or alternatively by operators.

PWS security field overhead:

While efficient in size, implicit certificates do occupy space and are a source of additional overhead in the PWS security field resulting in a security level of 112-bits.


UE impact:

As with all PWS security proposals the implicit certificate approach has an impact on the UE. This includes, provisioning a list of CA public keys, enabling implicit certificate and signature algorithm and support of ancillary functionality necessary for PWS security such as key update mechanisms.

### End of second change ###
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