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1. Overall Description:

3GPP SA3 would like to thank ITU-T Study Group 17 for their LS on. X.sap-8 Efficient multi-factor authentication mechanisms using mobile devices: and X.sap-9, Delegated non-repudiation architecture based on Recommendation ITU-T X.813.
SA3 note the intention to use mobile devices with SIM card capability as the basis for multi-factor authentication mechanisms using mobile devices.

SA3 would like to point out that: 
· 3GPP have a number of Technical Specifications and Technical Reports that should be used as the basis for this work, to avoid duplication of features within mobile devices and network elements. 
· These specifications and reports, listed below, are also applicable to devices that connect over Wi-Fi and Fixed Networks and are thus referenced in the TISPAN security specifications as well. 
· SA3 were unsure of the motivation behind the statement. “It is to use mobile devices with SIM card capability, and should not exclude use of the virtual SIM cards” There is no concept of a virtual SIM card in the current 3GPP specifications. 
	TS 33.220
	Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)

	TS 33.221
	Generic Authentication Architecture (GAA); Support for subscriber certificates

	TS 33.222
	Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)

	TS 33.223
	Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function

	TS 33.224
	Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) push layer

	TS 33.110
	Key establishment between a Universal Integrated Circuit Card (UICC) and a terminal

	TS 33.259
	Key establishment between a UICC hosting device and a remote device

	TR 33.823
	Security for usage of GBA with a UE browser

	TR 33.924
	Identity management and 3GPP security interworking; Identity management and Generic Authentication Architecture (GAA) interworking

	TR 33.980
	Liberty Alliance and 3GPP security interworking; Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA)


On the work on “Delegated non-repudiation architecture based on X.813” and trusted third party (TTP) and central sign authority (CSA) SA3 would like to refer ITU SG17 to the work of 3GPP on interworking of GAA with the Liberty Alliance (TR 33.980) and with OpenID (TR 33.924) Frameworks in the above table. 
2. Actions:

To ITU-T SG 17 group.

ACTION: 
3GPP SA WG3 kindly asks ITU-T SG17 to take the above specifications and reports into account in their work and keep 3GPP SA3 informed of the progress of this work.
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