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Abstract of the contribution:  
This paper provides ALU comments on NSN contribution S3-130439 that analyzes the security impact of the small data transmission solutions documented in TR23.887.
1. Discussion

In this paper we give a general analysis of the security impact of the small data transmission solutions recorded in TR23.887.

There are 10 solutions in total for small data transmission (solution 6 has two alternatives) as listed below:
#1. Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security (cf. TR23.887, 5.1.1.3.1)
#2. Optimised handling of C-plane connection for Small Data and Device Trigger Transmission without U-plane bearer establishment in E-UTRAN (using SMS) (cf. TR23.887, 5.1.1.3.2)
#3. Standalone Small Data Service with T5/Tsp and generic NAS transport (cf. TR23.887, 5.1.1.3.3)

#4. Stateless Gateway for cost efficient transmission of infrequent or frequent small data (cf. TR23.887, 5.1.1.3.4)

#5. Downlink small data transfer using RRC message (cf. TR23.887, 5.1.1.3.5)

#6. 6A: Small Data Fast Path (cf. TR23.887, 5.1.1.3.6.1); 

6B: Connectionless Data Transmission (cf. TR23.887, 5.1.1.3.6.2)
#7. Service Request signalling reduction by RRC message combining (cf. TR23.887, 5.1.1.3.7)
#8. Optimized Service Request procedure for UEs with a single bearer (cf. TR23.887, 5.1.1.3.8)

#9. Lean Service Request Procedure (cf. TR23.887, 5.1.1.3.9)

Solution #1, Solution #2 and Solution #6A 

The security analysis for these solutions has already been documented in TR33.868. Further analysis of solution #6A is subject to a separate contribution.
Solution #3 

The assumption is there is an active NAS security to protect the small data which is a part of the NAS PDU. No security concern for this solution.
Solution #4

In this solution the normal AKA and security procedure is taken into use. It doesn’t have security impact.

Solution #5

This solution focuses on the optimisation of small data transfer from MME to UE. The MME sends the small data to eNodeBs via S1-AP Paging message, and a one-shot-Paging procedure is used by eNodeBs to deliver the small data to the UE. MME/UE could use the existing NAS security context to encrypt / decrypt the small data packet and ACK message. 
Whether sending small data to all eNodeBs in the TA list cause security issues or not is FFS.
Solution #6B
This solution proposes that the security context is downloaded to the eNB from the MME when the UE first connects to the eNB for data transmission and this security context is kept valid for connectionless data transmission as long as the UE remains under the eNB coverage. The eNB caches security context after the UE enters into idle mode. 
ALU Comment: As described in S3-130358, the established security context is retained by both UE and eNB for the duration of its lifetime assigned by the eNB. Additional context invalidation and deletion conditions are also described in Sec.2.3 of S3-130358. During the context lifetime, the UE does not have to remain under the eNB coverage. It may move within and even beyond the Tracking Area, and establish security context with any (and many) eNBs as it moves, if it needs to send or receive the SD. All established contexts will need to be retained by UE (subject to memory limitations) and associated eNBs until their expiration or other purging conditions.
This requires the eNB and the UE to maintain the security context all through the duration the UE stays under eNB coverage. This largely extends the lifetime of the AS security context, in particular for the UE that rarely moves. The risk of RRC and UP security keys being cracked is higher.
ALU Comment: This is identical to retaining the active security context for any UE that is in the Connected mode with the eNB and is not moving. Key handling for such case may be a subject to policy-based periodic key refresh. It Connectionless scheme it is also policy-based limited by context validity lifetime assignments managed by the eNB. As such, the risk of RRC and UP security keys being cracked is not higher than in conventional LTE security framework.

If the UE moves to the next eNB during connectionless mode operation, the target eNB cannot get the derived KeNB from the source eNB or from the MME. Then the AS layer protection between the UE and the new eNB is lost. The idle UE may need to transit into connected mode for MME to download the security context to the new eNB before the UE engages in active connectionless data transmission again.
ALU Comment:  Per TR 23.887, many of the small data solutions do not support mobility (e.g., .
-  Sol #1:  5.1.1.3.1.3 “During this procedure, the RRC security context is not downloaded to the E-UTRAN: thus the UE cannot be handed over to any other cell.”
- Sol #2: 5.1.1.3.2.2 “…Hence it is unlikely that the MME will download the security context to the eNB. Without the security context, handover cannot be performed.”

- Sol #3 still has open issues regarding security.  It appears as if sol 3 will point to sol 1 or 2, to use NAS w/o AS security.   Therefore, it too wouldn’t support mobility.  E.g., 5.1.1.3.3.1 “For the RAN side, future enhancement can be taken to avoid establishing DRB (Data Radio Bearer), and if applicable the small data can use the SRB (Signalling Radio Bearer).  Editor’s Note: How the “generic NAS transport” message is transmitted in AS is FFS. It can either use SRB 1 (as proposed in TR 23.888 section 6.53), SRB 2 (same as SMS uses today) or DRB.”

 From the MME perspective, the data is sent in Idle mode, and once the data is sent, the event is over. Transitioning from one eNB to another during this short event is not practical and is not expected (pls refer to SA2 discussions for clarifications). Therefore, use of key chaining derivations as per TS 33.401 sec. 7.2.8 is not applicable to this solution and several other SA2 small data solutions. UE establishes the new security context with every new eNB, while retaining old security contexts for old eNBs for the duration of their lifetime, or until fully re-authenticated (KASME changes). For that, the UE indeed transits into a Connected mode for the first access to the new eNB, but then for subsequent accesses remains in Idle for connectionless transmissions.
The security impact with this solution needs to be studied further.
ALU Comment: Solution evaluation is presented in S3-130361. Solution as it stands retains basic principles of the current LTE Security Framework: Both AS and NAS security are used as they are, with strictly followed conventional Key generation procedures. Security context retension while UE is in Idle mode represents significant process optimization rather than deviation from the current security model. Even in the absence of this optimization the operation does not fall apart – it simply defaults to the current sub-optimal session establishment procedures with no degradation in security. 
Solution 7 
This solution has similar security impact caused by partially ciphering as solution 2, and needs to be studied.
Solution #8

In this solution the normal AKA and security procedure is taken into use. It doesn’t have security impact.

 Solution #9

This solution requires the MME and the UE to store AS keys during idle mode.
Most of the security concerns of solution #6B also apply here.
The security impact with this solution needs to be studied.

2. Proposal
According to the analysis above, solution3, 4 and 8 don’t have security impact.  We propose to record this conclusion in TR33.868 to save further work on these solutions.

-----------------------------------------------pCR--------------------------------------------------
5.7.5
Evaluation 
Solution 3 “Standalone Small Data Service with T5/Tsp and generic NAS transport”, solution 4 
“Stateless Gateway for cost efficient transmission of infrequent or frequent small data”, solution 6B “Connectionless data transmission”, and solution 8 “Optimized Service Request procedure for UEs with a single bearer” in TR33.887 don’t have security impact.
     Editor’s note: the security aspects of solutions 5, 7 and 9 in TR33.887 are FFS.
