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This contribution opens some questions on the usage of CC in the context of SECAM. See comment for more details.

1
Introduction
There is need for security in telecom products, systems and operations. However, different people and organisations may interpret security differently. Not only w.r.t. what is considered secure enough but also the nature of being secure. The current state of affairs is that different vendors interpret product security differently and also evaluators may have different standards for determining when product security requirements are met. Different users and organisations have different views on the security needs, but unless there is a common, transparent and an agreed upon way to state and measure these needs, there is also no way to know that or how they are met.

2
Analysis
2.1
Existing models
The model used by the Common Criteria has been developed and enhanced over the last three decades. It is a well-defined terminology and model that has been developed within the security community. Not only has the requirements been iteratively refined over the past 30 years using feedback from real-world use, they have been made into international standards. This means that what once were national requirements such as TCSEC (the Orange Book) have been developed into ITSEC, Federal Criteria and later into Common Criteria (ISO/IEC 15408). What was once the UK DTI Code of Practice has been turned into the BS7799 and later into the ISO/IEC 27001. These Common Criteria is now used as the product security standard for the smart card industry, car industry, electrical smart grid and of course for the IT industry. It is even used for accounting of waste bin disposal systems. Similarly the standard security management is used by the data centers, trust centers and IT hosting services.

This terminology and concepts is established and used by ISO, NIST, BSI, and this have provided the world, and in particular the IT security community, with well-defined terms that allow us to describe security requirements and properties in a consistent manner. There is no reason for the telecom sector not to take advantage this development.

2.2
Benefits of re-using existing models
Using the existing components will allow the vendor, operator and evaluator to share a common terminology, and it will provide a model for describing security functionality and assurance, i.e. describing product security. So, using this existing methodology it becomes easier for SA3 to analyse security problems, formulate threats and countermeasures, determine what potential vulnerabilities and what exploitable vulnerabilities exist, perform risk analysis and identify and formulate accepted risks, etc.

This means that SA3 or any other community is given the tools for communicating and discussing security issues and security requirements.

The model provided for Information Security Management Systems relies on the model provided by the ISO/IEC 27000 series. The model is independent of whether certification is done or not. The ISO/IEC 27001 provides an example of risk analysis method (ISO/IEC 27005), but it does not prescribe it. But it does not say which risks should be accepted. It only explains the need to identify and accept any residual risks. It provides a toolbox.

In a similar way the Common Criteria provides a catalogue with security functionality and assurance measures, but does not prescribe any requirements or methods to capture these requirements. It does not say what threats a product shall counter, but it provides a way to characterise any threats. It provides a method for evaluation and certification, but it does not require any. Instead the concept of Protection Profiles and Security Targets are used as tools for specifying the security requirements for product types and products (which corresponds closely to the concepts Network Product Class and Network Product used by SA3).

This also means that SA3 is given the tools to describe our security problems, threats and security functionality in a language that allows analysis of the security problems. This is independent of whether the telecom community decide to perform a CC or ITSEC evaluation or certify our products or security management system. SA3 still need the model to describe the security properties of our products or perform risk assessment for our organisation.

The model that is used for specifying and describing the security properties of products is the Common Criteria. This is the model that is used all over the world independent of any evaluation, certification, national or international recognition of any certification.

There have been a large number of national initiatives to develop national security standards instead of using the ISO/IEC 15408 or ISEO/IEC 27001. All attempts have in the end all been reduced to a limited tuning of the standards ISO/IEC 15408 or ISEO/IEC 27001. This means they all still rely on the model used by these international standards. This is also the reason why many non-CCRA nations are using the CC model. They have sometimes extended the security requirements beyond the catalogues of the CC (Part 2 and Part 3) just as foreseen by the CC model.

Finally, by using an international recognized and maintained standard and framework for requirements, it is possible to take advantage of the evolvement of the standard and its supporting documents (such as guides), without necessarily having to adopt the new releases. Otherwise, the 3GPP must consider the different options for maintenance of the SAS.

3
Conclusion

The 3GPP is struggling with agreeing on the terminology
 and methodology instead of trying to get the actual security requirements right. Methodology 1 is a complete framework or methodology, while Methodology 2 fits for defining security assurance requirement in stage 2 rather than methodology in stage 1
.

It is always better to re-use existing and time-tested methodologies and techniques when they are available they fulfil the needs
. Further, it is very difficult and complex to define security assurance models, and historically there have been several failed attempts at this.

4
Proposal

So the suggestion is:

In stage 1, use the terminology and model provided by the ISO 15408 (CC) to describe the product security requirements.

In stage 2, both the catalogue for the functional requirements and assurance requirements of ISO 15408 (CC) may be used, but replace or extended these as required by the 3GPP or anyone using it. Security requirements of Methodology 2 can be used as input to extend the requirements in this stage 2.This will allow us to concentrate on the real security issues that are relevant for the 3GPP instead of reinventing something that is already there.

�The problem of agreeing on the terminology is common to M1 and M2.


�Completely disagree on this point. M1 has to define the roles, the process, the threat model, the risk assessment, the security requirements and all the other staffs in the context of SECAM and already faced by M2. Also for M1 SA3 shall define how to develop the SAS (independent module applicable to several network product classes (e.g. SAS for functionalities then combined in a network product class) or develop a specific SAS for each network product class e.g. a monolithic SAS for MME, another for eNB and so on)


�Of course. But CC is not time and cost effective. In addition it does not support self-evaluation. So the methodology to choose shall fit the requirements identified by SA3.


�The terms shall be independent of the methodology. About the model we shall understand if it is also applicable to M2!


�In our opinion this a little bit premature. The chosen methodology shall match firstly the requirements. Using CC to describe the product security requirements shall require a lot of time producing results not useful ifM2 is selected.





