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Even though last meeting we talked about something related to the SAS, but we have not decided the final SAS modular approach. 
One problems should be considered here:
1. A problem is about the relationship between network product and the part, as shown below. Which one is subject to the evaluation? Does it mean the network product is the thing that is under the evaluation of SECAM, or the part of network product is?
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Question 1. of this contribution seems to be related to the definition of the target of evaluation and on which part of a network product should be evaluated (S3-130335 clarifies these aspects for methodology 2). However, the discussion that follows and the pCR concern the modularity of SAS documents (Options for SAS divisions) themselves and on how to take the environment into account in the writing of the SAS. These comments address the proposal on options for SAS division and environment considerations.
In a joint contribution (S3-130333), Orange, Juniper Networks, Deutsche Telekom, BT Group, Telecom Italia, and InterDigital propose to take the following approach for SECAM and consequently for SAS writing to deal with the environment:
· The standardisation process will result in a single set of security requirements, operational environment assumptions and attacker model for a given network product class
Moreover the text proposed in S3-130333 contains the following note to deal with corner cases:
NOTE: Alternatively, but in rare cases, if no satisfactory average can be found, you could define a new network product class: e.g. collapsed RNC/NBs could be a class different from classical RNCs.
This implies that these considerations on environment of the network product class will already have been dealt with and is not an aspect to consider in the SAS modular split as such. The concrete split and decision to have exactly one SAS per network product class or to have  is a something that is likely to evolve in the normative phase of SECAM depending of the amount of requirements for a given 3GPP function or for a given 3GPP network product class. An example of implementation of such a modular approach for the normative phase is provided by Orange in S3-130337 for methodology 2. We believe that this level of detail should be part of the methodology candidates and can not be included in the general section of the TR. For this methodology study phase, the current text of 4.1.4 describing the “relationship between network products classes, SAS and 3GPP” and capturing the agreement to go for a modular approach combined with S3-130333 if agreed is already sufficient in our opinion.
The text proposed by China Mobile and China Unicom seems in line with most of the text of S3-130333 (considering security level to be replaced by “security baseline”, see Orange commenting contribution on S3-130393) and might be better placed in section 4.5 than in 4.1.4. Consequently we propose to consider the current proposed text as already merged in S3-130333 and to add the following clarification note after the third bullet of 4.1.4 instead:
NOTE: The detailed definition of relevant SAS modules to ensure the best readability and easiest maintenanceof SECAM normative documents for all actors is likely to evolve during the normative phase. It will depend, amongst other factors, on the volume of security requirement per SAS module and per network product class which themselves derives from the threat analysis, attacker models and environment assumptions of the SAS building phase. For SECAM, candidate methodologies may at most provide guidelines for these aspects, leaving the final details for the normative work.
1. Options for SAS division
Option 1: Specify SAS per environment 
According to the different physical exposed and remotely exposed degree, the environment network deployed in can be deivied into 4 classes: Physical exposed & Remotely exposed, Physical exposed & Not remotely exposed, Physical unexposed & Remotely exposed and Physical unexposed & Not remotely exposed. 
Correspondingly, network product can also be divied into 4 classes based on the different environments a network product is suitable to. For example, MME that is deployed in indoor environment and connected to public network belongs to Physical unexposed & Remotely exposed class, while MME that is deployed in indoor environment and connected to private network belongs to Physical unexposed & Not remotely exposed class. 
Network products deployed in the same environment has the same security requirements, so SASes can be specified per environment, as shown below. For example, SAS2 corresponds to the Physical unexposed & Remotely exposed environment, it suits for the network product of MME, PGW, eNB, etc.that designed to be used in this environments. 
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Analysis: 
· As environment mainly has impacts on physical protection, requirements on physical security aspect can be extracted as common requirements by SAS for different network product classes it includes. 
· However, as the security requirements of differnet network product classes are different, specific security requirements for each of them still need to be specified. Amongs SASes, security requirement for the same network product class overlaps. 
· There are 4 environment classes, so 4 SASes need to be specified correspondingly. 

Option 2: Specify SAS per network product class
In this option, SASes is specified per network product class. For example, SAS1 is for eNB class, and SAS2 is for MME class, etc.. 
Anlysis: 
· SAS is based on network product class, SAS corresponds to each kind of network product class. According to the class of network produces given in clause 4.4 of TR, about 10 SASes need to be specified.
Option 3: Specify SAS per network product class considering environment etc assumption
In this option, SAS is specified per network class while considering the environment factor. For each network product class, security requirements for different environments are specified in a corresponding SAS. 
One example is shown as below:  
SAS1 and SAS2 are specified for eNB class and MME class respectively. eNB class includes eNB products manufactured by different vendors, such as eNB1, eNB2, …, eNBn, MME class includes MME1, MME2, …, MMEn.
SAS 1: eNB1, eNB2, …, eNBn
SAS 2: MME1, MME2, …, MMEn.
For eNB class, SAS1 includes management, password control, etc., functionalities. 
For MME class, SAS2 includes the management, password control, etc., functionalities. 
Both SAS1 and SAS2 are generic SASes.
Besides, for each SAS it should add the operational environment assumptions first. The environment can be for example as below:  
Environment 1: Physical exposed & Remotely exposed
Environment 2: Physical exposed & Not remotely exposed
Environment 3: Physical unexposed & Remotely exposed
Environment 4:  Physical unexposed & Not remotely exposed
So after this environment assumptions, then threats can be studied, one aspect is functional requirements can be decided by this threats herein, another aspect is assurance requirements can be decided also by using one assurance level. 
In brief, each SAS should include environment etc assumption , functional requirements, and assurance requirements.
Anlysis: 
· This option is similar to option 2, while the difference is that option 3 further considers deployment environment etc assumption of network product. So in this way, the SASes are more specific and more feasible to be used in practical network. 

pCR
4.1.4 Relationship between network products classes, SAS and 3GPP functions


When defining a network product class it needs to be defined which 3GPP functional entities or part of 3GPP functional entities are within this network product class


· 
· 















SAS will have to be developed in a modular fashion such that an individual module is generic enough to be applied to more than one network product class. The assumption is that this modularity will allow a reasonable number of SAS.


In a third step, it would be decided which SAS modules apply to which network product classes
NOTE: The detailed definition of relevant SAS modules to ensure the best readability and easiest maintenance of SECAM normative documents for all actors is likely to evolve during the normative phase. It will depend, amongst other factors, on the volume of security requirement per SAS module and per network product class which themselves derives from the threat analysis, attacker models and environment assumptions of the SAS building phase. For SECAM, candidate methodologies may at most provide guidelines for these aspects, leaving the final details for the normative work.
�This seems to be “Specify SAS for all  network product class / environment combination” more than “Specify SAS per environment”, am I right? In your diagram there would be much more than 4 SAS. It would be more 4 * the number of network product class SAS.





�It is unclear to me how many SAS would come out of option 3, I suppose the same number as for option 1. Could you clarify this?





