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In this contribution, we analyse the issue of whether the UE should always tunnel all the traffic over a selected tunnelling mechanism or support the capability to selectively tunnel certain IP traffic over a tunnel when using firewall traversal mechanisms.
1
Introduction

The SA3 study on Firewall Traversal for iFIRE / SMURF in TR 33.830 considered various types of NATs, Firewalls / Proxies that may restrict certain IP traffic from the UE. This has led to the need for 3GPP to specify various tunnelling mechanisms, including the possibility for the UE to use TCP to tunnel various IP traffic from the UE using port 80/443 over the most restrictive firewalls. One issue that has not been addressed so far in the firewall traversal study is whether the UE should always tunnel all the IP traffic from all the active IMS applications (for iFIRE) and PLMN based IP services (for SMURF) at the UE over this selected tunnelling mechanism or alternatively, only tunnel certain IP traffic (e.g., only IP traffic that are restricted by the firewalls) using the tunnelling mechanism. In this contribution, we analyse this issue and propose that firewall traversal solutions support the capability to selectively tunnel only certain IP traffic associated with UE applications/services.
2
Problem Description
A particular application / service at the UE may have the need to send/receive IP traffic using more than one IP protocol / ports. Furthermore, the UE may also be running more than one application / service.  For example, the UE may be using IMS for a voice call and messaging application, and, at the same time, also downloading media using HTTP (e.g., files associated with large media) from a PLMN network.  In such a scenario, the IMS voice call and messaging applications may be using TCP for SIP signalling and UDP for RTP media, whereas the file-download may be using HTTP (port 80).
When these applications are active while the UE is connected over access networks that are not restrictive (e.g., 3GPP access), then the most efficient/suitable transport path for a given IP traffic type(s) associated with the active applications/services can be selected by the UE. For example, SIP signalling/HTTP traffic can be routed over TCP and media is routed over UDP.

However, when the UE is under the coverage of restrictive Access Network (e.g., WLAN) that restricts the type of IP traffic that can be routed over it, then the UE will have to set up a tunnel using an appropriate traversal mechanism in order to route the restricted IP traffic. The most restrictive such access network is the one that only allows TCP traffic over port 80/443. In such a case, the UE needs to set up a TCP based tunnel using the allowed ports in order to route traffic over this restrictive access network. When the UE decides to set up a TLS based tunnel over such access network(s), the firewall traversal work in 3GPP needs to address whether to route all the IP traffic associated with all active services/applications at the UE over this tunnel or support the capability for the UE to select appropriate IP transport path based on information available at the UE when more than one such IP transport path is available and/or feasible.
3
Solutions
In order to address the problem described in the above section, when a tunnel is established by the UE, there are two possible options:

1. Route all IP traffic from all active applications over the tunnel

2. Route only selected IP traffic from certain applications over the tunnel
Option 1: Route all IP traffic from all active applications over the tunnel

When the UE has connectivity over a restrictive access network that allows only TCP port restricted traffic and no other form of connectivity is feasible, then traffic from all applications at the UE has to be routed over the TCP based tunnel.
However, when the UE has other connectivity options available (e.g., 3GPP access), then it may not be efficient / preferable to route all the traffic using a tunnel over the restrictive access network for the following reasons:
· Routeing real-time traffic such as RTP over TCP based tunnel is often problematic due to latency and additional overhead of tunnelling. For example, see section 4.9 of TR 33.830 for some problems with using TCP for UDP traffic. 

· Necessary bandwidth may not be available over the tunnel to sustain all the traffic from all active applications at the UE

· Routeing real-time traffic such as RTP over TCP based tunnel may lead to unacceptable user experience
In such cases, it is desirable to keep certain IP traffic (esp. flows associated with certain real-time traffic such as IMS voice call) over the non-restrictive access networks (such as 3GPP access) and only selectively route certain traffic over the tunnel.

Option 2: 1.
Route only selected IP traffic / flows from certain applications over the tunnel
As mentioned earlier, when the UE has more than one IP connectivity option available (e.g., both 3GPP access and restrictive WLAN AN available), it may be desirable that only selected IP traffic at the UE is routed over the tunnel (e.g., for offload purposes). Based on the information available at the UE, the UE may use various criterions in order to decide which traffic to route over the tunnel. Some of the criteria that may be used by the UE are:
· Access Networks availability 

· Access Network connectivity capabilities (e.g., whether an AN allows all traffic or only certain traffic, bandwidth / latency provided by a given connectivity)
· Policies at the UE (e.g., operator provided ANDSF at the UE, see 3GPP TSs 23.402);

NOTE:  It should be further studied whether ANDSF or other policies may need to be enhanced in order to support TURAN.

4
Proposal

It seems desirable that firewall traversal solutions should support capability for the UE to selectively route a given IP traffic using the tunnel. We kindly request SA3 to consider this issue and approve the pCR below that introduces this requirement into TR 33.830.
************************ Pseudo-CR ******************************************

6.1
Functional Requirements

The solution shall

1. Support traversal of IMS services across firewalls which only allow outbound HTTP/HTTPS traffic
2. Support traversal of IMS services across firewalls which require outbound traffic to be routed through an HTTP proxy 
3. For traversal  not require changes to the Firewall 

4. Minimize changes to the UE

5. Support all the existing IMS protocols (SIP, RTP, MSRP, RTSP, HTTP…..). 

6. Support detection of IMS restrictive firewalls.

7. Be transparent to the existing IMS core

· Editor’s note: The trade-off between transparency and efficiency should be studied further for requirement 7.

8. Be backwards compatible with existing IMS architecture, particularly the separation between the user and control plane.

9. Allow other 3GPP Firewall traversal mechanism to exist in parallel.

10. Allow selective invocation of firewall traversal and/or security functionality introduced through the proposed solutions when needed.

11. Not break the IMS threat model

12. iFire shall not preclude the operation of non-3GPP IP access methods defined in 23.402, GAN/UMA defined in 3GPP TS 43.318 [10], or 3GPP system to Wireless Local Area Network (WLAN) interworking defined in 3GPP TS 23.234 [11].

13. The methods for iFire shall consider whether an existing IP access mechanism, such as non-3GPP IP access, GAN/UMA, or 3GPP system to Wireless Local Area Network (WLAN) interworking will traverse a firewall.

14. Support all kinds of IMS UE, both fixed and mobile.

15. Support the firewall operator’s need to make local policy decisions on traffic that is intended to traverse its firewall(s) and policy enforcement function(s).

16. Support integration with and provide access through policy architecture elements and functions including PCRF, TDF, and PCEF placed with or separately from firewall(s).

17. Support network (including mobile) operator policy enforcement objectives, such as the need to make policy decisions on traffic that passes through the network.

18. Support access through multiple firewalls and multiple policy enforcement functions placed within the traffic flow between a subscriber’s IMS application and their IMS network services.

19. Support access through NAT devices and multiple NAT(s) as may be placed within the traffic flow between a subscriber’s IMS application and their IMS network services.

20. Support access through HTTP proxies.

21. Allow a NIMSFW to detect IMS traffic shall not 

· add considerable overhead 

· nor compatibility problems,

·  nor deviate from standards, 

· nor require extensions to standard implementations to the entities communicating over a NIMSFW.

Editor’s note:
Considerable overhead needs to be defined.

22. Support capability for the UE to selectively route certain IP traffic associated with IMS services over the firewall traversal mechanism.
The solution(s) should:

1. Consider the detectability of traffic through firewalls or other policy enforcement functions and the complexity of such detection.

