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Abstract of the contribution:

In the scope of SA3LI requests provided in SA3LI LS SA3LI13_034r2 (S3-130305), this contribution proposes a UE-based solution relying on the UICC to enhance IMEI based LI for IMS. 

1. Introduction
This contribution proposes a solution to enhance IMEI based LI for IMS, taking into account SA3LI requirements provided in SA3LI13_034r2 (S3-130305) and attached contribution from BT Group.
2. Analysis

A solution based on the UICC (trusted by the operator) would address the SA3LI requirements to enhance IMEI based Lawful Interception for IMS, as proposed in BT Group contribution attached to SA3LI LS. This section provides further details on a UICC-based solution, as described in SA3LI13_015 available in SA3LI13_034r2. 

_Extracts from SA3LI13_015:
· “The UICC would then hash the received IMD before returning the hash value to the ME.”
· “The IMEI and secure hash value can then be sent in SIP signalling”. 

· “The binding could be done at session establishment or registration/re-registration” 

Proposal

The usage of HMAC mechanism is proposed to guaranty the integrity of the IMEI value sent in SIP signalling with a check based on a secret key noted “Key”. 
· MAC value =  HMAC-H (Key, Data), 
with “H” the cryptographic hash function and “Data” the data to be hashed after padding.
The cryptographic hash function H has to be defined (e.g. H = SHA-256 preferably or H = SHA-1 if it is decided to be consistent with hash function already used in HMAC mechanism for IMS IPsec). 

In order to refresh the MAC value associated to the IMEI and sent in SIP signalling, it is proposed that the key “Key” of HMAC is associated to IMS AKA procedure. E.g. we could have: 
· Key = CK or Key = IK or  Key = (CK II IK) or Key is derived from CK and/or IK, 
where the keys CK and IK are keys established as a result of the IMS AKA procedure in the UICC and stored in the UICC. The keys CK and IK are also available in the IMS core network and are access network independent. 
For each re-authentication, new CK and IK keys may be established. In case of re-registration, a new re-authentication may be requested by the S-CSCF as described in sectin 7.4 of 3GPP TS 33.203 v12.1.0. Consequently, a new MAC value associated to the IMEI can be computed for each new re-authentication. The association of IMEI to IMS sessions is then maintained for the duration of the IMS sessions. 
The IMS AKA procedure is performed within a USIM application or ISIM application hosted on a UICC, as described in 3GPP TS 33.203. 
In order to provide for IMS a binding between the Mobile Equipment and the IMS Subscriber, it is proposed to add the IMPI value among the data to be hashed. The IMPI value will not be sent in the SIP signalling, IMPI is known in the UICC and in core network (e.g. S-CSCF). 
· Data = IMPI || IMEI… with adequate padding.

_Extract from SA3LI13_015
· “The UICC is required to read the IMEI from the ME over a secure (eg secure channel) USIM-ME interface”. 
Proposal

USIM-ME or ISIM-UE interface could be secured by means of secure channel specified in ETSI TS 102 484. “SecuredAPDU” secure channel of ETSI TS 102 484 is already referenced and used in 3GPP SA3 specification to secure the interface between a UICC and a Relay Node (TS 33.401 annex D). This secure channel could be re-used to secure the exchange of IMEI on the USIM-ME interface or ISIM-ME interface.

In order to compute the MAC value associated to the IMEI, the UICC application needs to receive the IMEI from the ME via a command that will be protected by the secure channel.

It is already possible for the USIM to retrieve the IMEI from a ME via the command “PROVIDE LOCAL INFORMATION” defined in 3GPP TS 31.111. But this command requires the support of USAT, does not send back a Response to the ME, and could not be used in case that the mechanism is extended to MAC address, or other types of information as indicated in SA3LI13_015 “Beyond the IMEI, it may also be possible to extend this mechanism to transfer the MAC Address, Location information or other parameters from the UE to IMS core network….
Consequently, the definition of a new UICC-ME command is needed. This command should be specified for the ISIM and also for the USIM to cover the case that USIM is be used for IMS AKA procedure. 
· Input data sent to the USIM or ISIM = IMEI and possibly additional data if requested. It may be possible to replace the IMEI by a MAC address. 
· The UICC application will compute the MAC value = HMAC-H(Key, Data)
with Data = IMPI ||IMEI ||…

Remark: in case of USIM applicaton, the conversion of IMSI to IMPI will be made by the USIM

· Output data = MAC value to be sent in SIP signalling by the ME associated to the IMEI.
Taking into account this analysis, the description of the procedure is provided in the following section. 

3. Solution description 










4. Conclusion
Taking into account SA3LI requirements to enhance IMEI based Lawful Interception for IMS, we kindly ask 3GPP-SA3 to review and agree the UE-based solution described above and send a Reply LS to SA3LI proposing this solution for enhancing IMEI targeted LI in IMS.  
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