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1 Introduction and proposal
This contribution describes details of the key issue- use WLAN load information for network selection, and analyzes its threats. We kindly propose SA3 to agree it.
***
START OF CHANGES
***
4.X Key issue- Use WLAN load Information for network selection
4.X.1 Issue Details
As TR 23.865 described, providing network selection policies to the UE that take load or congestion indication from WLAN networks into account can improve the existing WLAN network selection decisions. 
An AP compliant with Hotspot 2.0 broadcasts the BSS Load information and supports the WAN Metrics ANQP Element. The BSS Load information element contains information on the current mobile device population and channel utilization in the BSS. The WAN Metrics ANQP element provides information about the WAN link of a WLAN access network.
The WFA Hotspot 2.0 specifications take into account the BSS Load and backhaul parameters to specify BSS Load policy to prevent a mobile device from joining a WLAN network that may be overly congested with traffic and/or interference. 
4.X.2 Threats
In order to prevent a mobile device from joining a WLAN network that may be overly congested with traffic and/or interference, an AP compliant with Hotspot 2.0 shall broadcast the BSS Load information. This broadcasted BSS Load information transmission is prior to association and authentication procedures, what’s more, it transported to UE by a Hotspot 2.0 compliant AP is in clear text which means that users including attackers can get this information. An attacker may impersonate an AP compliant with Hotspot 2.0 to broadcast false BSS Load information to prevent a mobile device from joining a WLAN network that not overly congested with traffic and/or interference. Further, the attacker in a malicious WLAN A may claim and broadcast BSS Load and backhaul parameters which are beneficial to attract UE select WLAN A. Consequently, WLAN A can gain benefit from users’ charge. The signal quality of the WLAN A network may be poor (especially after it attracted lots of UE), so there is a risk that the users may change the operator due to the bad user experience.
***
END OF CHANGES
***
