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Abstract of the contribution:
SA3#70 sent an LS to SA1 in S3-130225 entitled “Reply LS on PWS Requirements for UEs in Limited Service State”. SA1#61 decided to just note SA3’s LS. The draft official report from SA1#61 states: “Companies are invited to bring contributions with potentially alternative solutions directly in SA3.” This is the aim of the present contribution. 

The summary in section 3 of this LS states that there are only two options, namely A) mandating PWS security in all countries or B) discarding all unprotected warning messages from unauthenticated networks, both of which seem difficult to accept. We believe that the analysis that led to this statement makes too limiting assumptions, and that other options were too easily discarded. In this contribution, we explain a third option. The present discussion motivates a companion pCR in S3-130410.
1. Introduction
The summary in section 3 of the LS to SA1in S3-130225 states (text in full): 
“Assuming the current PWS security requirements, SA3 sees only two options:

 -
A) SA1 mandates that PWS Security must be used in Rel-12 in all countries.

-
B) Rel-12 UEs with PWS Security enabled are required to discard all unprotected warning messages when it cannot authenticate the network (e.g. I) and II) above).

Note: The above is with the understanding that national governments may impose further requirements on the UE.

Both approaches have several disadvantages as outlined in the discussion section above. 

Unless option A) or B) is feasible, SA3 believe that the current PWS security requirements cannot be met.”

We start with observing that, in order to avoid attacks, an even stronger version of option A) would be required, namely that all countries introduce PWS security at the same time. This appears totally unrealistic. For making PWS security fly, then only option B) would be left. We therefore further discuss option B).

Option B) would lead to a secure PWS security solution, but it would seriously restrict the usefulness of PWS as explained in the LS. 

The requirement in option B) to discard all unprotected warning messages from unauthenticated networks derives from the assumption in the analysis in section 2 of the LS that the UE would have to learn through an integrity-protected message from the network to which it is currently attached whether this network supports PWS security. This assumption seems too limiting in two respects: 
(i) Whether PWS security is enabled or not is likely to be a property not of an individual network, but of a regulatory domain, e.g. a country, and would then apply to all networks in that regulatory domain. (For simplicity, we will speak only of ‘country’ in the sequel when we mean regulatory domain.) Hence, the UE would need to know only on a per country basis whether PWS security was enabled or not.

(ii) The information about PWS security support per country is expected to be fairly static. The secure distribution to the UE of this information would not necessarily have to be through integrity-protected messages from the visited network, but could occur by other means. One example could be lists managed by the home operator in the USIM or the non-volatile part of the ME memory.
In order to open up the possibility of a third option C) besides the options A) and B) from the summary of the LS quoted above, another ingredient would be required, namely

(iii) A UE, possibly with the support of the human user, is able to tell, in which country it currently is, independent of any messages from the network. 

Option C): with (i), (ii), and (iii) taken together, a UE would be able to securely determine, based on country-specific information, whether PWS security was to be used or not by a particular network, even if in limited service state, and would reject or accept unprotected messages accordingly. 

Further considerations on (iii): 
The location-awareness of the UE was indeed briefly mentioned, but then quickly discarded, in section 2 of the LS in S3-130225: ”But to protect against false base stations, either PWS security would need to be mandated and deployed in all countries or all UEs would need to be aware of their location in limited service state by some non 3GPP means (e.g. GPS), neither of which seem feasible currently”. 
But GPS is not the only option: while it is true that GPS support cannot be assumed for all terminals it may be assumed that most human users are aware of the name of the country they are currently in. If the user is able to give corresponding feedback to the terminal then condition (iii) can be fulfilled. The precise nature of this feedback could occur in various ways at various points in time (e.g. at registration time, when receiving a warning message, etc) and is ffs.  
Furthermore, (iii) may be needed even if an integrity-protected message from the visited network is available as this message could have been relayed from a network in a different country. This was acknowledged in the LS, cf. “It was put forward that even with such a mechanism, UMTS would not protect from false base stations as a false base station could relay messages from a valid base station.”

Considerations on public key distribution: 

It is clear that UEs in limited service state cannot receive public keys from the network through any form of signalling or user plane interaction. But this does not rule out that the UE can have the information required for verifying signatures on warning messages available through various forms of previous interactions between UE and network. It is quite clear that this would work for the implicit-certificate-based approach (solution 6 in TR 33.869) where root CA public keys are installed in the UE at manufacturing time and the CBE public keys are implicitly distributed by broadcast as part of the warning message. But it should not be ruled out for the other approaches at this point in time either and would be ffs. 
2. Proposal

It is proposed to approve the companion pCR in S3-130410 that contains material for inclusion in clause 6.2.5 of the TR. (Note that the text in the pCR is not a one-to-one copy of the text in this discussion paper, but has been editorially modified to make it more suitable for inclusion in the TR.) 


















































