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Abstract of the contribution:
Discussion document on a weakness related to the PWS disable flag. Proposal to extend the configuration of UE behaviour regarding the PWS status of the network to which the UE is attached. 
1. Introduction

This document discusses a weakness related to the PWS disable flag as specified in TS 22.268, Rel-11 (see also Section 6.2.5 of TR 33.869) that an operator can set in the USIM to instruct the UE to ignore or process PWS warning messages, and suggests means to overcome this problem.

2. Analysis of the problem
PWS is in use in some countries, but without security. This is in particular the case, as it is more important to them that the warning service is easily available and that the UE can process the warning message even if this could lead to receiving a faked warning message. Others are feeling uneasy about this situation, because for them it is equally important to avoid false positives, e.g., attempts to create panic from an attacker by sending false PWS warning messages.

TS 22.268, Section 4.6.4, gives to the operator the possibility to set a PWS disable field in the USIM. This flag allows the operator to set whether the UE shall process or ignore PWS warning messages. This allows operators to disable PWS for its subscribers while roaming. With the introduction of PWS security in Rel.12 this policy flag can also be set to ignore warning messages without security or process them if received with security (as described in TR33.869 Section 6.2.5).
However, we consider it as a weakness that true warning messages, even if they are sent with security, will not be displayed either if the flag is set to “ignore all warning messages in the HPLMN and in PLMNs equivalent to it”. Furthermore, it treats all networks in the same way.  

Since it is not expected that PWS, with or without security, is introduced in all countries, certainly not at the same time, the operator option to configure the UEs of its subscribers with a policy with respect to PWS and PWS security is sensible. We propose to extend this policy to overcome the problem sketched above.
3. Proposal

We propose to extend the configuration of UE behaviour with respect to a policy: how to behave with regard to the PWS status of the network to which the UE is attached. An example of such policy that seems reasonable is given in the following:

•
The UE shall discard all unsigned warning messages in visited networks that support PWS security, and accept unsigned warning messages in visited networks that support PWS, but not PWS security. 

This policy takes a pragmatic approach wrt PWS security: accept the additional protection afforded by PWS security when it is available, and give priority to the benefit of genuine warning messages otherwise. It also takes into account that the introduction of PWS security may be gradual at a global scale, and that complete protection will be available only when all countries will have introduced PWS security. 

Such a policy requires that the UE knows whether the visited network supports PWS or PWS security. When the UE is roaming it does not initially know the PWS status of the visited network. Therefore, a secure means of reliably providing to the UE the PWS status information of the network to which UE is attached is required. This way the UE knows what kind of behaviour with respect to PWS it can expect in the network to which it is attached, compare the PWS status information with the behaviour of the visited network with respect to PWS, and discard warning messages only, when it does not match.
4. Description of attack to be avoided 
In cases where it was not possible to securely provide the PWS status information to the UE, an attacker could pretend that the visited network uses PWS without security. If an attacker then sends unsigned warning messages, the UE would process a fake unsigned warning message, if it is configured to accept unsigned warning messages in countries where no PWS security is enabled (cf. above policy), even though the visited network would distribute genuine warning messages only with a signature. 
In contrast, if PWS status information was delivered securely and an attacker now sets up a false base station over which the attacker sends unprotected false warning messages and makes the UE believe that the network or country does not support PWS security, the UE would be able to recognize this fraud and discard such false warning messages if the UE has a means to verify the current network or country independently of information from the false network. This is possible because the UE would know from the PWS status information provided to the UE that PWS security was indeed enabled in that network or country and, hence, unprotected warning messages were not admissible. 
5. Conclusion

The protection level set up by PWS and PWS security enabled networks should be kept by providing PWS status information of a network to the UE. The use of fine-grained policies in the UE depending on the PWS status information received (or not received) allows the operator (or if wished also the user) to configure the UE accordingly.
The UE, when registering at a visited network could receive PWS status information about the network from its home network or another source. If such status information is not available, the UE could receive this information as a fact (e.g. ‘PWS status information not available’). Furthermore, the UE could have a policy that tells it how to act depending on the reliable PWS status information received or not received.

As soon as the UE is attached to a network and receives a warning message, it would need to compare the stored or reliably received PWS status information about the visited network with the behavior of the visited network wrt PWS.
By introducing to and storing PWS status information in the UE, the UE knows what kind of behaviour of the network with respect to PWS it can expect. As PWS security will be enabled in some networks or countries, but not in others, it will overcome the weakness sketched in section 2. 
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