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1.
Introduction
The media tunnelling solution in TR33.830 uses ICE/STUN and IP tunnelling for media firewall traversal.  The IP tunnelling approach simplifies the traversal procedure but is not based on existing standards.  This pCR proposes to change the IP tunneling approach to RTP multiplexing tunnel based on RFC 5761.  The change makes the solution more compatible with existing standards while maintaining its simplicity. 
2.
pCR

*******************************Start OF CHANGES 1*******************************
8.6
Media Tunneling Solutions

Editor’s note: It is FFS how and when this solution is invoked and how this solution co-exists with the other IMS firewall traversal solutions.

3GPP standards allow UE to send signaling and media through different paths, e.g., P-CSCF and IMS-AGW in different locations or using multiple IMS-AGWS.  In such cases, it is desired for the firewall traversal function to preserve the control path and data path to avoid unwanted impacts on service and manageability.  This candidate solution solves the firewall traversal problem for control plane and data plane independently.  It preserves the control path and data path and solves the firewall traversal problem with minimum impact on the IMS architecture.  

Since restricted firewall traversal for control using TCP port 80 can solve plane or TLS port 443 for signaling, as explained in section 8.3 (after adding support for HTTP_CONNECT and detection mechanism for the existence of the NIMSFW), this candidate solution focuses on user plane restricted firewall traversal issue.  It introduces a tunnel endpoint called TEP-C for UE and a tunnel endpoint called TEP-S at the Core site.  TEP-S and TEP-C are based on ICE/STUN with enhancement explained below.  In particular, TEP-S can be integrated with IMS-AGW or the media processing device at core side (such implementation is not uncommon, e.g., STUN can be integrated with media gateway and existing standards define techniques to de-multiplex STUN and other protocols on same port). 
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Figure 1 Architectural overview

This solution assumes that UE knows on which media path TEP-S should be used.  One way to do so is for P-CSCF to inform UE whether IMS-AGW (or the media endpoint at core side) supports TEP-S with an ICE attribute extension in SDP.  This allows UE to find whether TEP-S can be used dynamically, on a per session basis.  It is also possible to configure the UE on which media path to use TEP-S.  If UE finds that the media endpoint at core side does not support TEP-S, it uses TEP-C as ICE agent and use the standard ICE/STUN procedure to solve the traversal issue.  If UE finds that IMS-AGW (or the media endpoint at core side) supports TEP-S, it should uses the optimized procedure
Editor’s note: It is for FFS on whether IETF or 3GPP modifies the ICE protocol for adding the new attribute suggested in this solution

Editor’s note: Given that this solution uses TCP based tunnels, it is for FFS that how this solution solves traversal for most restrictive firewalls (like the firewalls with web proxy).

*******************************End OF CHANGES 1*******************************
*******************************Start OF CHANGES 2*******************************
The firewall traversal procedure for control plane is based on SIP/TLS over 443 and is identical to the procedure defined in section 8.3.     The media procedure is defined below:  

Before making a call, UE find its public address through a STUN request to TEP-S.  In this step, TEP-C and TSP-S act as ICE agent at UE and the core side.  


1. TEP-S on IMS-AGW acts as ICE server and HTTP proxy.  It should listen on regular STUN ports plus TCP port 80 and 443 for STUN requests and HTTP requests.
2. Before making a call, UE collects ICE candidates.  It should first use STUN/UDP.  If it fails, it should try STUN/TCP.  If it fails, it should try STUN on TCP/80 and TLS/443.  If it fails again, there may be a HTTP proxy.  In such case, TEP-C should establish a TCP connection to TEP-S on port 443 and send HTTP_CONNECT request before starting TLS and STUN procedure.  If UE receives HTTP response, it proceeds to send STUN request.  If all attempts fail, UE should abort the ICE/STUN procedure and try other firewall traversal solutions.
3. UE adds its ICE candidates in its SDP offer and sends INVITE to P-CSCF.  UE can use either RTP or sRTP depending on its security policy.  UE may also send tunnel type in its offer in SDP.   The tunnel type supported  now is the RTP/RTCP multiplexing tunnel defined in RFC 5761, which is indicated by the “a=rtcp-mux” attribute in SDP.  Other tunnelling solutions may also be used in future.  When tunnel is enabled, TEP-C sends its tunnel address as server reflexive candidate in the SDP, which is TEP-C’s public IP address.    
. 
4. P-CSCF receives INVITE from UE and adds media address as normal ICE candidates in the answer.   It also adds firewall traversal candidates, which are TCP/80 and TLS/443, in the SDP.  If tunnel is enabled, P-CSCF sends the tunnel address as the host candidate in the SDP to TEP-C, which is the public address of TEP-S.  P-CSCF sends “200 OK” to UE.

Note: ICE standards allow the use of UDP, TCP, TLS as multiple candidates for a single RTP stream.  There is also no restriction on port.  So the above procedure is in full accordance to existing standards. 
.
5. UE receives “200 OK” and starts connectivity check for RTP.  UE should first try the normal ICE candidates.  If normal candidates fail, UE checks TCP/80 and TLS/443 as firewall traversal candidates.  In this way, UE can find a successful connection even if there is restrictive firewall.  The HTTP proxy issue can be solved for TEP-C to send a HTTP CONNECT to TEP-S immediately after TCP connection and before STUN procedure.   This is possible because TEP-C knows whether there is HTTP proxy from step 2.  
6. UE proceeds to perform connectivity check for RTCP.  If RTP/RTCP multiplexing is enabled, UE can skip this step, 
7. UE finds successful connection(s) for RTP/RTCP and proceed to establish TCP connection(s) or tunnel with TEP-S if tunnel is enabled.  UE starts to send media through the TCP connection(s) or tunnel.
The procedure solves the media firewall traversal issue with standard ICE/STUN procedures.  The procedure can be further optimized if TEP-C and TEP-S agrees on using ICE/STUN for firewall traversal during registration process (e.g., through configuration or signaling).  In such case, TEP-C can assume that TCP/80 and TLS/443 are always active ICE candidates even if they are not included in the answer from P-CSCF.  When connectivity check on normal candidate fails, TEP-C automatically tries TCP/80 or TLS/443 on the IMS-AGW.  
Note: TLS tunnel can also be used but it increases significant overhead.  In addition, it is assumed the media is protected by 3GPP e2ae security mechanisms, so another layer of security is unnecessary.

Note: Running TLS with null ciphers can minimize the impact of encryption with TLS.

Editor’s note: It is FFS how this solution solves SMURF traversal issue.

Editor’s note: It is FFS how this solution detects the presence of NIMSFW.

*******************************End OF CHANGES 2*******************************
Note: TCP security can be achieved through STUN authentication or media session identification (media pinhole). 

*******************************Start OF CHANGES 3*******************************



Figure 2 

Editor’s note: It is FFS the impact on the UE with this solution.





This candidate solution can be viewed as the extension for ICE/STUN based solution.  It works when control and user data traverse through different paths, and even when control and user data traverse through the same path, it can be used to optimize the traversal process by using a single TCPtunnel instead of multiple TLS tunnels.  By preserving the control and user data paths, this candidate solution minimizes its impact on the IMS architecture that uses this traversal service. If an owner of a strict firewall wants to explicitly block IMS Services, this can be achieved by blocking the IP address (or range of IP addresses) of the P-CSCF.

*******************************End OF CHANGES 3*******************************
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