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Abstract of the contribution: The contribution does analysis on GBA based solution of PWS and adds the conclusion of the analysis for clarifying some further study of this solution.
1 Introduction
In 7.5 GBA based soulution, for the achieving of GBA function for PWS, the new software and hardware space needs to be set in ME. UICC also needs to do the related security handling and store the serurity information.
In UE aspect, for the published UE, it should be hard to support GBA based solution. It is still hard to do the updating to UICC for supporting GBA, even if the ME could be software updated to support GBA function. The Ks needs to be derived from UICC. If UICC is not changed to support GBA, it may not generate Ks. Besides, the change to UICC for GBA to support PWS may cause the losing of user information in UICC. Most users do not like changing UICC card. 
For the unpublished UE, it should be relatively easy to support GBA function with new settings to both ME and UICC by manufacturers.
In network aspect, GBA based solution depends on the deployments of operator’s network. Operators need to deploy the GBA required network elements or add new fuctions to the existing network elements.
BSF can either be achieved on existing entities (for MME support AKA, MME/SGSN should be most suitable), or be achieved by deploying an independent physical entity. 
NAF is an application server and can be located inside or outside core network. In most cases, it should be corresponding to a new physical entity. Or else, it will influence the complexity of existing function nodes. It could also be achieved on existing servers by sharing the resources of the existing servers. It should be more suitable to achieved NAF by the independent physical entity or on other application servers.
In existing networks, GBA is seldomly deployed. Both the deployment of GBA required physical entities and adding of new function on the existing network elements for PWS will increase the cost of operators.
2 Proposal
It is proposed that SA3 agree the pCR below for inclusion in TR 33.869.
************************** start of changes ************************
7.5.2.1
Key establishment

The protection is based on the establishment of a shared symmetric key Ks_(int/ext)_NAF between the UE and a NAF (defined in the GBA architecture, see TS 33.220). The NAF assumes the task of distributing the PWS public keys and will henceforth be called PWS Key Center.

Editor’s note: it is ffs whether the PWS key center is part of CBC, or if it is a standalone entity. 

Key establishment with GBA is flexible and can be done in several different ways. Either the UE can initiate the establishment (pull) or the NAF can initiate the establishment (push). GBA specified in TS 33.220 is defined for pull, while GBA-Push specified in TS 33.223 is defined for push. GBA-Push can however be used in a pull like mode by adding a non-GBA message asking the NAF to push out the key establishment information.

Note that GBA-Push requires the UE to hold a USIM or ISIM and is not defined for 2G subscribers.

While the security level of the public keys (used in broadcast) need to be very high, the symmetric integrity protection of the public key distribution (used in unicast) does not require as high security. The lifetime of the key Ks_(int/ext)_NAF can therefore be very long. Both GBA_ME and GBA_U could be used.
Editor’s note: Operators need to change both ME and UICC to support GBA for PWS. It is ffs whether the ME based key management or UICC based key management is used in UE. 
A. Key establishment using GBA: This method (see Figure 7.5.2.1.1) uses the GBA procedures specified in TS 33.220 and on a high level it works as follows:

A1. After the UE has registered with the network, the UE performs a GBA bootstrap with the BSF and derives Ks_(int/ext)_NAF.

A2. If the UE doesn’t have the current public key, it requests the current public key from the PWS Key Center.

A3. The PWS key center communicates with the BSF and derives Ks_(int/ext)_NAF

A4. The PWS key center distributes the current public key to the UE.

The GBA procedures (A1 and A3) can be reused for several key distributions.
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Figure 7.5.2.1.1: Key establishment using GBA

B. Key establishment using GBA-Push: This method (see Figure 7.5.2.1.2) uses the GBA Push procedures specified in TS 33.223 and on a high level it works as follows:

B1. If the UE doesn’t have the current public key, it requests the current public key from the PWS Key Center.

B2. The PWS key center communicates with the BSF and derives Ks_(int/ext)_NAF

B3. The PWS key center distributes the current public key to the UE.

The GBA push procedure (B2) can be reused for several key distributions.
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Figure 7.5.2.1.2: Key establishment using GBA-Push

After the initial key establishment, the UE and PWS Key Center has a shared symmetric key (Ks_(int/ext)_NAF) and public key updates can be distributed via either pull or push without any new GBA procedures.

As can be seen, using GBA-Push has several advantages over GBA (TS 33.220):

· Both Pull and Push can be supported. Pull can be under normal circumstances and push can be used for quick update of the public key. The advantage of push is that the PWS Key Center has control over how many public keys updates are done per second. Therefore there is no risk for overload.

The amount of traffic over the access network is smaller than in TS 33.220 as the GBA procedures are sent only in the core network.
************************** end of changes *************************

7.5.4
Analysis

7.5.4.1
Pros
A GBA based solution would not suffer from the weaknesses related to false or hacked base stations (e.g., BSS in GERAN and home (e)NBs in UTRAN/E-UTRAN) that applies to the NAS based solution. The reason is that a GBA based solution protects the distribution of the key all the way from the PWS key center located in the core network.

Most protocols for key establishment and protection of the public key delivery are actually in place already: GBA and/or GBA Push for key establishment, GPL and HTTPS to protect the key delivery to the terminal (push and pull respectively).

The signing/verification, display of warning to the user and possible public key infrastructure are mainly application layer functions. Therefore it would be preferable from a design cleanness perspective to also do the key distribution on the application layer (compared to mixing application layer and the radio layer as is the case for the NAS based solution). Layer violations (or cross layer optimizations as they are sometimes called) usually lead to complexity.
If a new NAS procedure or protocol is used as transfer protocol, the GBA approach would be more connected to the radio layer, but the termination point for the key distribution messages and key distribution protection point would be firmly on the application layer.
With the new setting to both ME and UICC for GBA, GBA based solution is easier for unpublished UE than published UE.
7.5.4.2
Cons

If a new NAS procedure or protocol is used as transfer protocol, the GBA approach has some but not all of the cons as the NAS solution.  

For 2G subscribers, only (UE-initiated) 2G GBA, as defined in TS 33.220, Annex I, is available. 2G GBA requires a TLS server certificate for the BSF and the installation of the corresponding public verification key in the UE. But if procedures for generating server certificates and for installing root keys in the UE are available anyhow then it may be easier to select solution 7 because, once a root key is installed in the terminal then, for warning messages in the home area, no further protocol steps would be required, and, even more importantly, no BSF and NAF entities would be required. For the roaming case, only a one-time cross-certification would be required instead of repeated interactions between a visited NAF and the BSF. 

For 2G GBA, the bandwidth requirements would be relatively high compared to GBA using a USIM or ISIM due to the need for TLS. On the other hand, the Ub run would not have to occur very often, and it would not have to happen at the same time as a PWS public key update. 
For existing UE, it is hard to upgrade/change the UICC and ME to support GBA for PWS. Most users do not like changing UICC card. 
In networks aspect, GBA is seldomly deployed. GBA based solution for PWS totally depends on the extra deployment to operator’s network. Operators need to deploy the GBA required network elements or add new fuctions to the existing network elements for PWS. Adding new functions to the existing network elements will influence the complexity of existing function nodes or share the resources of the existing servers.
At the moment not many cons have been identified, but clearly cons to some degree would be discovered once more details would be examined.
7.5.4.3
Cost

BSF and NAF can be achieved by deploying independent physical entities or be achieved on existing function node. NAF could also be achieved on other application servers. Both the deployment of GBA required physical entities and adding of new function on the existing network elements for PWS will increase the cost of deployment.
The NAF needs to be dimensioned to handle a huge number of simultaneous requests for the current key in the same way the MSC/SGSN/MME would have to be dimensioned to handle the distribution of public keys in NAS messages. But the cost of dimensioning a single function is of course lower than the cost of dimensioning three separate functions. 
The home network needs to deploy a BSF and a PWS key center (NAF). There could be a cost to re-dimensioning the home BSF/HSS. 
New software and hardware space needs to be set or upgraded in ME to support GBA function for PWS. Operators need to change UICC to do related security handling and set the space for storing the serurity information.
7.5.4.4
Comparison to other solutions
Editor's Note: Comparison to the other solutions is needed.
_1421666494.vsd
UE


PWS Key Center (NAF)


BSF


A3. GBA procedure (Authentication)


A4. Distribute public key ([Public Key]Ks_NAF )




Ks_(int/ext)_NAF


A2. Request public key (B-TID)




Ks_(int/ext)_NAF


Core Network


Access Network


A1. GBA procedure (Bootstrap)


Public Key



_1421666407.vsd
UE


PWS Key Center (NAF)


BSF


B2. GBA push procedure (GPI req/resp)


B3. Distribute public key ( GPI, [Public Key]Ks_NAF )




Ks_(int/ext)_NAF


B1. Request public key (IMSI)




Ks_(int/ext)_NAF


Core Network


Access Network


Public Key



