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7.2.4 
Evaluation
Compatibility with other GBA-related specifications:

GBA_Digest can be used with TSs 33.221 [16] and 33.222 [6] because GBA_Digest provides as output a key Ks_NAF (cf. clause 7.2.3) and an identifier B-TID (cf. clause 7.2.2) as well as information in the BSF about the underlying security quality, i.e. SIP digest authentication, (cf. clause 7.2.2). This is the input required for TSs 33.221 [16] and 33.222 [6] to become applicable. 
Single sign-on to an AS over the Ut reference point can, hence, also be provided using GBA_Digest, as TS 33.141 [4] defines the security for the Ut reference point by referring back to TS 33.222 [6]. 

Advantages of solution 1: 
The non-UICC based GBA solution has the following advantages:

-
Re-use of the SIP Digest subscriber credentials stored in HSS. 

-
Re-use of Ua interface and Zn interface (with adding one field for indicating GBA_Digest) as specified in TS 33.220 [2].

-
Support for the existing GBA based applications.
-
Enhanced security over plain SIP Digest (without TLS)

-
Seamless evolution and migration to GBA variants using a SIM, USIM, or ISIM possible on the network side when clients are upgraded to contain a UICC
Security considerations on solution 1: 

The role of TLS: 

The use of TLS in GBA_Digest provides the following advantages: 


-
Parameters derived from the SIP Digest password and exchanged between UE and BSF can be observed by an attacker when the TLS connection is not encrypted. In order to make it much more difficult for the attacker to infer (e.g. by codebook attacks) the SIP Digest password from the observed parameters GBA_Digest was constructed such that the computation of these parameters additionally requires the knowledge of the TLS master key. 

It is true that the attacker could just as well attempt to infer the SIP Digest password from parameters exchanged during a SIP Digest run in IMS, as defined in TS 33.203 [3] Annex N. However, this is not possible in IMS when these parameters are sent over an encrypted TLS connection, as defined in TS 33.203 [3] Annex O. In order to achieve at least the same the level of protection against password cracking in GBA_Digest as that afforded in IMS by TS 33.203 [3] Annex O, the TLS master key is used in the construction of the GBA_Digest parameters. 
-
Channel binding and codebook attacks: Even if an attacker could obtain a forged certificate, under the name of the BSF and with the corresponding private key known to him, the use of channel binding types as in RFC 5929 [xx] would not further strengthen the protection against codebook attacks for the following reason: the UE first sends an Authorization header using the password and a server-selected nonce as input before receiving any information from the server that would allow the UE to authenticate the server in addition to the TLS server authentication (which the UE could not rely on as, by assumption, there is a forged TLS server certificate). Therefore, an attacker with a forged TLS server certificate at his disposal could obtain data from the UE derived from parameters that are all known to the attacker with the exception of the long-time password itself and use this data for codebook attacks, even when channel binding was used.
-
But it should be noted that the use of TLS differs between 2G GBA and GBA_Digest: it is not required in GBA_Digest to use TLS with encryption, cf. clause 7.2.2, step 0. Mandating TLS encryption was avoided as it might conflict with national regulation. 

-
TLS provides 'perfect forward secrecy' when used with suitable cipher suites. This property means that, when a compromise of a permanent secret has occurred, session keys agreed prior to the time of the compromise cannot be reconstructed by the attacker knowing the permanent secret. As the TLS master key is input to the computation of the key Ks resulting from a GBA_Digest run this property is inherited by GBA_Digest. This property is especially desirable for a password-based scheme as passwords are more prone to compromise than UICC-based credentials.

-
The role of TLS in protecting against man-in-the-middle attacks is described below. 
Protection against man-in-the-middle attacks: 
Two types of man-in-the-middle attacks need to be considered:

Man-in-the-middle attacks through BSF impersonation
-
An attacker could set up a server and trick a terminal into believing that it was talking to a genuine BSF and sending the authentication response to the attacker's server. The attacker could then use this response to impersonate the user towards the genuine BSF. 

-
This can be prevented by requiring the use of TLS between UE and BSF and ensuring that the UE authenticates the TLS server before sending anything over the TLS connection. This authentication is provided by TLS server certificates and the fact that the UE checks as part of the authentication process that the name in the certificate coincides with the BSF name configured in the UE.
- 
Channel binding and integrity protection:  If an attacker could obtain a forged certificate, under the name of the BSF and with the corresponding private key known to him, then authentication of the BSF by means of TLS could not be relied upon and the following attack sketched in RFC 5705 [15] would become possible: the attacker would act as a man-in-the-middle (mitm) between the UE and the BSF and force the use of the same TLS master key on two TLS connections: a TLS connection between the UE and the mitm, and another TLS connection between the mitm and the BSF. Assumptions for this attack to work include that the TLS cipher suite includes key transport for the TLS handshake and that some protocol interleaving is used to establish the two TLS connections. 
However, the mitm could still not do any harm as he could not modify the message body of the response from the BSF due to the integrity protection afforded by HTTP Digest through qop=auth-int: the mitm would then act as a mere pass-through instance, and the UE could still rest assured that the data (Ks lifetime, B-TID) were indeed sent by the BSF. On the other hand, if the mitm was also able to forge the message authentication code provided by HTTP Digest then the attacker would not need to perform the – rather tricky – mitm attack at all. The attacker could then achieve his goals by just enganging with the UE in a run of GBA_Digest using the forged TLS server certificate (that the attacker has at his disposal by assumption). Therefore, the use of channel binding types as in RFC 5929 [xx] would enable the UE to detect the mitm, but it would not strengthen the integrity-protected provision of data by the BSF to the UE.  
-
Channel binding and encryption: Note that the same argument as for channel binding and integrity protection would not apply to channel binding and encryption as HTTP Digest only provides integrity, not encryption. So, a mitm with a forged BSF certificate performing the mitm attack described above could read, though not modify, information that was sent encrypted between UE and BSF. However, the exchange of confidential information is not part of the GBA_Digest protocol (nor is it, by the way, part of the GBA_ME or GBA_U protocols). 
It is true that there is NOTE 2 in TS 33.220 [2], M.6.3, which reads “TLS encryption can be useful for protecting the user identity privacy when the TMPI mechanism defined in the present document is not used.” But the UE would send the IMPI before it could detect the presence of the mitm through channel binding, so the only thing channel binding could prevent was that the mitm could link IMPI and B-TID. But, when the TMPI mechanism is not used, this linking is something any eavesdropper can do for GBA_ME or GBA_U without a mitm attack. It was not considered justified to introduce channel binding in GBA_Digest for providing stronger identity protection than for GBA_ME or GBA_U. If identity protection is sought then the TMPI mechanism is the method of choice in all cases.
-
It should be noted, though, that even a successful BSF impersonation attack would be of limited value to the attacker as he could still not obtain the key Ks. However, the attack would not be detected during the GBA_Digest run, but only later when the key Ks would be used. 

Man-in-the-middle attacks in tunnelled authentication protocols
-
When authenticating the client end point of a TLS session by means of a shared key protocol the so-called 'man-in-the-middle-attacks in tunnelled authentication protocols' Asokan, Niemi & Nyberg [17] needs to be considered. The man-in-the-middle-attacks exploit a situation where the same authentication protocol and credentials are used by the client in two different contexts, and the authentication responses may be sent both inside and outside the TLS connection. In the context of GBA_Digest, the shared key protocol used for client authentication is HTTP Digest. An attacker could establish a TLS connection with the BSF and at the same time trick the UE into running HTTP Digest with him outside the TLS connection, thus obtaining the desired authentication response. The attacker would then send the obtained response over the TLS connection to the BSF. In this way, the attacker could impersonate the UE towards the BSF without knowing the user's password. 

-
In GBA_Digest, this attack is thwarted by making the authentication response different from any parameter used outside the context of the GBA_Digest protocol through the use of different input parameters that, in particular, binds the authentication response to the TLS master secret.
-
It should be noted, though, that even a successful man-in-the-middle-attack would be of limited value to the attacker as he could still not obtain the key Ks. However, the attack would not be detected during the GBA_Digest run, but only later when the key Ks would be used.

In the SSO solution described in 7.2.  the BSF server has to support the following 3GPP specific functionalities:

-
Interface to HSS to obtain the SD-AV, user profile and related attributes

-
Storage and handling of data related to (nonce, H(A1))
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