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1 Introduction and proposal
Based on the fact that LTE signalling traffic growth significantly outpaces (more than three times) mobile data traffic growth, and the fact that Diameter Routing Agent (DRA) is playing a more and more important role in currently deployed LTE networks, China Unicom believes that DRA will be the core node of next generation signalling network. It’s importance on network topology simplification, scalability, reliability, traffic management, load balancing, interworking, flexibility and robustness of the mobile network are acknowledged by more and more operators. It’s security as well as safety issues directly determines the proper functioning of the entire core network, and it's proper functioning directly determines the proper functioning of upper layer services and applications. Because of its special position in the signalling network, much attention must be paid to its security as well as safety issues. For this reason, we propose that SA3 includes the study of Security Assurance Specification of this product in the Study Item on Security Assurance Methodology for 3GPP Network products.

Under the precondition that SAS of DRA is included in the Study Item, we propose that a new section be added in Annex A for specifying interworking requirements between DRA and 3GPP network products using Diameter protocol for communication. The interworking requirement should be included in the scope of this study item because it undoubtedly contributes to security assurance and hardening.
***
START OF CHANGES
***
A.2.10 Interworking through Diameter Routing Agent (DRA)
Network products which communicate through Diameter protocol should be able to interwork through Diameter Routing Agent (DRA) especially for those network products which, as described in section 4.1.2, provide one 3GPP function with many nodes, such as HSS and MME. Interworking through DRA will bring the benefits of simplified topology, increased system reliability, scalability and robustness, convenience for management, easy trouble-shooting, easy traffic control such as load balancing, etc. 
For example, in many deployed LTE networks, network products including HSS, MME, PCRF , P-GW, CSCF, OCS and OFCS, etc. all use Diameter protocol for signalling. Thus it would be desirable to use DRA for interconnection rather than direct connection, especially in the case when many MMEs interconnect with many HSSs. Doing so not only brings the many benefits as mentioned above, but also brings the benefit of flexibility which easily resolves network crash issues in best practise.
In order to support interworking through DRA, some relevant requirements have been identified and described in the following sub-clauses.
***
END OF CHANGES
***
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