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This contribution proposes to add detailed call flow for the Two Factor authentication Section of TR 33.sso

1. Background
The goal of this Discussion Paper is to explore re-use of existing OpenID/GBA solutions to provide a framework for a two-factor user authentication scheme in order to confirm the presence of a registered user of a data application. This Discussion Paper has its companion PCR in S3-130339.
2. Reasoning
When designing a detailed example call flow the authors decided to attempt to retrofit the existing solution in TR 33.924, Section 4.4.2.4, Scenario 3 to support two factor authentication. TR 33.924, Section 4.4.2.4, Scenario 3 is reproduced for reference below:
Scenario 3:
In a third scenario, the GBA session is initiated by the authenticating agent. This scenario includes the approach, where the BA and the AA can utilize a local communication link. Once GBA authentication is completed, the BA will be redirected to the OpenID success or failure URL. The high level flow of operations for this scenario for this scenario is described in Figure 4.4.2-8. 
In this scenario, the AA and BA need to be securely connected and authenticated to each other, for example they may use a cable connection or BT Security.
Alternatively, the local communication may utilize GBA based security as outlined in TS 33.259 [14]. The BA would act as the remote device and the AA would take the role of the UICC holding device. If the BA has no valid Ks_local_device available, then the AA and the BA have to obtain the Ks_local_device as described in TS 33.259. This procedure results in the possession of the AA and BA of a valid Ks_local_device. The ME and GBA Agent can communicate in secure channel based using the Ks_local_device key.
NOTE 1: 	The case where the AA sends the Ks_(ext)_NAF through a secure tunnel to the BA and the BA is using the credential is covered by the normal OpenID-GBA interworking. The OP would only exchange messages with the BA for Ks_(ext)_NAF usage and from the OP point of view the BA/AA would be treated then as one entity and would correspond to the variant described in 4.4.1.


Figure 4.4.2-8: Scenario 3: Use of local link to trigger GBA session 

Based on the SSO Study Item scope, our intent was to reuse as much as possible of the existing Solution 3 call flow and utilise a binding NonceUserAuth to tie NAF/OP, Browser (BA), and UE (AA) together at the time of the GBA run after a successful flow of the First Factor based user authentication (e.g., User ID and password.)
The resulting two variants of the call flow are provided below. Note that changes from the existing Solution 3 in TR 33.924 are highlighted in yellow:
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Detailed call flow description
After the OpenID setup as per specification:
1. Initial HTTPS request following OpenID redirect (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
2. HTTP Unauthorized Response (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
3. User proceeds with the First Factor authentication to OP (e.g., user ID and password). Note that the first factor freshness, e.g. password being cashed in the Browser, etc. has to be addressed by the OP policy. To enforce such policies, Trusted Execution Environment, similar to the UICC may be needed.
4. Upon successful first factor authentication, OP maps UE (AA) and the Browser (BA) (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
5. OP creates TicketUserAuth (e.g. a nonce) and forwards it to the Browser (BA) protected by HTTPS
6. GBA is triggered by Message 6, carrying TicketUserAuth from the Browser (BA) to the UE (AA). This message is corresponding to the (analogous to message in TR 33.924, Section 4.4.2.4, Scenario 3)
7. HTTPS request start GBA authentication (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
8. HTTPS GBA challenge (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
9. HTTPS GBA challenge Response carrying TicketUserAuth with B-TID from the UE (AA) to the NAF/OP. This message is corresponding to the (analogous to message in TR 33.924, Section 4.4.2.4, Scenario 3). At this time NAF/OP received TicketUserAuth and is able to verify that the second factor authentication (UICC-based) is bound to the first factor in Step 3.
10. Steps 10-13 are reproduced here only for referential integrity with the Solution 3 from TR 33.924. They are not germane for the purpose of this Section.
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After the OpenID setup as per  specification:

1. Initial HTTPS request following OpenID redirect (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
2. HTTP Unauthorized Response (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
3. User proceeds with the First Factor authentication to OP (e.g., user ID and password). Note that the first factor freshness, e.g. password being cashed in the Browser, etc. has to be addressed by the OP policy. To enforce such policies, Trusted Execution Environment, similar to the UICC may be needed. Upon successful first factor authentication, OP maps UE (AA) and the Browser (BA) (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
4. OP generates a TicketUserAuth (e.g. nonce) and forwards it to the Browser (BA) protected by HTTPS
5. GBA is triggered by Message 6. This message is corresponding to the (analogous to message in TR 33.924, Section 4.4.2.4, Scenario 3)
6. HTTPS request start GBA authentication (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
7. HTTPS GBA challenge (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
8. HTTPS GBA challenge Response with B-TID from the UE (AA) to the NAF/OP. This message is corresponding to the (analogous to message in TR 33.924, Section 4.4.2.4, Scenario 3). 
9. NAF/OP responds with a NonceNAF
10. The AA uses the NonceNAF in order to generate a password.
11. The password is copied over a local link to the BA.
12. The TicketUserAuth is copied into the Username field while the password received over the local link is copied into the Password field of the HTML form
13. Steps 14-15 are reproduced here only for referential integrity with the Solution 3 from TR 33.924. They are not germane for the purpose of this Section.
	
3. Conclusion
It is proposed to incorporate the detailed call flow included in the companion PCR contribution in TR 33.sso.
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