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1.
Introduction

This document clarifies the definition of assurance level and security level in the context of SECAM. It proposes to adopt a single assurance level for SECAM evaluations. It also proposes to only have one security level for a given network product class. Having one single level of assurance and a single security level for a given network product class will make the evaluation simpler and easier to compare.
To help external readers and for the sake of clarity, at the end of this contribution, references are given to what these assumptions would be equivalent to in a Common Criteria framework. This does not advocate using Common Criteria “as is”, on the contrary. Indeed, in most of the cases, the comparison can only come to an approximate equivalent in CC but this should help to clarify the intention of the new text.
2.
Analysis

2.1
Assurance level

Assurance Level is referred to as “Security Assurance Level” in section 6 in the current TR. We believe that the term might be misleading and find that “Assurance Level” is more neutral and will thus use this for the rest of the contribution.

Assurance level is related to evaluation effort in terms of:

· scope -- that is, the effort is greater when a larger portion of the IT product is evaluated. For example, when supplementary aspects of the functionality are included in the evaluation;

· depth -- that is, the effort is greater when evaluation is deployed to a finer level of design and implementation detail;

· rigour -- that is, the effort is greater when evaluation is applied in a more structured, formal manner. For example, for a given security requirement to test, the effort is greater if the evaluator is requested to provide a formal demonstration that the product will always behave as intended versus providing a given set of output test data for a limited set of test cases.
In SECAM: 
· Scope will be constant: SECAM intends to provide a single process for a given network product class, which will be relevant to this class.

· Depth of evaluation is also considered to be constant. The paradigm of SECAM consists in: 

· Security compliance testing: the paradigm would consist in black box verification of security requirements, but exceptions would be possible, e.g.

· when required in order to demonstrate compliance for requirements on cryptography, key storage, secure deletion, or implementation of protocols, etc. (in such cases, code inspection would be more efficient than a functional test);

· when a white/gray box approach is considered more efficient (a black box vulnerability scan over the network would take longer and reveal less than a white box local system analysis).

· Vulnerability testing:  the general paradigm of vulnerability testing would be consistent with the expected attacker model. Such testing will consequently be based on black box vulnerability testing unless the expected attacker is considered having a higher potential. In the latter case, white/gray box penetration testing would be necessary to assess TOE resistance. For example, if an attacker were believed to have knowledge of TOE implementation, a black box assessment only would be unreasonable
NOTE: Many notions depend on the result of threat analysis on the considered network product classes. In particular, the difference between tests that are considered to be part of security compliance testing or part of vulnerability testing is left for the normative phase. The details on the type of documentation that should be provided to vulnerability testers, in cases of white box testing, depends on the attacker model and is also left for the normative phase. 

· Build process assurance: Verification of build process is limited to basic functional documentation, use of a configuration system and providing of operational guidance

· Rigour of verification is also considered constant, since it focuses on demonstration for functional testing and vulnerability assessment, justification when necessary, and does not require formal demonstration.

Considering that the three parameters are expected to be constant it is proposed to only have one assurance level for SECAM evaluations. 

Having multiple assurance levels would:

· Make evaluators accreditation process more complex (different evaluators might not be able to go to the same level of depth or to apply the same rigour)

· Fragment the evaluation market as operators might request different assurance levels for the evaluation of the same network product from a given vendor

· This would destroy the purpose of standardisation effort which aims, amongst others, at reducing the cost and the number of evaluation by agreeing on a common acceptable level of assurance in a standard body for the entire industry

· This would also make results more difficult to compare for operators which might receive evaluation at different assurance levels for two network products of the same network product class. However it is expected that different product class are confronted to different attacker models, and have consequently to undergo different levels of rigour or depth of evaluation.

SECAM consequently considers only one assurance level per network product class.
2.2
Security level

Security level includes, but is not limited tothe “hardening level” in section 6 in the current TR. The text hereafter is consistent and in line with the text in section 6. “The intent of this distinction is for the security objectives to reflect the differing security requirements due, for example, to the exposed or unexposed location of a network product. A network product is to be evaluated under one hardening level or another, but not to be evaluated and certified under multiple different levels”. The proposed approach (achieving a single security level per network product class) would fulfil this criterion.
Security level of an evaluated network element defines its capacity to resist to a given attack potential.

As pointed out in section 4.3.1 “it is necessary to state in a well-defined way in which environment the 3GPP-defined functionality is assumed to be operating and what types of attackers (if any) may be able to launch attacks from the outside as well as from the inside of this environment”. This assessment will be accomplished in the second (normative) stage of SECAM during the SAS writing phase and be related to the threat and risk analysis (see contribution S3-130XXX on SAS Writing and Threat Analysis for details on this phase). 
At the end of this process, for each network product class, 3GPP SA3 will have precisely defined the attacker model as well as the operational environment assumptions and the security requirements to mitigate the identified risks. 
As indicated in section 4.1.3 (Environment of functions and nodes), “From the above analysis, the environment (i.e. the physical location and the remote exposure) needs to be taken into account when defining the SAS to be applied to a particular network product. To sum up all possible differentiation aspects could become an intractable task, if playing with the full range of threat or location parameters. Instead, robustness against some uncertainty and variability in the environment shall prevail.”
The expected modularity of SAS as described in section 4.1.4 should allow an easy composition of SAS modules to describe all the countermeasures of a given network product class and to take the particular environment of the node into account. 
For example, let us take the HSS and the eNodeB and focus on key protection:

· HSS

· Attacker model: 

· highly motivated remote and local attackers as retrieving the permanent keys from the AuC allows permanent impersonation of all users; given the attack gain, remote and local attackers are considered to be willing to use, if necessary, a lot of time, money and skills
· Countermeasures (examples):

· Strong assumptions on the operational environment (like “HSS is considered to be deployed in a physically secured location”) to limit the power of the remote attacker

· Against remote attacks:

· Strong security requirement on the non-exportability of permanent users keys via any remote protocol

· Against local attacks (rogue administrator)

· Strong security requirement on auditability of the access log to these secret keys via the local administration interface

· Strong security requirement on the secure storage in case of hard drive theft

· Vulnerability assessment: the product shall resist 

· a local or remote attacker with high potential 

· eNodeB

· Attacker model: 

· Moderately motivated attacker as retrieving the encryption/integrity keys (radio keys) would allow eavesdropping and impersonation locally on a given eNodeB
· Countermeasures (examples):

· NOT possible to put strong assumptions on the operational environment (like “eNB is considered to be deployed in a physically secured location”), like for the HSS, as eNodeB are also deployed in unsecure areas
· For the local attacker:
· Strong security requirement on the secure storage in case of hard drive theft

· But contrary to the HSS, auditability of the access to the keys is not sufficient: there shall be no means to retrieve the encryption keys locally (or not without strong additional authentication)
· Vulnerability assessment: the product shall resist 

· a local attacker with moderate potential 

· a remote attacker with low potential 

NOTE: “low”, “moderate” or “high” attack potential must not be interpreted as matching those definitions in Common Criteria CEM. Such terms may vary during the normative phase of SECAM, and will ultimately be defined when attacker models and threat analysis will be performed during this phase. Compatibility with CEM will not necessarily be a priority for SECAM.

The entire set of security requirements, operational environment assumptions and attacker model will be built to achieve a security level deemed relevant by SA3 for a network product class. This will result in one security level per network product class (security level MME, security level HSS, security level eNodeB ...). These levels are not meant to be compared to one another as they are applying on different network product classes. 
Having multiple security levels for a single network product class would:

· Make evaluators accreditation process more complex (different evaluators might not be able to undergo the full range of security test of a given security level)

· Fragment the evaluation market as operators might request different security levels for the evaluation of the same network product from a given vendor

· This would destroy the purpose of standardisation effort which aims, amongst others, at reducing the cost and the number of evaluation by agreeing on a common acceptable level of assurance in a standard body for the entire industry

· This would also make results more difficult to compare for operators which might receive evaluation at different assurance levels for two network products of the same network product class.

· For a given network product class, operators might be willing to have an homogeneous set of equipments even if these equipments are deployed in various environments with different exposure levels. An average agreeable level will have to be found in the standardisation process to make the evaluation practical. If some supplementary very high security requirements are required by a single or a few operators, these operators remain free to undergo further evaluations outside of the standard SECAM process.
NOTE: Alternatively, but in rare cases, if no satisfactory average can be found, you could define a new network product class: e.g. collapsed RNC/NBs could be a class different from classical RNCs. 

SECAM consequently considers only one security level per network product class.
2.3
Equivalence in Common Criteria:

In order to clarify the global level of requirements of SECAM, a Common Criteria equivalence is provided hereafter. It should be noted that there is no exact match between the expected requirements of SECAM and Common Criteria Evaluation Assurance Levels. This does not advocate using Common Criteria as the SECAM methodology and does not imply that an adaptation of Common Criteria by a simple composition of Common Criteria components/packages is possible or would be practical. However, even if matching is impossible with CC EALs, there are possible points of comparison within the CC assurance components:

· Regarding SAS: 
· SAS can be considered similar to a standard CC Protection profile (see class APE for expected content, and evaluation method, of a protection profile). Even if differences can appear between those two documents, the goal and methods are similar: describing the security problem of a product class, and providing the functional and assurance requirements that need to be met. It should be noted however that the SAS also includes the test cases expected against each requirement.
· An instantiated SAS, in the beginning of a SECAM evaluation, can be considered somewhat similar to a Security Target (see class ASE for expected content, and evaluation method, of a Security Target). Even if differences can appear between those two documents, the goal and methods are similar: uniquely identifying the product and describing its architecture to address the security problem. It should be noted however that a strict compliance to SAS requirements and test cases is expected and that the SAS instantiation document does not allow to add or remove requirements from the SAS.
· Regarding security compliance testing: SECAM is intended to be equally or more demanding than components of an EAL2 evaluation (i.e. assurance will be equal or higher than ATE_COV.1 - Evidence of coverage, ATE_FUN.1 - Functional testing). However SECAM intends to enable self-evaluation, consequently independent testing will not always be possible as accredited testing is not equivalent to independent testing.
· Regarding security vulnerability testing: SECAM paradigm will be similar to AVA_VAN, since it will define an “attack potential” scale that will be used by testers to obtain measurable results during their vulnerability assessment. However there is no direct matching, since the methods differ. In particular, it is still FFS whether a given level of resistance will be requested for the entire TOE, or separately for different assets
.

· Regarding other vendor processes: 

· SECAM  is intended, in first analysis, to be equally or less demanding than components of an EAL2 evaluation (i.e. assurance will be equal or lower than ADV_ARC.1, ADV_FSP.2, ADV_TDS.1, AGD_OPE.1, AGD_PRE.1, ALC_CMC.2, ALC_CMS.2, ALC_DEL.1) even if SECAM could in some cases require higher assurance;

· SECAM will probably require some supplementary components related to flaw remediation (resp. developer security measures), similar to ALC_FLR (resp. ALC_DVS). The matching against a given CC level for these components is however FFS;
· There is for now no “lower bound” for SECAM, in terms of CC equivalent. What will be considered necessary will have to be defined with regard to the attacker model and, more generally, with regard to the needs expressed during the normative phase of SECAM. 

3.
Conclusion and proposal
It is proposed that SA3 discusses the points above and agrees to have only one assurance level and only one security level for a given network product class. This agreement would be reflected by the inclusion of the pCR in section 4 of this contribution. 
4.
PCR

***
START OF FIRST CHANGE

***

4.5.2 Security assurance process

….
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Figure 4.5.2.1-1 Security assurance process. The text "- OR –" in the figure indicates that the evaluation report may be provided directly to the operator or that it may be subject to certification first.
Note that the certification step is optional for use in addition to being optional to be defined by the methodology.

Naturally, this is an idealized process description. In reality, there may be iterations of the process or iterations of parts of the process. For example, when the vendor provides an update of certain dignity to the network product, the existing evaluation report may have to be updated. Following that, possibly a re-certification and a new operator acceptance decision has to be taken.

4.5.2.1
Assurance level

Assurance level is related to evaluation effort in terms of:

· scope -- that is, the effort is greater when a larger portion of the IT product is evaluated; For example, when supplementary aspects of the functionality are included in the evaluation;

· depth -- that is, the effort is greater when evaluation is deployed to a finer level of design and implementation detail;

· rigour -- that is, the effort is greater when evaluation is applied in a more structured, formal manner. For example, for a given security requirement to test, the effort is greater if the evaluator is requested to provide a formal demonstration that the product will always behave as intended versus providing a given set of output test data for a limited set of test cases.

In SECAM: 

· Scope will be constant: SECAM intends to provide a single process for a given network product class, which will be relevant to this class.

· Depth of evaluation is also considered to be constant. The paradigm of SECAM consists in: 

· Security compliance testing: the paradigm would consist in black box verification of security requirements, but exceptions would be possible, e.g.

· when required in order to demonstrate compliance for requirements on cryptography, key storage, secure deletion, or implementation of protocols, etc. (in such cases, code inspection would be more efficient than a functional test);

· when a white/gray box approach is considered more efficient (a black box vulnerability scan over the network would take longer and reveal less than a white box local system analysis).

· Vulnerability testing:  the general paradigm of vulnerability testing would be consistent with the expected attacker model. Such testing will consequently be based on black box vulnerability testing unless the expected attacker is considered having a higher potential. In the latter case, white/gray box penetration testing would be necessary to assess TOE resistance. For example, if an attacker were believed to have knowledge of TOE implementation, a black box assessment only would be unreasonable
NOTE: Many notions depend on the result of threat analysis on the considered network product classes. In particular, the difference between tests that are considered to be part of security compliance testing or part of vulnerability testing is left for the normative phase. The details on the type of documentation that should be provided to vulnerability testers, in cases of white box testing, depends on the attacker model and is also left for the normative phase. 

· Build Process Assurance: Verification of build process is limited to basic functional documentation, use of a configuration system and providing of operational guidance

· Rigour of verification is also considered constant, since it focuses on demonstration for functional testing and vulnerability assessment, justification when necessary, and does not requires formal demonstration.

Having multiple assurance levels would:

· Make evaluators accreditation process more complex (different evaluators might not be able to go to the same level of depth or to apply the same rigour)

· Fragment the evaluation market as operators might request different assurance level for the evaluation of the same network product from a given vendor

· This would destroy the purpose of standardisation effort which aims, amongst others, at reducing the cost and the number of evaluation by agreeing on a common acceptable level of assurance in a standard body for the entire industry

· This would also make results more difficult to compare for operators which might receive evaluation at different assurance level for two network product of the same network product class.

Considering that the three parameters are expected to be constant and the above mentioned additional complexity of having several assurance levels. However it is expected that different product class are confronted to different attacker models, and have consequently to undergo different levels of rigour or depth of evaluation.

SECAM consequently considers only one assurance level per network product class.

4.5.2.2
Security level

Security level of an evaluated network product defines its capacity to resist to a given attack potential. 

Security level relies on:

· Attacker model and attacker potential agreed to be relevant for a given network product class

· The completeness and correct implementation of security requirements and operational environment assumptions which limit the capacity of this attacker to threaten given assets

· Security requirements can be more demanding in some network elements, e.g. exposed nodes will have to implement hardening requirements which will not necessarily be needed in elements less exposed

· Vulnerability assessment will be performed with more depth whenever the element is expected to resist a stronger attacker.

As pointed out in section 4.3.1 “it is necessary to state in a well-defined way in which environment the 3GPP-defined functionality is assumed to be operating and what types of attackers (if any) may be able to launch attacks from the outside as well as from the inside of this environment”. This assessment will be accomplished in the normative stage of SECAM during the SAS writing phase and be related to the threat and risk analysis outcomes.

At the end of this process, for each network product class, 3GPP SA3 will have precisely defined the attacker model as well as the operational environment assumption and the security requirements to mitigate the identified risks. The expected modularity of SAS as described in section 4.1.4 should allow an easy composition of SAS modules to describe all the countermeasures of a given network product class and to take the particular environment of the node into account. 

The entire set of security requirements, operational environment assumptions and attacker model will be built to achieve a security level deemed relevant by SA3 for a network product class. This will result in one security level per network product class (security level MME, security level HSS, security level eNodeB ...). These levels are not meant to be compared to one another as they are applying on different network product classes. 

Having multiple security levels for a single network product class would:

· Make evaluators accreditation process more complex (different evaluators might not be able to undergo the full range of security test of a given security level)

· Fragment the evaluation market as operators might request different security levels for the evaluation of the same network product from a given vendor

· This would destroy the purpose of standardisation effort which aims, amongst others, at reducing the cost and the number of evaluation by agreeing on a common acceptable level of assurance in a standard body for the entire industry

· This would also make results more difficult to compare for operators which might receive evaluation at different assurance levels for two network products of the same network product class.

· For a given network product class, operators might be willing to have an homogeneous set of equipments even if these equipments are deployed in various environments with different exposure levels. An average agreeable level will have to be found in the standardisation process to make the evaluation practical. If some supplementary very high security requirements are required by a single or a few operators, these operators remain free to undergo further evaluations outside of the standard SECAM process.

NOTE: Alternatively, but in rare cases, if no satisfactory average can be found, you could define a new network product class: e.g. collapsed RNC/NBs could be a class different from classical RNCs. 

SECAM consequently considers only one security level per network product class.
***
END OF FIRST CHANGE
***

***
START OF SECOND CHANGE
***
3.1
Definitions

Assurance:  is the confidence that a network product meets its specific security objectives.  Assurance is usually verified by performing an evaluation.  Assurance level is related to evaluation effort in terms of scope, depth and rigor. 
For verifying assurance at higher levels more information with more details are typically required, and this information will be analyzed more rigors.

NOTE:  At this point the “3GPP Assurance Levels” have nothing to do with “Evaluated Assurance Levels” used in Common Criteria.  It is for further study how and even if the two map.

Hardening: contributes to the security level of a network product, achieved for example by configurations, settings, and protocol restrictions, to decrease the attack surface for a network product. The differences in hardening is one aspect that influences the security levels of a network product.

Security Level: Security level of an evaluated network product defines its capacity to resist to a given attack potential. The entire set of security requirements, operational environment assumptions and attacker model will be built to achieve a security level deemed relevant by SA3 for a network product class.
NOTE:  It is for further study if and how  “3GPP Security Levels” take account of and map to those used in other schemes for example the Basic, Medium, and High  “Robustness Levels” in NSA NIST.
6. Criteria for the evaluation of the methodologies

…..

· Ability of the 3GPP security assurance methodology to support different assurance levels. 
……
· Ability of the 3GPP security assurance methodology to support different categories corresponding to the desired security levels for the network products. The intent of this distinction is for the security objectives to reflect the differing security requirements due, for example, to the exposed or unexposed location of a network product. A network product is to be evaluated for one security level or another, but not to be evaluated and certified under multiple different levels.
NOTE: Whether it is desirable for a higher security level to be inclusive of, and incremental to a lower one is TBD. Such level inclusiveness is to be defined by each methodology.

Editor’s Note: Definition of exposed or unexposed location of a node is FFS.
***
END OF SECOND CHANGE
***
� A corresponding update of section 6 is proposed in the pCR. Moving this definition from section 6 to 3.1 and leave only “Ability of the 3GPP security assurance methodology to support different assurance levels” in section 6 would help the readability of the document.


� For example, the TOE could store client keys as well as simple session keys. In this case, the TOE could be requested to have a “AVA_VAN.4-like resistance” against client key disclosure attacks, but only a “AVA_VAN.2-like resistance” against session key disclosure attacks.


It should be noted that such approach is sometimes used even in Common Criteria. For example, BSI protection profile BSI-CC-PP-0077, related to smart metering, states that some attackers have less motivation than other and implies that 


the AVA_VAN.5 assessment will be mostly be applied to some attacks (in this case, remote attacks);


reciprocally, some attacks (in this case, local attacks) with “high” potential superior could be exploited on the TOE without preventing the product to be certified





�Added scope here and relation to evaluation effort to capture CMCC comment


Proposal by Stefan, , supported by Orange an CMCC, seems also in line with Colin proposal and Magnus view





_1419668530.vsd
Network Product


Security Assurance Specification(s) (SAS)


Evaluation report


Evaluation


Certification


Certificate


Operator security acceptance decision


- OR -


Process


Product and/or documentation


Legend:



