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NEXT CHANGE ##################################

D.1.3.1 Background

To mitigate the threats  described  in Annex C, a second level of key derivation is introduced. When Javascript code that is downloaded from the web server via the server authenticated TLS tunnel requests for a GBA based key, the request is first handled by the web browser and more specifically the GBA API module in the web browser.  The GBA API module will request the Ks_(ext)_NAF key from the GBA Function in the ME using the Javascript specific NAF_ID as specified in clause D.1.2. After receiving the Ks_(ext)_NAF key from the GBA Function, the GBA API will  derive a Javascript specific authentication token Ks_js_NAF that is bound to the server authenticated TLS tunnel.

The channel binding can be performed using either RFC 5705 [z] or RFC 5929 [25], as is described below. It is possible for the JavaScript code to select which option to use when it requests the Ks_js_NAF token from the GBA API. An example sequence flow is in clause D.2.1. 

D.1.3.2 Option 1: Channel binding using RFC 5705
After receiving the Ks_(ext)_NAF key from the GBA Function the GBA API obtains the TLS_MK_Extr, which is extracted from the TLS master key using the exporter function as specified in RFC 5705 [z].  The label for the exporter function shall be "EXPORTER_3GPP_GBA_WEB". The Ks_js_NAF shall be derived from Ks_(ext)_NAF as follows:



Ks_js_NAF = KDF (Ks_(ext)_NAF, TLS_MK_Extr )

Editor's note:
The label "EXPORTER_3GPP_GBA_WEB" for the exporter function needs to be registered with IANA.

A sequence flow is in clause D.2.1. 

END CHANGE ###################################
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