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******************START OF CHANGES************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 31.102: "Characteristics of the USIM application".

[2]
3GPP TS 33.102: "3G Security; Security architecture".

[3]
IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".

[4]
IETF RFC 3310: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)".

[5]
3GPP TS 33.221: "Generic Authentication Architecture (GAA); Support for Subscriber Certificates".

[6]
Void

[7]
Void
[8]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2 (Release 6)".

[9]
Void.

[10]
3GPP TS 31.103: "Characteristics of the IP Multimedia Services Identity Module (ISIM) application".

[11]
3GPP TS 23.003: "Numbering, addressing and identification".

[12]
IETF RFC 3548: "The Base16, Base32, and Base64 Data Encodings".

[13]
3GPP TS 33.210: "3G Security; Network domain security; IP network layer security".

[14]
Void.

[15]
3GPP TS 31.101: "UICC-terminal interface; Physical and logical characteristics".

[16]
3GPP TS 33.203: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Access security for IP-based services".

[17]
Void.

[18]
IETF RFC 2818: "HTTP over TLS".

[19]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[20]
Void.

[21]
Void.

[22]
IETF RFC 2104: "HMAC: Keyed-Hashing for Message Authentication".

[23]
ISO/IEC 10118-3:2004: "Information Technology – Security techniques – Hash-functions – Part 3: Dedicated hash-functions".

[24]
IETF RFC 3629: "UTF-8, a transformation format of ISO 10646".

[25]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".

[26]
3GPP TS 33.246: "3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)".

[27]
Void.

[28]
IETF RFC 2246: "The TLS Protocol Version 1".

[29]

3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".

[30]
(void)

[31]
(void)

[32]
3GPP TS 29.109: "Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3".

[33]
IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".

[34]
3GPP TS 23.002: “Network architecture “.

[35]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security Architecture".

[36]
3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses".

[37]
"Unicode Standard Annex #15; Unicode Normalization Forms", Unicode 5.1.0, March 2008. http://www.unicode.org 

[38]
3GPP TS 26.237: "IP Multimedia Subsystem (IMS) based Packet Switch Streaming (PSS) and Multimedia Broadcast/Multicast Service (MBMS) User Service; Protocols".

[39]
3GPP TS 33.224: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push Layer".

[40]
3GPP TS 33.328: "IMS Media plane security".

[41]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[42]
(void)

[43]
Void.

[44]
IETF RFC 5705: "Keying Material Exporters for Transport Layer Security (TLS)".

[45]
3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".

[x1]
3GPP TS 44.006 “Technical Specification Group GSM/EDGE Radio Access Network; Mobile Station - Base Station System (MS - BSS) interface; Data Link (DL) layer specification”

[x2]
3GPP TS 43.020 “Technical Specification Group Services and system Aspects; Security related network functions”

 [x3]
IETF RFC 5929 “Channel Bindings for TLS”

******************NEXT CHANGES************

I.2.4
UE

The required functionalities from the UE are:

-
the support of HTTP Digest AKA protocol;

-
the support of TLS; 

-
the capability to use a SIM in bootstrapping;

-
the capability for a Ua application on the ME to indicate to the GBA Function on the ME whether a SIM is allowed for use in bootstrapping (see clause I.4.8);

-
the capability to derive new key material to be used with the protocol over Ua interface from Kc, RAND, SRES and Ks-input;

-
support of NAF-specific application protocol (For an example see TS 33.221 [5]).

A 2G GBA-aware ME shall support both 3G GBA_U, as specified in clause 5.2 and 3G GBA_ME procedures, as specified in clause 4.5. 
The security of 2G GBA relies on that the ME has implemented the following properties: 

· The ME sets each fill bit it sends to a random value, in accordance with clause 5.2 of TS 44.006 [x1].

NOTE: This requirement is fulfilled by MEs from Rel-8 onwards.

· The ME does not implement GEA1, in accordance with clause D.4.9 of TS 43.020 [x2].

NOTE: This requirement is fulfilled by MEs from Rel-12 onwards.
******************NEXT CHANGES************

I.6.2
Authentication of the BSF

The Client shall authenticate the BSF by use of a server certificate. The client shall match the server name as specified in RFC 2818 [18] section 3.1.

The ME shall use a preconfigured list of trusted root certificates for 2G GBA BSF server certificate validation. BSF server certificate validation shall not require manual user interaction. 

NOTE:
The risk of the UE using the root certificates associated with a compromised Certification Authority (CA) can be greatly reduced when the preconfigured list of trusted root certificates is restricted to a low number of CAs trusted by the operator, as opposed to the list of all root certificates in a browser’s key store. 

******************NEXT CHANGES************

L.1
Impersonation of the UE to the BSF during the run of the Ub protocol

This is the main threat to the 2G GBA solution. 

1)
An attacker (being in the possession of 2G GBA equipment) could try to perform a Man-in-the-middle-attack, impersonating a genuine GSM user to the BSF. In this scenario the attacker would be at the client end of the TLS tunnel to the BSF and send the challenge RAND to the target GSM user, in order to obtain SRES and Kc. However, for the attack to be successful, he would have to find also Kc within the runtime allowed for steps 3 to 5 of the protocol over Ub, as specified in Annex I.5.2. This may be feasible when the terminal of the target GSM user still runs A5/2. A5/2 will be removed from networks by the end of 2006, and will not be present in any 2G GBA enabled terminals. A vulnerability caused by A5/2 would only exist in the case where a GSM user has subscribed to 2G GBA feature, but uses his SIM in an old terminal with A5/2 enabled while being targeted by the attacker. But the practical implications of this remaining vulnerability are expected to be limited as a user subscribed to 2G GBA will own a Release 7 terminal (2G GBA will be a Release 7 feature), and the likelihood of him inserting his SIM in an old terminal, and an attacker obtaining this information and exploiting it for a man-in-the-middle attack, may be low in practice. Furthermore, old terminals will gradually disappear. 
The attack may also be feasible when the attacker, using a false base station, forces the use of A5/1 on the ME. The attacker may then be able to determine Kc from the (encrypted) CIPHERING MODE COMPLETE message especially when the fillbits are not random. Note that the fillbits are required to be random from Rel-8 onwards, according to TS 44.006 [x1].
The attack may also be feasible when the attacker, using a false base station, forces the use of GEA1 on the ME and is able to determine Kc. Note that the implementation of GEA1 in MEs is forbidden from Rel-12 onwards, according to TS 43.020 [x2].
2)
SIM cloning: an attacker being able to find the long-term key Ki of a genuine GSM user is able to fully impersonate him in all contexts, including the 2G-GBA one (if this has been subscribed by the genuine user).. The attacker could do this by exploiting weaknesses of A3/A8 as they were found for COMP128, while in possession of the SIM i.e. the attacker tries to find the long term key K. Even if 2G GBA does not increase the risk of possible A3/A8 breakages, it has to be noted that the COMP128-related issue disappears when more secure A3/A8 algorithms are used. These are available today, cf. "GSM MILENAGE", as specified in TS 55.205 v610. Operators are advised in general to discontinue the use of COMP128 

3)
Unauthorized access to SIM needs to be countered by platform security methods. The impacts of a compromised SIM/ME or UICC/ME interface on GAA security are similar in 2G GBA and 3G GBA.

******************NEXT CHANGES************

L.2
Impersonation of the BSF to the UE during the run of the Ub protocol 

To prevent an impersonation attack of the BSF to the UE during the run of the Ub protocol the authentication of the BSF to the UE is improved by protecting the communication with TLS. An attacker succeeds only if he can break both, the certificate-based TLS authentication to the UE and mutual authentication provided by HTTP Digest using a password derived from GSM procedures. One way to break TLS is to compromise the certificate.
When an attacker was able to obtain a forged server certificate with the name of the genuine BSF from a compromised Certification Authority then the attacker could break the certificate-based TLS authentication to the UE. Furthermore, the attacker would be able to perform a make a man-in-the-middle attack between the UE and the BSF by playing TLS server towards the UE and TLS client towards the BSF. Such a a man-in-the-middle attack would make it possible for the attacker to read Ks-input and hence have a greater chance to compute the key Ks. 

The man-in-the-middle attack could be countered by the use of channel binding as described in RFC 5929 [x3]. This approach was not pursued further due to the perception that the risk posed by the relative weakness of GSM security was far greater than the risk posed by a CA. 
NOTE:
For a way of reducing the risk of the UE using the root key associated with a compromised Certification Authority (CA) see clause I.6.2 of the present specification. 
******************END OF CHANGES************
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