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1 Introduction and proposal
This contribution analyzes sub processes and documentation for methodologies. Since certificate revoking is a recognized mechanism during certificate use and management, we propose to list certificate revoking in the part of certification and certificate. We kindly propose SA3 to agree this contribution.
SECAM evaluations are intended to provide operators more assurance in the security in the network products they buy, by an easier and standardized evaluation process. Even with the most careful review and evaluation, a network product will always contain residual vulnerabilities that might be exploited by a very powerful attacker. An evaluation certificate is not a “good for deployment in terms of security” stamp for the operator which should use it as one input amongst other in its security acceptance process. The operator has still the duty to stay informed of new, previously unknown vulnerabilities or attack tools that may affect the security of its deployed network.

While maintaining an always up to date knowledge of new security vulnerabilities between vendors, operators and evaluators is a good and necessary thing
, a new vulnerability should not lead to the revocation of previous evaluation results.
Network product evaluation will be undertaken at a given point in time and will reflect the “state of the art” security evaluation at that time. Unknown vulnerabilities that might appear in the future can not be considered in the scope of evaluation. Revoking evaluation certificates based on unforeseeable future events would create a lot of uncertainty for vendors and might lower considerably the adoption of SECAM evaluations.
Revocation of evaluation results should only be the consequence of a wrong evaluation (inconsistencies in evaluation report, for example opposite results when the operator redoes the same tests) and be the output of a dispute resolution process managed by the Certification Body.

The proposed pCR also seems to imply that the certificate for network product would be time based. Further clarifications on this point are needed.

We consequently propose to update the pCR as follow:
***
START OF CHANGES
***

4.5.4 Sub processes and documentation
4.5.4.4 Certification and certificate

If the evaluation report states that the network product passed the evaluation successfully, a Certification Authority may review the evaluation report. If the review concludes that the evaluation report is satisfactory, the Certification Authority may issue a certificate for the network product.

NOTE: This clause needs to be further elaborated in the candidate methodologies if appropriate.
4.5.4.X Revocation and dispute process

In the case that evaluation findings in the evaluation report are in dispute for a network product (for example: by re-doing the tests an operator finds opposite results to the ones provided by the vendors or third-party laboratories in the evaluation report), it is desirable that the candidate methodologies provide provision for conflict resolution and revocation.

NOTE: This clause needs to be further elaborated in the candidate methodologies if appropriate.
***
END OF CHANGES
***
� Methodology 2 ensures this by the “skills requirements for testers documents” (S3-130334, 5.2.2.1 Figure 3) and by the continuous update of 3GPP SAS under SA3 control. How this would work for methodology 1 is FFS.


� Methodology 2 provides provision for this dispute process (S3-130334, 5.2.6.2) and clearly identifies a potential candidate body for this (GSMA). How this would work for methodology 1 is FFS.





