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1. Introduction
In last meeting, it was suggested to make evaluation about all small data transmission security solutions. This document makes such evaluation and proposes to add an evaluation section in TR33.868 5.7 small data transmission. 
2. Proposal

1. It is proposed to add the following text into the TR.

2. It is suggested to send an LS to SA2 about the evaluation result.
=======================Start of Change==========================

5.7.x Evaluation
5.7.x.1 Evaluation on security solutions of small data transfer in NAS PDU
· The security solution 1 provides necessary integrity and confidentiality protection for small data transfer in NAS PDU, and make optimization on signalling simultaneously.
· Lack of security context: Solution 1 can address this issue.

· Solutions will bring more refresh procedure. When the solutions are applied, the consumption of NAS COUNT will be increased. But NAS security counter wraparound is not a problem because the normal NAS COUNT range is about [0, 224-1] mentioned in TS 33.401, section 9.2.2.2.
5.7.x.2 Evaluation on security solution of small data fast path in user plane
· Encryption and Integrity protection issue: It can be addressed by the solution in 5.7.4.2. However, an additional security context generation procedure should be involved. It will influence the signalling between MME and S-GW, MME and UE, and it also will influence the LTE key hierarchy.

· Security termination point issue (eNB vs S-GW):  From security point of view, the terminating in the eNB is same to the terminating in the S-GW.
5.7.x.3 Security evaluation on different solutions of small data optimization
Now both types of security solutions can provide the integrity and confidentiality protection small data transmission. 
However, the protection through fast path in user plane will have impact on security architecture and key hierarchy. 
=======================Next of Change==========================

5.7.2.1 
Small data encapsulation in the NAS

NAS PDU based solutions under consideration in SA2 TR 23.887 [26] for “small data transmission” allow UEs to arbitrary create NAS content and traffic. Small data when transferred over the NAS signalling will standardize overloading of NAS, strictly control protocol, with what is effectively UP content. Such content will be generated by potentially hundreds of millions devices, creating an environment for a DOS attack on MME. 

Editor’s note: Whether this is a valid threat is ffs.
There may be no pre-established NAS security context in transfer data via optimised SMS solution. Thus the small data transmission can not be protected by valid security context and can be easily tampered or intercepted by the attacker. Sometimes small data is sensitive and important because it may be related to emergency event or commerce. Once it is tampered or intercepted, the consequence can be serious.
The SCS is the source of MTC service applications. For MT small data transmission, SCS generates small data and delivers it to related UEs through operator network. In case the SCS is outside the operator domain, some security attacks on Tsp interface may exist. A forged SCS may send a fake small data to the network and then the network is utilized by the attacker to trigger UEs, or a SCS which is not authorized to deliver small data for UEs may proceed this illegal action. This may lead to a false action of UE, waste of the UE’s power consumption, and even a DOS attack to the network. And for MO small data transmission, SCS is the destination of small data. The small data may be related to some users’ sensitive privacy information, if the network connects to a forged or threatened SCS controlled by attackers, the small data will be delivered to that SCS and then the attacker can obtain the users’ privacy information. In addition, a normal UE may send fake MO small data to SCSs through operator network to get some services, or a malicious but legitimate UE which is only permited to receive small data (e.g. simple controller) may send UE MO small data to SCSs, or yet another malicious but legitimate UE which has MO small data function may deliver fake small data to SCSs with which UE has no MO small data service subscription, or millions of malicious UEs may send MO small data simultaneously to perform DoS attacks on the operator network or SCSs. These may lead to false action of SCSs, waste of network resources, waste of SCS resource, free service, wrong charging, privacy information leak from SCS, DoS attacks on Network or SCSs and so on

The threats regarding small data when not used in combination with device trigger are different. For device trigger, the source is always SCS and the device trigger message is used to ask UEs to take some action accordingly. The network aims to filter the fake trigger message from unauthorised SCS and common UEs. But for small data transmission, the source can be either SCS (Mobile Terminated sent to UE) or UE (Mobile Originated sent from UE). For MT small data the threats described above apply when it is not used in combination with device trigger and the threats in 5.1.2 apply when used in combination with device trigger. For MO small data, the threats described above apply.  

     Editor’s Note: Threats regarding the small data when not passing through the SCS need further study.
5.7.2.2. 
Small data fast path in the user plane

SA2 solution currently considered in SA2 TR 23.887 v0.6.0 (small data fast path) is based on the principle of providing information to the UE about the end-point of the PDN Connection or its bearer(s) in the SGW (SGW S1-U F-TEID). From security perspective, information like SGW S1-U F-TEID reveals the network topology (like number of S-GWs) and also revealing network privacy information (core network internals like S-GW IP addresses) lead to attacks (like flooding) on the core network. The operational details of a core network are sensitive information that operators are reluctant to expose it to the rest of the world. In order to hide network topology, it is required that the information provided to the UE for small data transmission (small data fast path) should not provide the operational details of the core network entities like SGW IP address to the UE. 
Editor’s Note: It is ffs on this threats analysis topology and privacy issue.
The intention with the Small data fast path solution (‘Alternative A: Small Data Fast Path’ in SA2 TR 23.887) is that small data can be sent in user plane when the UE is in idle mode without requiring the normal transition to connected mode in AS-layer in LTE systems. Therefore in this small data fast path setting, the UE would send user plane traffic without setting up the regular Access Stratum (AS) security and because of this, it is not possible to encrypt or integrity protect the user plane traffic  between the UE and the eNB. As a result of this, an attacker can inject traffic and eavesdrop on subscribers’ traffic. Protection of the small data transfer traffic is hence needed to protect the robustness of the charging and the integrity and confidentiality of the small data traffic on user plane.

Editor’s note: Even if the small data traffic on user plane is protected, ‘Alternative A: Small Data Fast Path’ must leave part of the uplink small data message from the UE to the eNB unprotected (e.g. SGW S1-U F-TEID) as, otherwise, the eNB would not know how to route this data on the backhaul link. 

Editor’s note: The eNB has no secure knowledge about which UE sent the small data as there is no security association between UE and eNB. Threats resulting from these facts are ffs.

Editor’s note: The details of the optimized Uu signalling are for further study by RAN and consequently the impact on RAN security architecture, e.g. how and whether to protect Uu signalling needs further study. 
=======================End of Change==========================

