3GPP TSG SA WG3 (Security) Meeting #71	S3-130491
8-12 April 2013; Valencia, Spain		revision of S3-130XXX
	
Source:	InterDigital
Title:	TCG progress report in the areas of TNC and MPWG
Document for:	Discussion
Agenda Item:	6.7 - Reports and Liaisons from other Groups - TCG
Work Item / Release:	n/a
This contribution provides a brief summary of the progress in TCG Trusted Network Connect (TNC) and Mobile Platform (MPWG) working groups

1. Trusted Network Connect (TNC)
TNC WG is studying use cases for BYOD. These use cases are available at the TCG TNC home page.
2. Mobile Platform WG (MPWG)
[bookmark: _Toc346872290]2.1 TPM 2.0 specification
The Mobile Platform Work Group (MPWG) has created a two part specification for implementing a TPM 2.0 on a mobile platform. The first specification describes the architecture of a device implementing TPM Mobile 2.0 and the second part of the specification defines features of the Mobile TPM 2.0 implementation (algorithms, commands, capabilities, etc.). 
2.2 TPM Mobile security evaluation and certification
MPWG started working on TPM Mobile security evaluation and certification. 
The preliminary document, TPM Mobile 2.0 Certification Strategy, is available from the MPWG portal.

Since customer demands for security are not all the same, the certifying vendor may select between Common Criteria, CPA, FIPS 140-2/3, or self-evaluation based on their particular customer demands.
The MPWG will produce a Security Requirements document which describes the security requirements and properties of a TPM Mobile 2.0 device. This document will be used to derive a Protection Profile for Common Criteria, a Security Characteristics document for CPA, a FIPS journal for FIPS 140-2/3. It also may be used to derive documentation needed for self-certification.
MPWG assumes that upcoming changes in Common Criteria methodology will lead to the use of a single Assurance Level per a Protection Profile, per Product Class.
MPWG security evaluation work can be viewed as complementary to SA3 SECAM Study. 
Closer relationship between SA3 and MPWG might be beneficial to security evaluation/certification efforts in either group.

Documents are available from the MPWG portal (members only):
https://members.trustedcomputinggroup.org/apps/org/workgroup/mobilewg/documents.php


3. TCG face-to-face meeting
NIST provided a good presentation on SCAP at the last face-to-face TCG meeting in San Francisco at the end of February. 
MITRE Corp. presented their proposal for CAVES protocol for secure transport of device measurements to the network.
Nokia presented and demonstrated the first TPM-based handset.
Juniper and Microsoft had their proof of concept demo for network access authorization based of the platform measurements.
Next TCG face-to-face meeting will be at the end of June in Dublin.
4. Conclusion
It is proposed to add the contents of this contribution in the Section 6.7 (Reports and Liaisons from other Groups – TCG) of SA3#71 meeting report
