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1. Introduction
It proposes to fill the section 7 in TR 33.805.
We believe that most of the comparison criteria in section 6 are touching too complex notions to have a simple Yes/No evaluation and propose several extensions to the comparison table. Based on these clarifications, we disagree with CMCC conclusion and propose a new one.
2. pCR

-------------------------------------Begin of Change-----------------------------------------------------
7
Comparison of Proposed Methodologies

Editor’s Note: This chapter will contain a comparison of the proposed solutions according to the criteria defined in chapter 6.

Based on the critia in section 6, we compare methodology 1 with methodology 2 as shown in following table. 
	Criteria
	Methodology 1
	Methodology 2

	Reproducibility
	
Methodology 1 can be used to produce identical security requirement (i.e. PP document). However, CEM (Common Evaluation Methodology) can be ambiguous, and supporting documents would be required in order to obtain reproducibility. For example, the definition of attack potential in CEM needs to be refined to achieve a common understanding is required between evaluators.
	
Methodology 2 can be used to produce identical security requirement also and already include all information which would be required as “supporting documents” in a CC approach (see section 5.2.7)

	Repeatability
	
Methodology 1 can export security assurance document (ST) for specific network product. Vulnerability testing are not necessarily repeatable, since they are not described in the evaluation report. Whether they will be shared amongst evaluators depends on CCRA and national certification bodies.
	 Vulnerability tests and compliance tests are explicitly defined by the methodology, every security requirement has an associated test case.

	Ability to model different attacker potentials and different operational environments, allowing traceability and verification of security requirements’ sufficiency with respect to attacker/environmental assumptions
	
Different attacker potentials and operational environments can be considered as attacking assumption when to define security requirement.
	
Definition of attack potentials and operational environments is part of the methodology building in methodlogy 2.

	Current as well as anticipated international recognition
	
CC is accepted by  several local schemes, but has at present time no formal recognition within telecommunication network industries.  
	
 Methodology 2 would be by construction recognized by all actors of 3GPP, but does not grant recognition by local CC schemes.

	Coordination with other standard bodies
	Dependency towards CCRA and local certification bodies to maintain the protection profiles and certificates, as weel as the method itself, while 3GPP may want to keep whole responsibility of technical content in such elements
	 Dependency towards GSMA for accreditation and 3GPP for methodology building.

	Expandability
	
Methodology 1 is based on CC, which is generic for IT industry. However it can be considered “adapted to an industry” only where PP and supporting documents show that a consistent interpretation work has been done. E.g. this has been done in smartcards, but not in industrial control systems (SCADA).
It is FFS whether it is able to expand easily for 3GPP network product class, since such defining PP and supporting documents could represent as much work as Methodology 2.
	
Methodology 2 is by construction focused on telecommunication network. Whether it could be used by other industries is FFS

	Component isolation and ability to reuse pre-certified components
	 CC includes a method for evaluation by composition, but does not provide an EAL for the composite product; moreover, this method is intended to specific cases, such as evaluating a composite TOE of an evaluated software running on top of an evaluated hardware.
	 Not described so far in methodology 2, but nothing prevents this notion to be introduced later if necessary.

	Duration and complexity (cost) of testing cycle
	Depends on the industry.

There is no credible figure of cost and duration by EAL; the actual duration and complexity generally depends on the maturity of the developer and the community work on CC interpretation and adaptation. For example, smartcards have successfully reached the capacity of relatively short evaluation duration for high EALs, at the cost of having fine-tuned and refined many aspects of CC for the considered domain for many years

	N/A


	Ability to offer incremental testing, as well as the duration and complexity (cost) of such incremental testing cycle
	
 Incremental testing can be performed on the product, but a CC certificate is only given on the basis of a fully tested version.

Assurance maintenance can be obtained without a full re-test of the product, but an impact analysis must be performed.
	Methodology 2 relies on accredited actors for all activities, thus does not necessarily requires full-testing at all stages. A maintenance plan would be required to define the test methodology for updates and patches.

However, details of test lifecycle and assurance maintenance are FFS.



	Current as well as anticipated adoption rate
	
Methodology 1 is mature for evaluating IT product, and currently gets widely used.
	
Methodology 2 is designed for evaluating 3GPP nentwork product, and will be used in telecommunication area.

	Third party or self testing options
	
Methodology 1 only allows third-party-evaluation.
	
Both self-evaluation and the third-party-evaluation may be available.

	Ability of the 3GPP security assurance methodology to provide measurable results
	The word “measurable” is still to be defined


 
	The word “measurable” is still to be defined




	Ability of the 3GPP security assurance methodology to allow specifying a set of tests to be performed on the target nodes
	Any specific test has to be defined on top of the CC basis
	Methodology 2 is by construction based on specific telecommunication-related tests

	Ability of the 3GPP security assurance methodology to support different security assurance levels
	
Methodology has 7 different security assurance levels
	
One security assurance level will be determined for each network product class 

	Ability of the 3GPP security assurance methodology to support different categories corresponding to the hardening levels of the network products
	
Exposed/un-exposed location will be considered in environment assumption section under methodology 1. It will lead to different security categories.
	
Exposed/un-exposed location would be considered in environment assumption section under methodology 2. It will lead to different security categories.

	Ability of the 3GPP security assurance methodology to focus on the part of the network product which is relevant for the evaluation of the network product according to SECAM
	
Note: The details on how to focus on the part that is relevant to the evaluation of SECAM is FFS. It should be noted that this analysis must be performed as an adaptation of CC method to 3GPP context, which has to be done prior to “standard” CC activities
	
Note: The details on how to focus on the part that is relevant to the evaluation of SECAM is FFS.

	Ability of the 3GPP security assurance methodology to support metrics for measuring and comparing improvement in product security from release to release
	
FFS
	

FFS

	Agility
	Unknown


	Unknown



	Effort
	Unknown


	Unknown




Comparing both methodologies is not simple, since

· Methodology 1 explicitly uses Common Criteria, but does not describe the adaptation works that will be done to adapt Common Criteria to 3GPP context. CC is a framework, but it cannot be described as “complete”: the most successful communities in CC are those who spent many years work refining notions in CC to adapt them to their industrial concepts;
· Methodology 2 is a combined methology based on CC concepts in the current 3GPP context. It implicitly uses several Common Criteria notions since its goal was to overcome some limitations of CC, while retaining its most standard features. 

Methodology 2 intends to:

· Re-use the interesting features of CC: 

· Keep the generic model of security assurance

· Use protection profiles and security targets (which are now translated in “SAS” and “instantiated SAS”, but only with components relevant to 3GPP),

· Perform a vulnerability assessment based on a notion of attack potential, 

· Keep standard CC definitions such as TOE and TSF, with clarification for interpretation in 3GPP context (it should be noted that using CC terms does not prevent to fine-tune their meaning in a given industrial context)

· Perform assessment of vendor processes, 

· Distinguish between vulnerability testing and compliance testing, 

· Define specific features where CC paradigm is in contradiction with 3GPP context, such as

· dependency towards local certification bodies in order to licence evaluation labs, while local schemes do not necessarily have the skills to assess telecommunication network products;

· dependency towards local certification bodies to obtain certificates, which could delay the time-to-market;

· dependency towards CCRA and local certification bodies to maintain the protection profiles and certificates, as weel as the method itself, while 3GPP may want to keep whole responsibility of technical content in such elements;

· need to enable self-evaluation by vendors, 

· Optimize the result 

· creation of roles such as “compliance tester” and “vulnerability tester”

· integration of test cases in the protection profiles (named SAS) to help interpretation by compliance testers

It should be noted that an informative CC PP could be published after SAS building of methodology 2, if it can help the security community to understand the 3GPP security problem definitions. However it would come at a cost, and should be performed by actors used to PP definition more than by 3GPP industries. 

We propose to adopt methodology 2 as a base for the normative work following SECAM.
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