3GPP TSG SA WG3 (Security) Meeting #71
S3-130450
8-12 April 2013; Valencia, Spain

revision of S3-13abcd
Source:
Samsung
Title:
Key issues: Use WLAN NAI realm list or Roaming Consortium element for network selection 
Document for:
 Approval 
Agenda Item:
7.12 Security Aspects of WLAN Network Selection for 3GPP Terminals
Work Item / Release:
WLAN_NS Sec / Rel-12
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1
Introduction

The security aspects have to be considered in WLAN network selection for 3GPP terminals. Some security aspects related to WLAN network selections in TR 23. 865 are introduced. Regarding WLAN offload,  the security aspects will be investigated to change whether changes to 3GPP sepecification are needed when interworking with WFA Hotspot 2.0. 
2 
Proposal   
The following text is proposed for inclusion in the TR 33.xyz as one of key issues for security aspects of WLAN network selection for 3GPP terminals. 
3
PCR
*** 1st Change ***
X.X
Key issues x – Use 
X.X.1
Issues Details 

When 3GPP network supports the interworking with WLAN network WFA Hotspot 2.0, the network discovery and selection procedure include the probe response. For the network discovery and selection process, the SSID and interworking elements, for example venue group or type information , are important. In addition, the Roaming Consortium elements also are included and can be forged. Moreover, for WLAN network selection, the NAI realm listalso provides a list of network access identifier realms corresponding to SSP and can be forged.  
X.X.2
Threats 

If the NAI realm list is forged, even though the EAP procedure work properly the authentication parameters associated with the EAP methods will not correctly work. On the other hand, the Roaming Consortium list provides a list of information about the Roaming Consortium whose networks are accessible. Therefore, if Roaming Consortium information is forged then the UE can not connect network properly. 
X.X.3
Security Requirements  

The security mechanism has to be provided so that the UE can check the Roaming Consortium element or NAI realm list which is not forged. 
