3GPP TSG SA WG3 (Security) Meeting #71
S3-130417 

Valencia, Spain, 8-12 April 2013
Title:
[DRAFT]
 LS on Notifications on Firewall Traversal from LS Reply SA2-130722 and CT1 C1-130773
Response to:
LS (SA2-130722, CT1 C1-130773) on  Reply to Normative work plan (stage 2 and stage 3) for “UE Services over Restrictive Access Networks” work item  from CT1 and “LS Reply on iFIRE and SMURF Architecture and Requirements” from SA2
Release:
12
Work Item:
FS_iFire, SMURF
Source:
SA3
To:
CT1,SA2
Cc:
SA1
Contact Person:

Name:
Michael F. Thomas

Tel. Number:
503-615-1336
E-mail Address:
michael (dot) thomas (at) radisys (dot) com
Attachments:
 S3-130416
1. Overall Description:
iFire (IMS firewall traversal through restrictive firewalls) and SMURFs (service and media reachability through restrictive firewalls) no doubt have posed significant controversy across 3GPP SA and CT since their inception.  SA2 recently issued LS level guidance (SA2-130722) to SA3 regarding feedback to SA3 conclusions in TR 33.830.  In summary of SA2-130722:
SA2 agrees with the conclusion of TR 33.830 to provide a solution for SMURF that reuses functionality from ePDG as much as possible. This avoids re-specifying functionality that already exists in the ePDG such as authentication, security protocol handling, APN handling, and optional IP layer mobility.
SA2 also agrees with the conclusion to provide a solution for iFire that is based on a subset of functionality of SMURF. 
SA3 has not made normative changes to specifications under its control as to the approach for iFire and SMURFs.  SA3 has issued a TR which although provides some recommendations remains controversial as recently exhibited over the SA3 reflector on SA3#70 moved to electronic review.  SA3 views minimally but non-exhaustively this subset of SMURFs to be support for bypassing the policy procedures of restrictive firewalls and enabling IP tunnelling to an IMS core or EPC.  SA3 views that a single common function may be able to provide functionality for both; however, more may come to light as the normative work in SA3 progresses.

2. Actions:

To CT1 and SA2 group.

ACTION: 
SA3 requests CT1 not proceed with normative stage 3 work until agreement can be reached in SA3 and possibly SA2 as normative requirements for iFire and SMURFs.  SA3 observes SA2 approval is required as SA2 specifications for both IMS and EPC are affected.


SA3 informs SA2 that SA3  observes that a common solution where iFire functionality is a subset of SMURFs may be possible for both following the spirit of reusing functionality of ePDG as much as possible while minimizing re-specifying the functionality of ePDG.
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