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Abstract of the contribution:
Discussing a security breach valid for the certificate based solutions and limiting the impact of such CA or CBE compromise by restricting the scope of a root CA public key or a CBE certificate to certain regulatory domains or geographical areas.

1.
Introduction
For the certificate based solutions in comparison to the other solutions a security breach (in an area under the control of an arbitrary country) can have a serious negative security impact in another regulatory domain, e.g. a country. It is true that this risk is mitigated to some extent by a change introduced at SA3#70 whereby the provisioning model for [root CA] public keys is changed in the sense that the set of [root CA] public keys are provisioned in a UE now depends on the region where the UE is sold, cf. Editor’s Note at the end of clause 7.7.2 of the current TR. Clause 7.7.2 states: “…it is the responsibility of the UEs national government to establish confidence in those CBEs outside it region before allowing public keys from such shared CAs to be pre-provisioned on UEs sold within its boundaries.” Establishing this confidence across boundaries may, however, be difficult to establish in practice as further discussed in section 3 of the present contribution.

In the following we discuss the attacking scenarios when CA or CBE are compromised and show ways out of the dilemma. 
2.
Attacking Scenario

Although CBEs and CAs are considered to be deployed in secure locations, the design of a PWS security system should take into account that they may become compromised, and limit the consequences of such a compromise. A compromise may lead to the disclosure of a secret key to an attacker. The secret key would be a private signing key of the CA or CBE. Similarly, if the registration authority associated with the CA does not properly check the identity and authorization of a claimant submitting a public key for certification, an attacker could obtain a certificate for a public key, for which the attacker knows the private key, under the name of a CBE, and impersonate this CBE in this way.
Assume that the signing key of a CBE is compromised by the attacker, i.e. it becomes known to him. Then the attacker can forge signatures on warning messages of his choice. He can further attach the certificate issued by the CA on the public key of the CBE if this certificate has already been provisioned to the CBE. Or the attacker can attach the identity of the CA who issued the certificate if the certificate can be assumed to be already available in the UE. Because the public key has been signed by a CA that is stored in the UE’s key store, the UE would verify it as trustworthy. I.e., a UE would receive the forged warning message and verify the signature without having any suspicion of the attack, because it has the root CA public key stored in its list.
A compromise of a signing key will always have serious consequences. But these consequences are significantly aggravated in the case of the certificate approach: 

The compromise of a CBE in a particular region can impact all other regions in the world, or, with the new approach of establishing root CA public keys only in regions of mutual confidence, cf. section 1 of the present contribution, impact the region of mutually established confidence. This is so because the UE will accept a signed warning message as long as it can verify the signature on the warning message with just any of the root CA public key in its key store. As long as such a wide impact of a local security breach is possible the PWS security solution may prove difficult to accept to most governments and regulators, as, in general, governments and regulators will trust equipment in their own areas, and may be ready to assume responsibility for any problems caused there, but they may not accept that a security breach in an area under the control of another country can have a serious negative impact in their own country.

Furthermore, assuming that a CA for region A is compromised, the attacker could prepare a certificate for any public key, for which the attacker knows the private key (e.g. because the attacker has created the public/private key pair himself), and impersonate a CBE in this way. The attacker can then, in particular, perform all attacks he could perform with a compromised CBE signing key. 

3. Limiting the impact of a CA or CBE compromise 
TR 33.869, clause 7.7.2, contains the following text: 

“A consequence of this approach is UEs pre-provisioned with a CAs public key shared by CBEs outside its own region will accept any PWS message signed by those CBEs. Therefore it is the responsibility of the UEs national government to establish confidence in those CBEs outside it region before allowing public keys from such shared CAs to be pre-provisioned on UEs sold within its boundaries.” 

This, however, has two unwanted consequences: 

1) a national government has to establish confidence in CBEs outside its region, which may be difficult or impossible;

2) if a national government of a country cannot establish confidence in CBEs in some regions of another country, the UEs sold within that government’s region cannot use PWS security in those other regions. In other words, a global solution becomes impossible. 


If we want to avoid that impacts of a compromise of a CBE or CA in one region spread around the world, or at least the region of mutually established confidence, we need to limit the scope of a root CA public key or a CBE certificate to certain regulatory domains or geographical areas, e.g. one country or one larger region, e.g. European Union, or China, or USA. The scope is the area or domain where the key is authorized to be used and it should be securely associated with CA and/or CBE. 
Depending on the regulatory structure of a country or region the useful definitions of ‘scope’ may vary considerably. E.g. as discussed in an earlier SA3 meeting, in USA thousands of CBE could exist, while in other countries the number of CBEs is very restricted. A CBE could be responsible for just one warning type or for several warning types covering one district (mapped to a small cell area of the mobile network operator) or many different districts (mapped to the complete network of the mobile operator). It should be taken into account, however, that the scope should be verifiable by the UE and/or the human user, which puts limitations on the definitions of scope. 
Limiting the scope of a root CA public key: 

The scope of a root CA public key would be provisioned together with the root CA public key to the UE. The scope would be the region for which a CA is responsible to issue CBE certificates. It is assumed that a UE, or the human user using the UE, have means independent of information provided together with the warning message (these independent means being e.g. GPS coordinates, human knowledge) to determine whether the UE or user is at a location within the scope of the public key. E.g. if the scope is ‘USA’ then the user would know whether he is in the USA or not. The scope, in this example ‘USA’ would be displayed or announced to the user, e.g. together with the warning message, and the user could ignore the warning message if there was a mismatch. 

The use of this scoping of a root CA public key with PWS security would then be as follows: when a warning message is received by the UE and the UE can verify the signature of the warning message with the help of a particular root CA public key then the UE will accept the warning message only if the UE is at a location within the scope of that root CA public key. The UE could of course also first check whether its location matches with the scope of the root CA public key and then verify the signature.

Limiting the scope of a root CA public key mitigates the threat that the impacts of a compromise of a CBE or CA in one region spread beyond that region.

Limiting the scope of a CBE certificate:

The CA issuing the CBE certificate includes scoping information in the CBE certificate. 

In contrast to limiting the scope of a root CA public key by provisioning the scope with the root CA public key, the scope of a CBE public key need not be pre-provisioned in the UE if the CBE certificate is not pre-provisioned in the UE. But, as before, it is assumed that a UE, or the human user using the UE, have means independent of information provided by the network to determine whether the UE or user is at a location within the scope of the certificate. And, also as before, when a warning message is received by the UE and the UE can verify the signature of the warning message with the help of a particular CBE certificate then the UE will accept the warning message only if the UE is at a location within the scope of that CBE certificate.
Clearly, scoping a CBE certificate provides finer granularity: e.g. a CBE may be scoped to act only in Upper Bavaria, and not all of Germany or even the European Union, but, on the other hand, it may become more difficult for the issuing authority to clearly describe the scope and for the UE or user to clearly determine whether the location is within the scope or not. And, furthermore, this finer granularity may not be required as one CA can be expected to be limited to a region governed by one regulation, of which the regulator can take responsibility for compromises. 

Note, limiting the scope of a CBE certificate mitigates the threat that the impacts of a compromise of a CBE in one region spread beyond that region, but it does not help in case of a CA compromise as an attacker could, with the help of the compromised CA, issue a forged CBE certificate with a false scope. But, on the other hand, a CA compromise is assumed to be more difficult than compromising one CBE, of which there may be many.  

 5. Conclusion
Limiting the scope of the CA or CBE can prevent a local security breach to spread around the globe, because this ensures that a crucial pre-requisite for the acceptability of certificate-based solutions for PWS security is fulfilled, namely that mutual trust among regulators and governments with respect to PWS equipment such as CBEs is not required for the solution to work. 

We therefore suggest accepting pCR S3-130403 for inclusion in the TR.


