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Background
iFire and SMURFs pose to solve reaching an IMS Core and/or EPC under the case of a restrictive firewall or PCEF that prohibit such traffic from reaching IMS or EPC when a mobile device is behind such a restrictive device.  Note that a particular iFire solution introduces IP tunnelling of the entire UE traffic flow to IMS core, which is identical in function to PDG and to ePDG in standalone functionality when operating in support of S2c.  Neither iFire or SMURF have service continuity requirements per SA1 Release 12 requirements and LS in clarification…e.g., they neither support IMS service continuity or IP service continuity (e.g., in ePDG parlance support attach with handover indication or IKE indications in support of preserving the IP address upon non-3GPP access to 3GPP access mobility).

Key Similarities between iFire and SMURFs

Both iFire and SMURFs have the following similarities:

· Need to traverse restrictive firewalls/PCEF 

· Support IP tunnelling into an IMS core or EPC

PDG already support tunnelling into any IP network as configured by the operator without service continuity.  ePDG by consequence of S2c operation support PDG operation.  It is a minor modification to enable PDG mode of operation for the ePDG in a more general case.  ePDG additionally support the option for IP service continuity where S2b or S2c untrusted are used.  Note under section 6.3 of TR 33.830 v0.3.0 there are 3 cases identified; however, this case of PDG or modified ePDG access into IMS core would be a fourth case.

Existing 33.820 Figure 6:
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 Possible new Figure 6: 
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The following ePDG text enable ePDG functional operation at the architectural level sufficient for both Release 12 iFire and SMURFs given stage 1 IMS and EPC requirements:
23.402 v 11.6.0:

4.3.4
ePDG

The functionality of ePDG includes the following:

-
Functionality defined for the PDG in TS 23.234 [5] for the allocation of a remote IP address as an IP address local to the ePDG which is used as CoA when S2c is used; 
- Functionality defined for the PDG in TS 23.234 [5]  for allocation of an IP address as an IP address significant to the IMS core where service reachability is desired         (Author’s note:  This capability already exists for PDG and is supportive of the SA1 requirement to NOT support service continuity).
- Functionality for service reachability through restrictive firewalls
Wide Benefits of ePDG functional reuse
ePDG already support IP tunnelling to EPC, service continuity, and discovery (aka the ability of 3GPP mobile operator UE to find the correct tunnelling service entity under a variety of cases including roaming, integration with ANDSF, harmonization with WiFi discovery procedures, etc.) that overall are vital to a robust, durable, and architecturally acceptable service approach in spite of the voluminous one sentence guidance provided in stage 1 requirements on iFire and a few on SMURFs.  Creating a new element (or protocols) that duplicate this is not in the spirit of ePDG reuse or minimizing re-specifying ePDG functionality or related procedures.

Service Reachability Requirements

The crux of the matter is to enable service reachability through a restrictive firewall or PCEF.  Note that as these do not always exist, existing tunnelling procedures (such as UDP encapsulation for IKE/IPSec, SIP/TLS, media support over STUN/TURN etc.) remain viable; however, there are cases where a policy may exist to block any UDP traffic, block SIP traffic, block traffic over specific ports, etc.  Note it is believed that generally ports 80 and 443 are left open as a consequence of HTTP /HTTPS operation.  One may consider simply operating over port 80 over TCP as an approach, or operation of “/TLS” over port 443.  Consideration has been given to firewalls with HTTP proxy functionality where it may be necessary to spoof HTTP traffic to the point of TCP connection establishment.  These procedures are common to iFire and SMURFs.  Note other than being TCP based and to bypass HTTP-proxies there is no normative agreement on the transport protocol which carries user or control plane messaging for IP tunnelling.  
Minimization of ePDG change and Avoiding Re-Specification of the ePDG

SA2 clearly wants to reuse ePDG functionalityfor SMURFs as much as possible and avoid re-specifiying the functionality that already exists in and for the ePDG.  iFire inherits SMURF properties as a subset of SMURF functionality.
Option 1:  ePDG functional reuse and minimizing re-specifying ePDG by minimizing change to IKE and IPSec
No doubt the ePDG is quite dependent on IKE across most of its specifications both at the stage 2 procedural level (23.402) and stage 3 level (24.302) as well as within security procedures (33.402).  IKE has enjoyed considerable support within 3GPP across NDS and as well under UMA/GAN since release 5 and PDG/TTG+GGSN since release 6.  A simple transport combined with a firewall traversal procedure for IKE and IPsec is all that is required to enable IP tunnelling with the security properties of IKE and IPSec through a restrictive firewall/PCEF.  This approach is theoretically detailed in the TR under the “eSEG” approach.   Note that this approach may be extendable using IMS credentials or may use USIM credentials.  The transport/control procedures/protocols would need to support carriage of IKE/IPSec versus re-invention of the equivalent of IKE and carriage of IPSec.  ePDG has high probability with minor modification to be the common approach.
Option 2: TSCF and ePDG part ways and two distinct architectural functionalities with the same IP tunnelling property and firewall traversal method are created but different control and user data parts
Certainly it is possible to differentiate the tunnelling procedures as may be proposed for the TSCF approach in the TR and the eSEG approach if introduced for ePDG (or PDG).  This however creates two tunnelling transport functional entities and offers no common reuse such as discovery, ANDSF, roaming, and other procedures for 3GPP mobile UE which will no doubt be required for iFire to be a robust, long term, user friendly, and architecturally sound approach.  SA2 would likely need to re-introduce these procedures for IMS tunnelling in addition to introducing the firewall traversal procedures for 3GPP mobile IMS UE.
Option 3: TSCF and ePDG get a common new IP tunnelling transport and control protocol

It is also possible to completey re-invent IKE control procedures and (IPSec) transport of user data; however, it would be recognized this would be a significant undertaking considering the nature of IKE and its usage for ePDG which also is linked to ePDG capability to support service continuity at the IP layer amongst other capabilities (e.g., roaming support, APN selection, etc.) that are fundamental to the operation of the ePDG exclusive of service continuity.  SA2 would also need to ensure that the architectural needs of both are met and specified for both ePDG and IMS applications.
Option 4:  Creation of a new common architectural entity that satisfies iFire and  SMURFs needs, in particular replicates significant ePDG functionality and related functionality.

This approach obviously satisfies both iFire and SMURFs needs; however, one must be careful to avoid a total re-specification of ePDG functionality.  
Discussion of Recommendations
Option 1 presents the most common procedures and architectural reuse and minimizes re-specifying ePDG functionality and as well may present the fastest way to realizing a common architectural entity.  Option 2 is possible; however, the obvious procedures for which iFire benefits will be lacking as functions tied to ePDG are not presently considered.  Option 3 is possible; however, it may not meet the service needs of an ePDG without considerable analysis and time to replicate the properties of ePDG that have nothing to do with service continuity.  Option 4 does not support SA2 objectives of avoiding re-specification functionality that already exists in the ePDG (and as well functionality that exists FOR the ePDG under non-3GPP access, of which iFire obviously needs as a consequence of WiFi/non-3GPP access reuse).
Recommendation

Option 1 is the recommended go forward approach; however, if there is no SA3 consensus CT1 will need to wait for consensus to form in SA3 and in SA2.  Ultimately SA2 consent and approval will be required under the working procedures spelled out in the SA2 LS (S2-130722).
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