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Abstract of the contribution: The security of PWS signature algorithms have not been discussed sufficiently before, this contribution will provide a brief analysis of above public key algorithms, such as DSA,ECDSA and ECQV based signature.
1. Introduction
The security issues of Public Warning System (PWS) have been densely discussed and analyzed, with several promising solutions being proposed, such as NAS based, GBA based, implicit certificate and general certificate based solutions. All of these solutions make use of public key cryptography, i.e. to deliever a public key or pre-install a certificate to UE in order to verify the signed broadcast PWS message whether it is valid or manipulated. Despite of impacts to existing and future 3GPP systems as well as efficiency advantages of each, however, the security of public key cryptographic algorithms has not been sufficiently investigated. All the solutions are evaluated with a hypothesis that the public key cryptographic algorithms that we propose are supposed to be reliable and secure enough, for a long term and global deployment.

For the purpose of examing the cryptographic fundamentals in above proposals, we would like to provide a brief analysis of above public key algorithms, DSA, ECDSA and ECQV based signature in this contribution.
	Solutions
	Algorithms

	NAS based solution
	DSA, ECDSA

	Enhanced NAS based solution
	DSA, ECDSA

	Implicit certificate based solution

(including generalized certificate based solution)
	ECQV+ Keyed MAC

	GBA based solution
	DSA, ECDSA


Table 1. Signature algorithms used in proposed solutions
2. Provable Security
In the design and analysis of the public key cryptography, provable security has been recently extensively used to support emerging standards. It has been a common sense that without security proof, new public key cryptographic proposals can hardly be accepted by community, because many protocols once believed to be secure but without security proof are known to be broken ultimately, such as SFLASH signature [8]. It was one of the three signing algorithms (the other two are ECDSA and RSA-PSS, with security proof) accepted by NESSIE (New European Schemes for Signatures,  Integrity, and Encryption) project of European Union [5], and was supposed to be as secure as almost NP-Complete problem that is hard to break, without any security proof. Unfortunately, its unproven security was later found to be totally broken on a PC in only a few minutes. 
With respect to digital signature and implicit certificate schemes, there have been lots of published security reports for standardization and academic research [11,12,13,14,15]. Typically, the security of signature scheme should be investigated with appropriate models and assumptions. Among these, Random Oracle (RO) model proposed by [9], has become the most widespread and de facto standard model to design and analyze the cryptographic protocols. It defines an oracle that responds to each query randomly and uniformly from its output domain, and always returns the same answer for certain query. In practice, RO is normally implemented by a cryptographic hash function, such as SHA-256, etc. There are other models which assume more than RO model. It is defined as stronger than RO model. The stronger the model is, the weaker the security proof is. A stronger one than RO model has been often used to analyze Discrete Logarithm (DL) related protocol is, the Generic Group (GG) model. It is rigorously defined by [10], and has a computational complexity Ω(√d ) bounded below by the order of square root of d to calculate DL problem, where d is the largest prime dividing the group order. 

3. Analysis
In the following, we make use of these two models, namely random oracle (RO) model and generic group (GG) model, to analyze the signature schemes in PWS.
3.1 DSA 

Digital Signature Algorithm (DSA) is a well established standard for digital signature based on DL problem, which was issued by National Institute of Standards and Technology (NIST) in 1994 for use in Digital Signature Standard (DSS) and ANSI [1] in 1997. It is specified in Federal Information Processing Standard (FIPS) 186, the latest version is FIPS 186-3 [7]. 

The security of DSA is based on several assumptions: hardness of DL problem, one-wayness of hash function, collision-resistance of hash function, and generator for randonmness k is unpredictable. 
The provable security has also been well investigated, such as in [15]. By now, though it is not known that DSA can be proven in the RO model without modifying the algorithm, there does exist several ways to prove the security of DSA, as follows,
· One slightly modified version of DSA can be proven secure in RO model [15], by simply replacing the Hash(M) by Hash(r|M). It has been included in ISO/IEC 14888 [3].
· If besides the hash function, the mod q (subgroup order) function is also assumed as a random oracle. Then DSA can be proven secure in RO model [15].

According to the above security proof, it has been concluded that, if DSA can be broken by an existential forgery using an adaptatively chosen-message attack, then either:
· DL problem can be solved, or

· Hash function can be distinguished from ideal hash function, or

· Collisions can be found for “mod q” function.
However, the above are all hard problems and no efficient algorithm is known to solve them, thus conclude a contradiction showing that DSA is secure.
3.2 ECDSA 

Elliptic Curve Digital Signature Algorithm (ECDSA) is a widely standardized signature scheme, which is a variant of DSA using elliptic curve cryptography. It is an ISO [3] standard since 1998, an ANSI [2] standard since 1999 and an IEEE [4] and NIST FIPS [7] standard since 2000, NSA Suite B Cryptography [6] since 2005.

The security of DSA is based on the almost same assumptions as DSA, where the DL problem is on Elliptic Curve, named ECDL.

The provable security can be achieved in the following ways,

· ECDSA can be proven secure in the GG model [10], which is stronger than RO model.
· One slightly modified version of ECDSA can be proven secure in RO model [15], by simply replacing the Hash(M) by Hash(r|M).

· If besides the hash function, the EC point to subgroup mapping function is also assumed as a random oracle. Then ECDSA can be proven in RO model [15].

According to the above security proof, it has been concluded that, if ECDSA can be broken by an existential forgery using an adaptatively chosen-message attack, then either:
· ECDL problem can be solved, or

· Hash function can be distinguished from ideal hash function, or

· Collisions can be found for the EC point to subgroup mapping function.

Thus, lead to a contradiction showing that ECDSA is secure.
3.3 ECQV based

Elliptic Curve Qu-Vanstone (ECQV) is an implicit certificate scheme modified from the Optimal Mail Certificate (OMC) [12], but not a signature. It is proposed to transfer the users’ ID and some public data together with the CA’s public key to reconstruct users’ public key. While OMC with a specific signature has been included in IEEE 1363a-2004 and in ISO standards, it has been pointed out that OMC composed with ECDSA may lead to a signature forgery attack by Qu and Vanstone [13].

The security of ECQV has been provided in RO model in [12], as an implicit certificate, but it should be noted that there is no universal composability to achieve the security with arbitrary secure signature. The above attack shows that even if OMC is secure, it may become insecure when being composed with a secure signature. Note that Kravitz (Who is the inventor of DSA) even launched an attack to ECQV-certified ECDSA in a special case [13].

The provable security of ECQV based signature has been found in the literature [13],

· On the composition of ECQV with Keyed MAC proposed to 3GPP SA3, it is not found any security proof in certain model.

· The composition of ECQV with ECDSA is secure against a passive adversary under the combination of RO model and GG model. Note that an adversary is limited to be passive only here, and the combination of RO and GG is a much stronger assumption than any one of the models. Consequently, this security result is inherently weaker than that of DSA and ECDSA signature.

3.4 Comparison

	
	Security model
	Standardization
	Active Attack
	Passive Attack

	DSA
	RO*
	ANSI, FIPS, ISO*
	Y
	Y

	ECDSA
	GG / RO*
	ANSI, FIPS, ISO, IEEE, NSA
	Y
	Y

	ECQV+ECDSA
	GG+RO
	--
	--
	Y

	ECQV+Keyed MAC
	--
	--
	--
	--


Table 2. Comparison of Security Results of PWS Signature

In the above table, ECQV+ECDSA has been included for reference since there is no security result found for ECQV+Keyed MAC. RO* means that security is proven in the random oracle model, with some modification to the original scheme, or with additional assumption. ISO* means that a variant of DSA but not the original one has been included in ISO standards.

On the security of above four signature schemes in different models, security is most reliable in RO, second in GG and third in GG+RO, but which is still better than nothing. Therefore, it is concluded that RO* > GG > GG+RO >> --. “--” means unknown. On the active/passive attack the model defines, signatures resistant against active attack are more secure than with passive security only. As a consequence, it is clear to see that the security of four signatures is as follow,
DSA>=ECDSA>ECQV+ECDSA>>ECQV+Keyed MAC

3.5 Conclusion
In practice, it is recommended to use signature schemes with security proof in appropriate model for PWS security, as many other international standardization organizations have done, such as ANSI, FIPS, ISO, IEEE, NSA etc. The scheme that is lack of security proof should be carefully examined and be avoided if possible.
4. Proposal
It is kindly to ask SA3 to take into account that the security differences of signatures submitted, in order to provide a secure, long term and global deployment of PWS. We would like to propose SA3 to include the section 3 and section 5 into the TR.
*********************Begin of Change************************

8.X Evaluation of Signature Algorithms in PWS Solutions 

In the following, we make use of these two models, namely random oracle (RO) model and generic group (GG) model, to analyze the signature schemes in PWS.
8.X.1 DSA 
Digital Signature Algorithm (DSA) is a well established standard for digital signature based on DL problem, which was issued by National Institute of Standards and Technology (NIST) in 1994 for use in Digital Signature Standard (DSS) and ANSI [1] in 1997. It is specified in Federal Information Processing Standard (FIPS) 186, the latest version is FIPS 186-3 [7]. 

The security of DSA is based on several assumptions: hardness of DL problem, one-wayness of hash function, collision-resistance of hash function, and generator for randonmness k is unpredictable. 

The provable security has also been well investigated, such as in [15]. By now, though it is not known that DSA can be proven in the RO model without modifying the algorithm, there does exist several ways to prove the security of DSA, as follows,

· One slightly modified version of DSA can be proven secure in RO model [15], by simply replacing the Hash(M) by Hash(r|M). It has been included in ISO/IEC 14888 [3].

· If besides the hash function, the mod q (subgroup order) function is also assumed as a random oracle. Then DSA can be proven secure in RO model [15].

According to the above security proof, it has been concluded that, if DSA can be broken by an existential forgery using an adaptatively chosen-message attack, then either:
· DL problem can be solved, or

· Hash function can be distinguished from ideal hash function, or

· Collisions can be found for “mod q” function.

However, the above are all hard problems and no efficient algorithm is known to solve them, thus conclude a contradiction showing that DSA is secure.
8.X.2 ECDSA 
Elliptic Curve Digital Signature Algorithm (ECDSA) is a widely standardized signature scheme, which is a variant of DSA using elliptic curve cryptography. It is an ISO [3] standard since 1998, an ANSI [2] standard since 1999 and an IEEE [4] and NIST FIPS [7] standard since 2000, NSA Suite B Cryptography [6] since 2005.

The security of DSA is based on the almost same assumptions as DSA, where the DL problem is on Elliptic Curve, named ECDL.

The provable security can be achieved in the following ways,

· ECDSA can be proven secure in the GG model [10], which is stronger than RO model.

· One slightly modified version of ECDSA can be proven secure in RO model [15], by simply replacing the Hash(M) by Hash(r|M).

· If besides the hash function, the EC point to subgroup mapping function is also assumed as a random oracle. Then ECDSA can be proven in RO model [15].

According to the above security proof, it has been concluded that, if ECDSA can be broken by an existential forgery using an adaptatively chosen-message attack, then either:
· ECDL problem can be solved, or

· Hash function can be distinguished from ideal hash function, or

· Collisions can be found for the EC point to subgroup mapping function.

Thus, lead to a contradiction showing that ECDSA is secure.
8.X.3 ECQV based

Elliptic Curve Qu-Vanstone (ECQV) is an implicit certificate scheme modified from the Optimal Mail Certificate (OMC) [12], but not a signature. It is proposed to transfer the users’ ID and some public data together with the CA’s public key to reconstruct users’ public key. While OMC with a specific signature has been included in IEEE 1363a-2004 and in ISO standards, it has been pointed out that OMC composed with ECDSA may lead to a signature forgery attack by Qu and Vanstone [13].

The security of ECQV has been provided in RO model in [12], as an implicit certificate, but it should be noted that there is no universal composability to achieve the security with arbitrary secure signature. The above attack shows that even if OMC is secure, it may become insecure when being composed with a secure signature. Note that Kravitz (Who is the inventor of DSA) even launched an attack to ECQV-certified ECDSA in a special case [13].

The provable security of ECQV based signature has been found in the literature [13],

· On the composition of ECQV with Keyed MAC proposed to 3GPP SA3, it is not found any security proof in certain model.

· The composition of ECQV with ECDSA is secure against a passive adversary under the combination of RO model and GG model. Note that an adversary is limited to be passive only here, and the combination of RO and GG is a much stronger assumption than any one of the models. Consequently, this security result is inherently weaker than that of DSA and ECDSA signature.
8.X.4 Comparison
	
	Security model
	Standardization
	Active Attack
	Passive Attack

	DSA
	RO*
	ANSI, FIPS, ISO*
	Y
	Y

	ECDSA
	GG / RO*
	ANSI, FIPS, ISO, IEEE, NSA
	Y
	Y

	ECQV+ECDSA
	GG+RO
	--
	--
	Y

	ECQV+Keyed MAC
	--
	--
	--
	--


Table 2. Comparison of Security Results of PWS Signature

In the above table, ECQV+ECDSA has been included for reference since there is no security result found for ECQV+Keyed MAC. RO* means that security is proven in the random oracle model, with some modification to the original scheme, or with additional assumption. ISO* means that a variant of DSA but not the original one has been included in ISO standards.

On the security of above four signature schemes in different models, security is most reliable in RO, second in GG and third in GG+RO, but which is still better than nothing. Therefore, it is concluded that RO* > GG > GG+RO >> --. “--” means unknown. On the active/passive attack the model defines, signatures resistant against active attack are more secure than with passive security only. As a consequence, it is clear to see that the security of four signatures is as follow,

DSA>=ECDSA>ECQV+ECDSA>>ECQV+Keyed MAC
8.X.5 Conclusion
In practice, it is recommended to use signature schemes with security proof in appropriate model for PWS security, as many other international standardization organizations have done, such as ANSI, FIPS, ISO, IEEE, NSA etc. The scheme that is lack of security proof should be carefully examined and be avoided if possible.
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