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1. Overall Description:

During this week’s SA3-LI discussions on Proximity Services (ProSe), the group agreed to provide information to assist you as you begin your normative work to meet the Release 12 freeze date.   Many of the LI Stage 1 requirements that are found in TS 33.106 are applicable to ProSe, but SA3-LI may have to enhance TS 33.106 specifically to clarify some ProSe capabilities (e.g., Discovery, ProSe Relay, ProSe Group/Broadcast).  That work has just begun.

In general, all telecommunications services in the network should be capable of meeting LI requirements.  This may be limited as to the type of communication services the target of interception is using and may also be limited further by national regulations.   

Presently, the LI functionality is located in the core network.  In order for LI to be accomplished, the network must identify and isolate the communications and signalling of a target (e.g., device, subscriber) by 3GPP operator provided service.  Correlation shall be provided to the target’s intercepted communications that undergo a radio access technology change or a domain change with Service Continuity. This must be done in a non-detectable manner.  

UE-UE direct capabilities are an issue as they will not be available to the core network LI entities. Options to address this may be to move the communications of a UE under surveillance from UE-UE direct communication to the network unless radio conditions dictate otherwise, or toggle/disable UE-UE direct capabilities for UEs under surveillance.  However, detectability issues need to be considered as well.  SA3-LI would be interested in discussing any other options that SA2 can identify. 

Since there are location reporting requirements for LI, SA3-LI would be interested in ProSe location that could be reported for LI purposes.  In some nations, only network trusted location information may be reported to Law Enforcement.  Other nations require that all available location information will be reported, with qualifiers as to its degree of trust. 

For SA3-LI it is unclear what spectrum will be used in particular for the commercial ProSe services (e.g., licensed provider’s spectrum, unlicensed spectrum, other licensed spectrum).  Is it expected that the relay function will be available for commercial users?  

Regarding the ProSe presence use case, it is unclear to SA3-LI as to what degree the network is involved in the signalling or if ProSe presence will be accomplished only over the direct UE-UE path.  Additional information is needed for SA3-LI to determine LI impact.

Lastly, encryption of communication is an issue for LI.  There is a requirement, when encryption is provided and managed by the network, to either have the network provide to Law Enforcement  the intercepted communication decrypted, or encrypted with keys and additional information to make decryption possible. End-to-end encryption implemented in the user equipment based on encryption features provided by the operator is considered to be a network-managed encryption and is subject to the same requirements.    

2. Actions:

To SA1:

ACTION: 
a. SA3-LI kindly requests SA1 to provide a list of services that a ProSe UE can access via ProSe communications. 


b. SA3-LI kindly requests clarify if SA1’s intention is that all ProSe communications be encrypted. 


c. SA3-LI kindly requests SA1 for the expected radio spectrum policy for ProSe including relay use.


d. SA3-LI would like to draw SA1’s attention to the EU requirement to support data retention.  While data retention is outside the scope of SA3-LI, the data retention for UE-UE direct communications may require some additional consideration.

To SA2:    

ACTION: 
a. SA3-LI kindly requests SA2 to consider how to meet the LI requirements in TS 33.106 and those specifically addressed in this LS during your work.  

b. SA3-LI also kindly asks SA2 to provide additional information on how ProSe Broadcasts will be supported.  SA3-LI has defined an LI solution for a commercial MBMS capability, so more information is needed to determine if modifications are required to reutilize this capability for ProSe broadcasts.

To SA3:    

ACTION: 
SA3-LI kindly requests SA3 to consider how to meet the LI requirements of encryption in TS 33.106 during your work on ProSe and to advise SA3-LI as necessary.

3. Date of Next SA3-LI Meetings:

SA3-LI Meeting #49 
16 – 18 April 2013
Chicago, IL

SA3-LI Meeting #50
25 – 27 June 2013
Sophia  Antipolis, France

SA3-LI Meeting #51
22 – 24 October 2013
North America (TBA)

