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Abstract:

This contribution introduces several new criteria related to security objectives, effort for evaluators and 3GPP. It also adds criteria for scoping of the Target of Evaluation and considering operation environment assumptions. The wording for two existing criteria is slightly changed so as to avoid the impression that 3GPP intends to create a certification methodology.

1. Introduction

The changes in the "Reproducibility" criterion avoid creating the impression that the final target of the SECAM activity would be certification without excluding it and broadens the criterion that all results produced through the SECAM should be reproducible.

The change in the "assurance level" criterion improves the wording to be neutral with regard to having those levels in certification or evaluation by leaving that open. 

A well engineered set of security objectives is to ensure that the evaluation effort focuses only on the mitigation of the relevant threats. Therefore, a criterion has been added binding the SASes to high-level security objectives, which remain to be defined.

Parts of a network product may not be security relevant in any way. They may e.g. not allow access to confidential information, or do not need to show high availability, or do not need to be integrity protected and do not influence the rest of the system. To avoid that general security evaluation requirements have to be fulfilled for those parts, a 3GPP SECAM should be able to exclude parts of the network product from being mandatory to be evaluated. Including an according criterion ensures that the selected SECAM for 3GPP considers this explicitly and not only implicitly.

As network products are operated in defined environments or types of locations, their evaluation can be done under certain assumptions. This avoids spending unnecessary effort during the evaluation on assuring mitigation of non-existing risks.

3GPP, like any other organization, is expected to have limited resources for maintaining a SECAM. Adding a criterion for this ensures that the future required effort for 3GPP is carefully considered when selecting the SECAM. If the needed effort for maintenance is too high, the needed quality level for the SASes cannot be provided and the 3GPP SECAM will not be successful.

The corresponding criterion has been deleted from the pCR in this revision r2. 

2. pseudo CR

****************BEGIN OF CHANGES***************

6
Criteria for the evaluation of the methodologies

Editor’s Note: This chapter will list the criteria that will be used to evaluate the proposed solution (type of attacks conducted, reproducibility of the tests, costs, international recognition, need for coordination with other bodies ...) 

Editor’s note: Part of the methodologies relates to producing SAS another part of the methodologies relates to evaluating how product are fulfilling requirements of these SAS. Criteria’s addressing both aspects have to be defined.

The 3GPP security assurance methodology under consideration should be evaluated based on the following evaluation criteria: 
Editor’s Note: The following is a non- exhaustive list of criteria to be used for evaluation of 3GPP security assurance methodologies. Each entry in this list has to be further opened and explained to limit misunderstanding.
· Reproducibility – ability of a particular 3GPP security assurance methodology to produce identical results when applied to the same target at a different time, place, or by a differentactor
· Repeatability (or test-retest reliability) – ability of a particular 3GPP security assurance methodology to produce in the same test environment results which are repeatable

· Current as well as anticipated international recognition – an official acknowledgement and appreciation of a particular 3GPP security assurance methodology by various agencies, consortia, and standard bodies belonging to more than one country. Anticipated international recognition, as well as current international recognition have to be considered when evaluating a particular 3GPP security assurance methodology

· Coordination with other standards bodies – established use or consideration for certification by standard bodies other than 3GPP 

· Expandability – ability of a particular 3GPP security assurance methodology to be expanded to a different industry

· Component isolation and the ability to reuse pre-certified components – ability to isolate a component of a system for its certification and subsequent re-use as a pre-certified element of another system

· Duration and complexity (cost) of testing cycle – each 3GPP security assurance methodology has anticipated complexity and duration of its testing cycle. In many circumstances, shorter anticipated duration and lower levels of complexity are preferable

· Current as well as anticipated adoption rate – some methodologies have better adoption rate in the telecom industry than others. Anticipated adoption rate, as well as current adoption rate have to be considered when evaluating a particular 3GPP security assurance methodology

· Third party or self certified testing options – some methodologies allow self certification by manufacturers, while some other schemes allow only third-party certification by dedicated agents. This property has to be considered when evaluating a particular 3GPP security assurance methodology

· Ability of the 3GPP security assurance methodology to provide measurable results – measurable results of the certification process is considered to be one of the important properties which has to be considered when evaluating a particular 3GPP security assurance methodology

· Capability of the 3GPP security assurance methodology to allow specifying a set of tests to be performed on the target nodes – this possibility is fundamental to verify if security requirements are correctly implemented on the target nodes.

· Ability of the 3GPP security assurance methodology to support different security assurance levels. 

Editor’s note: Elaboration on what security assurance level means is FFS. The levels need to capture both assurance levels and security levels independently.

· Ability of the 3GPP security assurance methodology to focus on the part of the network product which is relevant for the evaluation of the network product according to SECAM (‘scoping of network product’).

Editor’s Note: It is ffs what is relevant for evaluation according to SECAM, in particular whether it suffices for such an evaluation to evaluate against SASs, or whether the evaluation can go beyond this and consider threats not addressed by any SAS.
· Effort, e.g. "time", "money", "human resource", required for the continuous usage and maintenance by 3GPP of the security assurance methodology.
****************END OF CHANGES***************
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