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Abstract of the contribution: This document discusses the environment of functions and nodes.

1. Introduction

In the discussion around Security Assurance Methodologies there seems to be some confusion regarding which features that are relevant for the method itself and which features that are relevant for the Security Assurance Specifications (SAS:es) that are produced by the method. This contribution focuses on two such aspects:  the location/environment of the 3GPP defined functionality and the assumed attackers and the dependence between these two.

2. Discussion
In contributions circulated by email prior to this meeting, the issue of the operational location/environment (e.g. RAN vs CN) of the 3GPP functionality is discussed. Also, the concept of “logical” and “physical” attacks toward the 3GPP functionality is discussed.

The environment/location of the 3GPP functionality clearly is relevant since in a more exposed environment, more security functions are typically needed to reach a desired level of security and assurance. In an exposed environment, not only logical attacks, but also physical attacks could be used to compromise the security. However, it should be noted that whether a certain environment is considered exposed or not is dependent on who the attacker is assumed to be. The RAN may be considered exposed to most type of attackers. The CN, on the other hand, enjoys a high level of protection against physical attack from outsiders (hackers, end-users, etc), but the CN may still be considered exposed if one considers different types of insider attacks. Even if the operator’s own personnel is assumed 100% trustworthy, there could be other, non-operator personnel (e.g. various forms of maintenance personnel) having access to CN sites who, at least in theory, could gain physical access to nodes, their interfaces, etc.

It is not the intention of this contribution to establish that insider attacks must be considered in the SAS:es produced by the methodology. Clearly, there are situations where insider attacks have such low probability/risk that they can be excluded. Rather, the point this contribution tries to make is that the methodology chosen should have the ability to capture different attacker models, and be flexible in defining different operational environments of the nodes.

In other words, the current discussion, aiming to define a few different operational environments, is very useful since it defines test cases that the methodology must be able to handle. But the actual task of defining the operational environment (and which security assumptions that can be made in a certain environment) is really a crucial step that should be part of the assurance methodology itself.

Today, it seems likely that the first SAS:es produced by the chosen methodology will have a small number of different attacker models and only address a few (maybe just two) types of operational environments. But over the years, different technical developments have occurred that suggest that these may not be cast in stone for all future. For example one can mention relocation of functions between CN and RAN, femto cells, non-3GPP access integration with 3GPP core, etc. Also business-wise we have seen new models, e.g. separation of access provider, connectivity provider and service provider roles, the distinction of trusted vs non-trusted non-3GPP access, etc. 

Even in situations where only one or two attacker/environment models are necessary, there is point in having the model well-defined and well-documented. Specifically, it makes it possible to trace security requirements back to attacker/environmental assumptions and verify that the security requirements are sufficient. This may not be possible if the model(s) used are more of “implict” nature.  For example, most systems rely, at the lowest level on some “hardware root of trust”. It must be possible to obtain assurance that the physical protection of this root is at least as high as that required to thwart attackers with a given assumed attack potential. Even if 100% protection can not be ensured, a well-defined model still enables one to analyze residual threats/risks and to, possibly, reduce the remaining attack potential of the attacker by appropriate technical means.

Therefore, it appears prudent that the methodology chosen is able to define and address also other attacker models and operational environments, besides the currently foreseen ones, thereby making the methodology robust and future proof.  

3. Proposal
It is proposed to add parts of the discussion above to the attacker model section of the TR. 

It is also proposed to agree that one criteria for comparing the methodologies is how they can cope with definition of attacker model and operational environment. 

********************** 1st CHANGE ***************************

4.3 
Threat and attacker model for the Security Assurance Study

Editor’s Note: This subsection will give an overview of the threat and attacker model to be addressed by this study. This should help to verify that the chosen methodology will be able to cover requirements for all kind of threat being considered to be relevant to cover.
4.3.1
Attacker potential

The security functions needed to reach a needed level of resistance is dependent on the abilities of presumed attackers. The more powerful and knowledgeable potential attackers are, the more and stronger security measures are needed to counter the types of attacks they might launch.

 One aspect to consider is the location/environment of the 3GPP-defined functionality.  In an exposed location/environment it becomes difficult to rule out any specific form of attacker. In a highly protected location on the other hand, the only potential attackers with physical access are insiders. Insiders are often more knowledgeable than outsiders about technical properties (e.g. implementation details) of the 3GPP-defined functionalities. It is common to mitigate the risk of insider attacks by organizational policies, wetting of employees, etc - in which case no additional technical means of defense are usually needed. However, in some situations (e.g. access through 3rd party maintenance personnel), it may be necessary to consider additional security measures mitigating the risk of insider attacks.
 In order to be able to assure that a sufficient security level is met, it is necessary to state in a well-defined way in which environment the 3GPP-defined functionality is assumed to be operating and what types of attackers (if any) may be able to launch attacks from the outside as well as from the inside of this environment.
**********************END OF 1st CHANGE***************************

********************** 2nd CHANGE ***************************
6
Criteria for the evaluation of the methodologies

Editor’s Note: This chapter will list the criteria that will be used to evaluate the proposed solution (type of attacks conducted, reproducibility of the tests, costs, international recognition, need for coordination with other bodies ...) 

Editor’s note: Part of the methodologies relates to producing SAS another part of the methodologies relates to evaluating how product are fulfilling requirements of these SAS. Criteria’s addressing both aspects have to be defined.

The 3GPP security assurance methodology under consideration should be evaluated based on the following evaluation criteria: 
Editor’s Note: The following is a non- exhaustive list of criteria to be used for evaluation of 3GPP security assurance methodologies. Each entry in this list has to be further opened and explained to limit misunderstanding.
· Reproducibility – ability of a particular 3GPP security assurance methodology to produce identical certification result when applied to the same target at a different time, place, or by a different certification body (agent)

· Repeatability (or test-retest reliability) – ability of a particular 3GPP security assurance methodology to produce in the same test environment results which are repeatable

· Ability to model different attacker potentials and different operational environments, allowing traceability and verification of security requirements’ sufficiency with respect to attacker/environmental assumptions.

· Current as well as anticipated international recognition – an official acknowledgement and appreciation of a particular 3GPP security assurance methodology by various agencies, consortia, and standard bodies belonging to more than one country. Anticipated international recognition, as well as current international recognition have to be considered when evaluating a particular 3GPP security assurance methodology

· Coordination with other standards bodies – established use or consideration for certification by standard bodies other than 3GPP 

· Expandability – ability of a particular 3GPP security assurance methodology to be expanded to a different industry

· Component isolation and the ability to reuse pre-certified components – ability to isolate a component of a system for its certification and subsequent re-use as a pre-certified element of another system

· Duration and complexity (cost) of testing cycle – each 3GPP security assurance methodology has anticipated complexity and duration of its testing cycle. In many circumstances, shorter anticipated duration and lower levels of complexity are preferable

· Current as well as anticipated adoption rate – some methodologies have better adoption rate in the telecom industry than others. Anticipated adoption rate, as well as current adoption rate have to be considered when evaluating a particular 3GPP security assurance methodology

· Third party or self certified testing options – some methodologies allow self certification by manufacturers, while some other schemes allow only third-party certification by dedicated agents. This property has to be considered when evaluating a particular 3GPP security assurance methodology

· Ability of the 3GPP security assurance methodology to provide measurable results – measurable results of the certification process is considered to be one of the important properties which has to be considered when evaluating a particular 3GPP security assurance methodology

· Capability of the 3GPP security assurance methodology to allow specifying a set of tests to be performed on the target nodes – this possibility is fundamental to verify if security requirements are correctly implemented on the target nodes.

· Ability of the certification methodology to support different security assurance levels. 

Editor’s note: Elaboration on what security assurance level means is FFS. The levels need to capture both assurance levels and security levels independently.

**********************END OF 2nd CHANGE***************************

