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Abstract:

SA3#69 sent an LS to CT1 and RAN2 in S3-1211770 (C1-124626) about a new variant of KeNB re-keying (proposed for Rel-12, cf. latest version in S3-130146, which was postponed at SA3#70). 

SA3 thanks CT1 for their reply LS in S3-130055 (C1-124636). 

The present LS provides answers to the questions in C1-124636.
1. Reply to the questions in CT1’s LS C1-124636

CT1 had the following questions:

· “CT1 would also like to know if SA3 has considered other solutions to address this problem.” [i.e. the proposed new variant of KeNB re-keying]

SA3 would like to respond that SA3 has considered the following solutions: 

· just using the existing KeNB re-keying procedure, which, however, has the drawback of an extra AKA run; 
· leaving KeNB re-keying without AKA to MME implementation as no other entity is affected. However, it is easy to get security procedures wrong and forget e.g. the need of an extra NAS SMC run, which would lead to a security vulnerability due to lack of key freshness. It is therefore advisable to standardise a security procedure. 
· “It is unclear [to CT1] whether changes to other sections, i.e. in addition to section 5.4.3.1, within TS 24.301 is needed or not at this time.”  

SA3 would like to respond that SA3 still does not see any other needed changes, but it is, of course, up to CT1 to decide. 

2. Actions:

To CT1 group:

ACTION: 
CT1 is kindly asked to take note of the answers to CT1’s questions provided in the present LS.

3. Date of Next SA3 Meetings:

SA3#71
8 – 12 April, 2013
Valencia, Spain
SA3#72
8 – 12 July, 2013
China
