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1. Introduction

This document discusses self-certification and tries to give a proposal.

2.  Analysis
In order to clean up self-certification, the following three issues should be clarified:

(1) Should supporting certification be a criterion for evaluation of methodologies?
(2) Should self-evaluation be a requirement for all methodologies?
(3) What is the difference between self-evaluation and self-evaluation with third party certifications?

The analyses for the above three issues are as follows:
As shown in section 4.x.3.3 and figure 4.x.3.1-1 copied below, the vendor can take the Certification Authority role; this is what sometimes referred to as "self-certification". It only makes sense for the vendor to take on the Certification Authority role if the vendor simultaneously takes on the evaluator role. The Certification Authority role can also be taken by an independent entity, e.g., GSMA, NVIOT or CCRA, which would in this case be a third-party certification.
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Figure 4.x.3.1-1 Roles involved in the security assurance process. The text "- OR –" in the figure indicates that the evaluation report may be provided directly to the operator or that it may be subject to certification first.

As it can be seen on the diagram above, the self-certification step corresponds to giving directly the self-evaluation report from the vendor to the operator. So the wording “self-certification” is a synonym to “self-evaluation” only. As this wording is not used anywhere else in the Security Assurance world, it is proposed not to use the wording “self-certification” anymore in the TR to avoid confusion.

The following text and table will clarify the differences between “self-evaluation” only (formerly called self-certification) and self-evaluation with third party certification of the evaluation results.

(1) Should supporting certification be a criterion for evaluation of methodologies?
Some methodologies can support third-party certification; other methodologies support only self-evaluation without certification of the results. In order to select the methodology, supporting certification should be a criterion since it will impact the methodology selection.  
(2) Should self-evaluation be a requirement for all methodologies?
Not all existing methodologies accept self-evaluation. For example, CC only supports third-party evaluation and certification. Thus methodologies that only support third-party certification will be excluded if self-evaluation is a requirement. 
Therefore support of self-evaluation should not be a requirement for evaluation of the methodologies.
(3) What is the difference between self-evaluation and self-evaluation with third party certifications?

The analysis of the two approaches considers the following dimensions: certification authority, time and cost effectiveness, confidence of assurance level. The analysis is as follows:
	No.
	Dimension
	Self-evaluation 
	Self evaluation + Third-party certification 

	1
	Certification Authority
	None
	Authorized existing certification authorities (e.g., GSMA, NVIOT or CCRA)

	2
	Time and cost effectiveness
	The self-evaluation only time and cost can be controlled by the vendors.
	The third-party certification authority needs to understand the target of evaluation and to be able to decide if the evaluation report gives sufficient evidence that a proper evaluation of the network product has been conducted. 

Cost and time is increased due to the third-party certification, but can be fixed as the evaluation is carried out by the vendor.

	3
	Confidence of assurance level
	The assurance level can be abused.
	High confidence in compliance with the assurance level.


It can be seen from the above table that the third-party certification provides a higher confidence of the assurance level while avoiding the time and cost of third-party certification. 
 Conclusion
From the above analyses, we can find that self-certification should be an optional criterion for evaluation of the methodologies. 

3. Proposal
We would like to propose the above analyses should be included in annex as information. The changes are as follows.

********************** 1st CHANGE ***************************

Annex Y:
Self-evaluation and Self-evaluation with Third-party Certification Analysis
As shown in section 4.x.3.3 and figure 4.x.3.1-1 copied below, the vendor can take the Certification Authority role; this is what sometimes referred to as "self-certification". It only makes sense for the vendor to take on the Certification Authority role if the vendor simultaneously takes on the evaluator role. The Certification Authority role can also be taken by an independent entity, e.g., GSMA, NVIOT or CCRA, which would in this case be a third-party certification.
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Figure 4.x.3.1-1 Roles involved in the security assurance process. The text "- OR –" in the figure indicates that the evaluation report may be provided directly to the operator or that it may be subject to certification first.

As it can be seen on the diagram above, the self-certification step corresponds to giving directly the self-evaluation report from the vendor to the operator. So the wording “self-certification” is a synonym to “self-evaluation” only. As this wording is not used anywhere else in the Security Assurance world, it is proposed not to use the wording “self-certification” anymore in the TR to avoid confusion.

Editor’s note: Self-certification is still used in section 6 of the TR. It shall be fixed.

The following text and table will clarify the differences between “self-evaluation” only (formerly called self-certification) and self-evaluation with third party certification of the evaluation results.

(3) Should supporting certification be a criterion for evaluation of methodologies?
Some methodologies can support third-party certification; other methodologies support only self-evaluation without certification of the results. In order to select the methodology, supporting certification should be a criterion since it will impact the methodology selection.  
(4) Should self-evaluation be a requirement for all methodologies?
Not all existing methodologies accept self-evaluation. For example, when the CCRA recognition is needed, the CC framework only supports third-party evaluation and certification. Thus methodologies that only support third-party certification will be excluded if self-evaluation is a requirement. 
Therefore support of self-evaluation should not be a requirement for evaluation of the methodologies.
(3) What is the difference between self-evaluation and self-evaluation with third party certifications?

The analysis of the two approaches considers the following dimensions: certification authority, time and cost effectiveness, confidence of assurance level. 
NOTE: 
This analysis  is not intended to value self-evaluation based methodologies or self evaluation + third-party certification based methodologies but to look at what the trade-off in terms of cost, time and assurance level is, in case there is a third party certification at the end of the process or not.
The analysis is as follows:
	No.
	Dimension
	Self-evaluation 
	Self evaluation + Third-party certification 

	1
	Certification Authority
	None
	Authorized existing certification authorities (e.g., GSMA, NVIOT or CCRA)

	2
	Time and cost effectiveness
	The self-evaluation only time and cost can be controlled by the vendors.
	The third-party certification authority needs and to be able to decide if the evaluation report gives sufficient evidence that a proper evaluation of the network product has been conducted. 

Cost and time is increased due to the third-party certification, but can be fixed as the evaluation is carried out by the vendor.

	3
	Confidence of assurance level
	The assurance level can be abused. More confidence in the assurance level can be achieved if the methodology mandates accreditation of the evaluator in order to demonstrate they have the skills, working practices and resources to conduct the evaluation (e.g. using aquality standard ISO 17025, ).
	High confidence in compliance with the assurance level. 



It can be seen from the above table that addition of third-party certification at the end of the process provides a higher confidence of the assurance level but increases time and cost. 
**********************END OF CHANGE***************************
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