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Abstract of the contribution: This document discusses the environment of functions and nodes.

1. Introduction

This document is the output of the evening drafting session held on Thursday 24th of January aiming at merging S3-130031;S3-130148;S3-130028;S3-1301191;S3-13011 according to the plenary meeting discussion. This could not be completed fully in the evening session time but the changes below were agreed by all participants. The definitions were not dealt with.
2. Merging work left
S3-130148 (initial)

For non-exposed nodes or functions, the methodology study shall not assume the security environment being dependent on the type of node or on its location. In reality, the exact security environment may or may not vary, dependent on location, as well as it may vary in its details between operators. However the exact threat scenario for each node in the 3GPP system may also differ. To sum up all possible differentiation aspects would become an intractable task, if playing with the full range of threat or location parameters. Instead, robustness against some uncertainty and variability in the environment shall prevail. A single, common baseline of environmental network security shall be assumed for all non-exposed locations, nodes, or functions.
Merged proposed during the session but not completely discussed due to lack of time. This text has revision marks in  the pCR below.
Consequences

From the above analysis, the environment (i.e. the physical location and the logical network location) needs to be taken into account when defining the SAS to be applied to a particular network product. To sum up all possible differentiation aspects could become an intractable task, if playing with the full range of threat or location parameters. Instead, robustness against some uncertainty and variability in the environment shall prevail.
As a result, one or several baseline SAS will be associated with each network product. Security requirements due to exposed physical location will be defined in specific additional SAS. 
Editor’s Note: It is FFS in which cases these additional modules will be optional or mandatory.
3. Definitions left
According to plenary discussion the following Editor’s note was agreed in section 4.1.3 during the evening session. 

Editor’s note: None of the definitions of remote accessibility and physical location are complete as long as the attacker model is not defined.

The new text agreed in the evening session clarifies the concept and it is questionable if definition below will add clarity at this stage.
Initial definition from S3-130191

Physically exposed location node: A node that can be physically accessible to an attacker to tamper with
Logically exposed location node: A node that can be logically accessible to an attacker to tamper with due to low/lack of logical security measures in the environment or due to inaccessibility of the environment itself.
Initial definition from S3-130111

Non-exposed location node: A node intended as both physically and logically protected by the operator, with physical and logical access rights well controlled
4. Proposal
It is proposed that SA3 approves the changes in the pCR below for inclusion into the TR and to discuss the merging work to be left as described in section 2 and to leave out definitions for this meeting.
***** First change ****

4.1.3
Environment of functions and nodes
Physical  location of functions and nodes

3GPP functions in the core network have traditionally been considered to be placed in secure location. Their locations are considered trusted to not be physically accessible to attackers. Functions and nodes physically located in secure locations, such as in the core network, must be considered to be safe from physical tampering. The requirements on functions/nodes in the RAN may in most cases not make this assumption.

A problem here is that functions may be located in both the core network and in the RAN depending on implementation. Therefore more than one type of SAS may apply to a single function (if that is the chosen target) depending on the deployment of the function. For example, one SAS module could describe requirements for only the physical protection of a function/node, whereas a second SAS module may describe the requirements for only the function provided. If the node is built to be located in a physically vulnerable location then the first SAS and the second SAS are applied. If the node is built to be located in physically secure location, then only the second SAS is applied
For example, RNCs located in so called exposed locations are required to implement IPsec to protect the backhaul like just like eNBs, whereas when the RNC is not in an exposed location the requirement on IPsec  would not always be necessary when the Iu interface could be assumed to be physically secured (cf  TS 33.210[x]).  

Remote exposure of functions/nodes in the network architecture
3GPP functions of which at least one interface is accessible from outside the network security domain can be considered to be in a more hostile location than nodes assumed to be only accessible from within the network security domain.  For example, a PGW is accessible from some PDN, and can then be attacked via this network. To prevent this attack, a firewall might be needed. But in case there is no firewall, the PGW is required to properly filter incoming traffic. Therefore, the network architecture and remote accessibility significantly influences security requirements. 

Editor’s note: None of the definitions of remote accessibility and physical location are complete as long as the attacker model is not defined.
The figure below describes possible combination of remote and physical exposure.

Editor’s note: It is FFS whether security measures should be taken into account when determining the degree of exposure according to the definitions above..
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Figure X: Title TBD
Consequences

From the above analysis, the environment (i.e. the physical location and the logical network location) needs to be taken into account when defining the SAS to be applied to a particular network product. To sum up all possible differentiation aspects could become an intractable task, if playing with the full range of threat or location parameters. Instead, robustness against some uncertainty and variability in the environment shall prevail.
As a result, one or several baseline SAS will be associated with each network product class. Security requirements due to exposed physical location will be defined in specific additional SAS. 
Editor’s Note: It is FFS in which cases these additional modules will be optional or mandatory.

4.1.4
Relationship between network products “classes”, SAS and 3GPP functions

Editor’s Note: 
· When defining a network product class it needs to be defined which 3GPP functional entities or part of 3GPP functional entities are within this network product class

· SAS will have to be developed in a modular fashion such that an individual module is generic enough to be applied to more than one network product class

· In a third step it would be decided which SAS modules applies to which network product classes
***** End of first change ****
