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Abstract of the contribution: This contribution proposes a clarification to the security requirements on the integrity and confidentiality protection of small data transmission
Discussion 
Currently the security requirements for small data transmission includes the following sentence
“The small data should be integrity protected (for 3G/LTE system) and may be confidentiality protected.”

The sentence mixes two different cases, that is the general case of requiring confidentiality protection with the case of using NAS messages in either LTE or UMTS to deliver the data when there is a requirement for integrity protection. Hence it is proposed to split the confidentiality and integrity protection requirements into two separate sentences and qualify that the integrity protection requirement only applies in the case of using NAS messages to deliver the small data.

A pCR implementing those changes is given below and it is proposed SA3 approve the pCR for inclusion in the TR.

pCR 

5.8.3 
Security requirements 

The small data transmission  using small data encapsulation in the NAS payload  have to be protected against overloading attack on MME  for EPS. 

Editor’s note: How to provide NAS DOS protection for small data transfer is FFS. Dedicated MME can be considered as one option.

The small data should be integrity protected (for 3G/LTE system).
Editor’s note: The above requirement is ffs, i.e. whether to integrity protect either the payload of the small data message or the whole small data message for the benefit of protecting the network and/or the data itself.
The small data may be confidentiality protected. 

Editor’s note: How to provide confidentiality and integrity protection for small data transfer should be studied when there is no pre-established security context.
The 3GPP network should be able to determine that the SCS is authorized for small data transmission over Tsp interface.

     Editor’s Note: It is ffs whether 3GPP networks need to distinguish the small data and how that can be achieved.
