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1
Introduction
The work on IMS media security has been progressing nicely. RTP based media is protected using SRTP, MSRP based media will be protected using TLS, and BFCP based media will be secured using TLS. 

However, UDPTL based T.38 fax has not been discussed or considered. T.38 is an ITU recommendation for allowing transmission of fax over IP networks in real time and to allow interworking with the legacy PSTN T.30 fax protocol. UDPTL (UDP Transport Layer) is the predominant means for transporting T.38 data over IP networks and 3GPP has specified the usage of UDPTL transport for T.38 fax.
Although the use of fax is declining globally, it still has very strong support in Japan were fax machines can be found in virtually all business and in 59 percent of Japanese homes. In many countries, faxed signatures have special legal status and fax machines enjoy continuing support as the only option to instantly transfer a legally binding signature.

There are no RFCs related to securing UDPTL, but as UDPTL runs over UDP, the obvious choice is to use DTLS in a similar manner as has been done with TLS for MSRP and BFCP. DTLS should be keyed in the same way as TLS, i.e. with self-signed certificates or MIKEY-TICKET.
To indicate secure fax a new proto identifier would likely be needed (e.g. “UDP/TLS/UDPTL”), which would require a standards track RFC. For transport, the parts in RFC5763 related to NAT and certificate fingerprint checking could be reuses. But these are non-security stage 3 issues for CT1 to decide. 
2
Conclusion

As fax has a special legal status in many countries and enjoys continuing support, specification of secure fax is needed. The best transport protocol for secure fax is UDPTL/DTLS together with self-signed certificates or MIKEY-TICKET in a similar way as is done for MSRP and BFCP.

3
Proposal
The following text is proposed for inclusion in the TR.

4
PCR
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X
IMS T.38 fax
X.1
Introduction

The transmission of fax over IP networks is specified in the ITU-T recommendation T.38 [x1] and uses either TCP or UDP for transport. T.38 allows transmission of fax over IP networks in real time and allows interworking with the legacy PSTN T.30 fax protocol. For the TCP transport, IFP (Internet Fax Protocol) is encapsulated in TPKT. For the UDP transport, IFP data is encapsulated in either UDPTL (UDP Transport Layer) or RTP.  The purpose of UDPTL and RTP is to provide sequence numbering and packet redundancy (to cope with packet loss).
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Figure X.1–1: Packet structures for T.38 fax transmission

UDPTL (UDP Transport Layer) is the predominant means for transporting T.38. For IMS, a profile of T.38 fax is specified in Annex L of TS 26.114 [x2]. This profile only supports UDPTL/UDP transport.
A T.38 fax call is established in SIP/SDP similar to how an audio or messaging session is established. The media line is constructed somewhat differently depending on the protocol that is used for transmission.

m=audio 49170 RTP/AVP 100 101

a=rtpmap:100 t38/8000

a=rtpmap:101 parityfec/8000

a=...

m=image 49170 udptl t38
a=...

m=image 49172 tcp t38

a=...

Figure X.1–2: Example SDP offering all T.38 fax transmission alternatives 
(some parts of the SDP offer have been excluded)

X.2
Use cases

As fax has a special legal status in many countries and enjoys continuing support, specification of secure fax is important. As most faxes are still connected to PSTN, the primary use case is seen as a fax call between an IMS UE and a PSTN/CS fax terminal. In order to support this use case media protection needs to start at the IMS UE and be terminated before or at the PSTN GW. Fax calls between two IMS UEs is another possibility but is not as common, and in this case there exist other alternatives like attaching the fax in an email or instant message using ITU-T recommendation T.37.

X.3
Analysis
Three potential solutions for securing IMS T.38 fax calls can be immediately identified:

· Change the IMS transport protocol to IFP/TPTK/TCP and use TLS for protection together with the fingerprint mechanism described in RFC 4572 [x3] or MIKEY-TICKET.
· Change the IMS transport protocol to RTP/UDP and use SRTP for protection together with SDES or MIKEY-TICKET.
· Continue to use UDPTL/UDP for transport and use DTLS [x4] for protection together with the fingerprint mechanism described in RFC 5763 [x5] or MIKEY-TICKET.
Out of these, the last solution is seen as the best one. It uses the same UDPTL/UDP transport as is currently used in IMS and the impact on existing implementations should therefore be small. Implementing e2ae with any of the other solutions would require the IMS UEs to support T.38 fax over IFP/TPTK/TCP or RTP/UDP which is not widely implemented or used. The PSTN GW (or IMS-AGW) would also need to support and perform protocol conversion to and from T.38 fax over IFP/TPTK/TCP or RTP/UDP. A solution based on DTLS similar to the TLS based solution for e2ae protection of MSRP and BFCP is described in detail below.

X.4
E2ae security for T.38 fax using DTLS

This solution is very similar to the e2ae solution for MSRP described in clause 8.3.2.4.2. In this solution, T.38 fax using UDPTL/UDP transport is secured e2ae between IMS UE and IMS-AGW by usage of DTLS (RFC 6347 [X4]). The solution leverages IMS control plane security by using self-signed certificates and exchanging the certificate fingerprints via SIP/SDP. Usage of the “P-Asserted-Identity” header provides secure identification of the other endpoint. The parts in RFC 5763 [x5] related to NAT and certificate fingerprint checking could potentially be reused.
Support for e2ae security for T.38 is indicated during registration in the same way as specified for RTP and MSRP based media. It is done independently from the indication of support for e2ae security for RTP or MSRP based media, and uses its own indications "e2ae- security for T.38 supported by the UE" and "e2ae-security for T.38 supported by the network" (the syntax is to be defined in the corresponding stage 3 specification).
The originating IMS UE specifies “UDP/TLS/UDPTL” and an “a=fingerprint” attribute in the SDP offer. Moreover, the IMS UE adds an SDP attribute "e2ae-security requested by UE" indicating the request for e2ae security to the description of the T.38 fax call. The network inserts the IMS access gateway into the media path. The IMS access gateway terminates DTLS properly, using its own certificate (the fingerprint of this certificate is returned to the originating IMS UE in the SDP answer). From the IMS access gateway in the direction towards the terminating IMS UE, plain UDP may be used on the next hops, assuming that the interfaces are protected. 
Editor’s Note: How to indicate the use of secure T.38 is non-security stage 3 issues left for CT1 to decide, but a new proto identifier "UDP/TLS/UDPTL" would require a standards track RFC.
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11.Y
IMS T.38 fax security
This clause includes the conclusions and recommendations for normative work on the media security enhancement for IMS T.38 fax security. The following method is concluded to be specified:

-
For end-to access edge (e2ae) security, the DTLS based mechanism using fingerprints is to be adopted. In this solution, which leverages IMS control plane security, DTLS is terminated in the IMS access gateway controlled by the P-CSCF. IMS UE and network exchange e2ae security indications during IMS registration and session set-up in the same way as for RTP and MSRP based media. It is done independently from the indication of support for e2ae security for RTP or MSRP based media, and uses its own indications. For details see clause X.4.
***
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