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This comment contribution shows how existing GBA – OpenID intworking could be re-used to provide two-factor authentication if such is desired. 
Abstract of the contribution: 
This PCR is proposing adding an example call flow for the new use case in support of the two-factor authentication scheme. Such use case enables MNOs to leverage their ability to authenticate the access subscription in order to provide Identity Provider service to Over-The-Top service providers and enterprises. The proposed use case is discussed in length in the companion Discussion Paper (S3-130038.)

1. Proposal

An example call flow to support the new use case described in the DP S3-130038 is provided below
*********** BEGIN CHANGE 1 **************

8.3
<Solution Y>

8.3.1
Rationale for solution 
Editor’s Note: The purpose of this clause is to justify why the solution should be considered in the present study, e.g. if it is an existing solution, or in case of a new solution there needs to be justification why a new solution is proposed. 
8.3.2
Solution description

Example Call Flow for the Proposed Solution 

The following call flow presents functional entities and a sample message exchange using as an illustration, GBA to ensure a secure two-factor authentication scheme.
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Description of the steps:

1. A User wanting to access a service controlled by an OTT Service Provider (OTT) is requested by the OTT to perform a user authentication. As a result of it, an authentication based on username and password is performed.

2. The OTT, then generates a Nonce (NOTT) with a certain lifetime, and sends it to the Mobile Terminal (MT). The NOTT is encrypted by means of the User password or using a hash of it.

3. On receiving the NOTT, the MT forwards the NOTT to the UICC and initiates the GBA process.

4. The GBA process is carried out between the UE and the MNO, based on AKA. The UE transports the encrypted NOTT from the UE to the MNO provisioned IdP server as part of the GBA exchange.
5. The MNO provisioned IdP server on receiving the NOTT from the UE sends it to the OTT.

6. The OTT decrypts the NOTT and verifies that the NOTT it received from the MNO provisioned IdP server and the one that was originally sent by the OTT to the UE in step 2 are the same. If so, the 2-factor authentication is completed.
Ericsson Comments: We do not believe two-factor authentication using username/password as the first authentication meets the SA1 requirements ”to ensure the presence of the registered user of the data application” as is explained in comment contribution S3-130186. 
However, IF such two-factor authentication would be desired anyway, it could be achieved  by re-using the existing GBA – OpenID interworking. This could be done by adding username/password authentication to the process before GBA –OpenID interworking takes place. 
The figure below is taken from TR 33.924 with additional username/password authentication added as a new step 0 (in red).
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Figure 4.4.1-1
Interworking message flow for GBA / OpenID from TR 33.924 [modified]. 

************** END CHANGE 1 ****************
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As part of Step 4 UE forwards the encrypted nonce NOTT to the MNO inside GBA exchange that also contains the OTT information


6. OTT decrypts the encrypted nonce NOTT  received from MNO and compares it with the NOTT issued at the beginning of the exchange.


The UE is authenticated using GBA. The MNO  includes the following components in its bootstrapping architecture:
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