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1
Introduction

The solutions for group based security features of machine type communication are discussed in last meeting. One of the security solution group based feature is using MBMS. At that time the limitation of using MBMS is pointed out and authenticating UE as a group is suggested. This proposal illustrates the other way to resolve this limitation and to protect machine type communication as group. 

2 
Proposal
The following text is proposed for inclusion in the TR as a group security solution for MTCe( Machine type and other mobile data applications communications enhancements).  
3
PCR
*** 1st Change ***
5.7
Group Based Feature

5.7.4
Solutions

5.7.4.3
Solution 3: MBMS based method

MBMS security can provide shared key for data transferring. So it can be used to protect the group message transferred from one MTC application server/MTC SCS to multiple UEs in the group when the UEs use shared secret keys for transferring. 

Otherwise, when all UEs in one group need to be authenticated together, or UE wants to communicate with MTC application server/MTC SCS/network individually, or UEs wants to send uplink data, the current MBMS security solution can’t be applied.

5.7.4.4
Solution 4: Authentication of UEs of a group

There arethree options to authenticate UEs of a group. One option is that network performs two steps authentication: the first is to identify the individual UE and the second is to associate this UE as a member of MTC group. Another option is that network authenticates all related UE in a group together at the same time, by which the authentication solution can be called as group authentication. If such group authentication is used, it can save network resource to combine the two steps into one step. The other option is that network recognizes UEs as one group using group identity or assigns identity to group members and authenticate them as a group for data communication thereafter.
Editor note: whether or not group authentication can save network resource is ffs. 

