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Abstract of the contribution:
This contribution is a discussion paper supporting the re-submission of two CRs on KeNB re-keying.  These CRs were postponed at SA3#69. If accepted they would permit changing a KeNB without having to run an authentication first.
1. Introduction
At SA3#69, there was a discussion about introducing another variant for KeNB re-keying. In the current version of TS 33.401, KeNB re-keying is possible only in two situations: 
· after a successful AKA run with the UE to activate a partial native EPS security context or  

· after handover from GERAN or UTRAN to re-activate a non-current full native EPS security context. 

The variant proposed in the CR in S3-121172added a third variant of KeNB re-keying that would not require an extra AKA run nor a preceding inter-RAT handover. But, in order to achieve the required freshness of KeNB, the new variant would require running a NAS Security Mode Command procedure (SMC) prior to the KeNB re-keying. Note, however, that a NAS SMC run would also be required for taking a new KASME after an AKA run into use.

 Not requiring the extra AKA run would take load off the HSS and off the air interface and save one roundtrip each on the corresponding interfaces. 
The new variant of KeNB re-keying was motivated at SA3#69 by observations on how to recover from certain S1-Handover failures, but it was remarked that this new variant might also be useful for other purposes, like e.g. in situations when a UE had been attached to the same eNB for a long period. Furthermore, it may also be useful when a re-keying procedure was interrupted by a handover (cf. companion paper S3-130135). Therefore no particular trigger conditions for the new KeNB re-keying variant are mentioned, and the CR in S3-130146is written in such a fashion that the new variant may be used according to the operator’s key refresh policy (which implies the possibility of not using it at all) without further restriction from the TS.

Only one change to the normative part was made in the CR in S3-130146compared to S3-121172: the sentence “The re-keying procedure creating a new KeNB from the current KASME shall not be used when either a partial native EPS security context from a successful AKA run or a non-current full native EPS security context after handover from GERAN or UTRAN is already available.” was added as it is preferable to take such native contexts into use. 

The CR in S3-121172 was accompanied by an editorial CR in S3-121171, clarifying the existing KeNB re-keying procedures, which is re-submitted to this meeting as S3-130145 without any changes in the normative part.

2. LS to CT1 and RAN2 from SA3#69 and initial reactions
SA3#69 sent the LS in S3-121170 to CT1 and RAN2 with the CRs in S3-121171 and S3-121172 attached. This LS explained possible (quite minor) changes that might be needed to TSs 24.301 and 36.331 from SA3’s point of view and asked these WGs “to provide feedback on the material in sections 1 through 4 of the present LS and, in particular, on the question whether you see any impact on the UE.” 
The changes identified in S3-121170 that may be needed to TSs 24.301 and 36.331 from SA3’s point of view are repeated in the Appendix to the present contribution for the convenience of the reader. Furthermore, one additional potential change to TS 36.331 that RAN2 may consider making, and that relates to text that may not have been fully accurate even for Rel-8, is also mentioned in the Appendix. 
CT1 reactions: 
CT1 has replied in C1-124636 stating:

· “CT1 does not see any impact on the UE due to this proposal.”
· “CT1 would also like to know if SA3 has considered other solutions to address this problem.” 
We propose to respond that SA3 has considered the following solutions: 

· just using the existing KeNB re-keying procedure, which, however, has the drawback of an extra AKA run; 
· leaving KeNB re-keying without AKA to MME implementation as no other entity is affected. However, it is easy to get security procedures wrong and forget e.g. the need of an extra NAS SMC run, which would lead to a security vulnerability due to lack of key freshness. It is therefore advisable to standardise a security procedure. 
· “It is unclear [to CT1] whether changes to other sections, i.e. in addition to section 5.4.3.1, within TS 24.301 is needed or not at this time.”  We propose to respond that SA3 still does not see any other needed changes, but it is, of course, up to CT1 to decide. 
RAN2 reactions: 

RAN2 has not replied with an LS yet, but discussed our incoming LS as document R2-125837. The complete text from the draft official meeting report v1.0 reads as follows: 

“LS on KeNB re-keying without a change of KASME (S3-121170; contact: NSN)
SA3

-
NSN suggests that companies should check whether such a change would be possible from RAN2 point of view. 

-
Samsung thinks that no changes may be needed at all. 

-
Ericsson wonders how urgent this is. ALU shares that view. NSN thinks that SA3 is already working on Stage-3 and could see a benefit if we indicate that we don’t see immediate problems but investigate it further. Ericsson would be more comfortable to discuss it further. 

=>
Can discuss next meeting so that companies have time to check.

=>
Will send a reply LS from next meeting. ”

So, no specific technical concerns were raised at that RAN2 meeting. As RAN2 intended to send a reply from their next meeting (which is one week after SA3#70), the assumption in RAN2 seemed to be that there would be enough time for RAN2 until then to study the issue. (By the way, the statement about SA3 working on stage 3 seems a misunderstanding as stage 3 is not within SA3’s remit.)
3. Proposal
It is proposed to
· agree the two companion CRs in S3-130145 and S3-130146 on the condition that CT1 and RAN2 raise no objections nor ask for more time at their meetings during the week following SA3#70;
· send an LS to RAN2 and CT1 explaining that, if they had any objections or needed more time, they should raise this in an LS to SA and SA3; in the absence of any such LS the attached CRs would be presented to the SA plenary in March for approval. Furthermore, the proposed replies to CT1’s questions, as outlined in section 2 of this document, and the Appendix to the present document should be included in this LS. 
Appendix ”Changes that may be needed to TSs 24.301 and 36.331 from SA3’s point of view”
Possible changes to TS 24.301 identified so far by SA3:

TS 24.301, clause 5.4.3.1, lists the purposes of the NAS Security Mode Control procedure. The purpose of running a NAS SMC just for updating the parameter ‘uplink NAS COUNT used in the latest NAS Security Mode Complete message’ (cf. section 2b) of this LS) is not listed in this clause and would have to be added.

Possible changes to TS 36.331 identified so far by SA3:

a) In TS 36.331, clause 5.3.5.4
 on “Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)”, the word ‘fresh’ would have to be deleted in the sentence 
“2>
update the KeNB key based on the fresh KASME key taken into use with the previous successful NAS SMC procedure, as specified in TS 33.401 [32];”. This corresponds to the change to TS 33.401 explained in section 2a) of this LS. An explanatory NOTE may be added to help people who compare old and new versions of TS 36.331.

b) In TS 36.331, clause 6.2.2 on “Message definitions”, the word ‘native’ would have to be deleted from the text explaining the keyChangeIndicator: “true is used only in an intra-cell handover when a KeNB key is derived from a native KASME key taken into use through the successful NAS SMC, as described in TS 33.401 [32] for KeNB re-keying…”. This is so because the current KASME used in KeNB re-keying without a change of KASME is not necessarily native. 

c) In TS 36.331, clause 5.3.1.2 on “Security”, it is stated: “The keyChangeIndicator is used upon handover and indicates whether the UE should use the keys associated with the latest available KASME key.” This may not be fully accurate even for Rel-8 as, in a situation after handover from UTRAN or GERAN (cf. section 1 of the present document), the latest available KASME key is the mapped key generated during handover, but the purpose of the KeNB re-keying after the handover is to re-activate a non-current full native EPS security context that was created before the handover, hence is not the ‘latest’.

We therefore suggest replacing the quoted sentence with the more accurate “The keyChangeIndicator is used upon handover and indicates whether the UE should use the keys associated with the KASME key taken into use with the previous successful NAS SMC procedure.” By making this change, TS 36.331, clause 5.3.1.2 would also become aligned with the existing text in TS 36.331, clause 5.3.5.4, cf. item a) above. 
But we would also like to mention that the change suggested in item c) is not especially required for the new variant of KeNB re-keying. 
















































