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Abstract of the contribution:
This contribution is a discussion paper showing that there has been a gap since Rel-8 in EPS security specifications regarding a KeNB re-keying procedure interrupted by a handover with MME change. The discussion paper is accompanied by CRs in S3-130138,40,42 proposing a remedy to the situation from Rel-10 onwards.
1. Discussion
Clause 7.2.9.2 of TS 33.401 describes KeNB re-keying. The re-keying procedure can be seen as consisting of two steps, from the MME’s point of view: 
(1) run a NAS Security Mode procedure with the UE; 

(2) run an S1 UE Context Modification procedure to deliver a freshly derived KeNB from the MME to the eNB. The KeNB derivation requires the COUNT value from the latest NAS Security Mode Complete message as freshness input.  
Clause 7.2.10 on “Rules on Concurrent Running of Security Procedures” considers the situation when the re-keying procedure is interrupted by a handover with MME change, i.e. when a new KASME is still taken into use by the old MME through a NAS SMC, but the handover occurs before a fresh KeNB based on the new KASME can be delivered to the eNB. The relevants parts of clause 7.2.10 are: 

“8.
When the MME has successfully performed a NAS SMC procedure taking a new KASME into use, but has not yet successfully performed a UE Context Modification procedure, which takes a KeNB derived from the new KASME into use, the MME shall include both the old KASME with the corresponding eKSI, NH, and NCC, and a full EPS NAS security context based on the new KASME in the S10 FORWARD RELOCATION message.

9.
When an MME receives a S10 FORWARD RELOCATION message including both the old KASME with the corresponding eKSI, NH, and NCC, and a full EPS NAS security context based on the new KASME the MME shall use the new KASME in NAS procedures, but shall continue to include AS security context parameters based on the old KASME in the HANDOVER REQUEST or PATH SWITCH REQUEST ACKNOWLEDGE message until the completion of a UE Context Modification procedure, which takes a KeNB derived from the new KASME into use. ”
A target MME does not necessarily run a new NAS SMC procedure after the handover. The target MME will do so for changing the NAS algorithms, but when the NAS algorithms stay the same no NAS SMC is required.

The gap in the specifications then consists in the fact that, if the target MME has not run a NAS SMC after the handover, the NAS COUNT value from the latest NAS Security Mode Complete message, which is required for deriving a fresh KeNB, is not available to the target MME as it is not transmitted in the S10 Forward Relocation Request message, cf. TS 29.274, clauses 7.3.1 and 8.38, and Figure 8.38-5. The specifications say nothing about how the target MME can obtain the required NAS COUNT value and derive a fresh KeNB in this case.
We believe this omission needs to be fixed. This could be done in several ways: 

1. The source MME includes the NAS COUNT value from the latest NAS Security Mode Complete message in the S10 Forward Relocation Request message in the situation described by step 8 of clause 7.2.9.2 of TS 33.401. 

Evaluation: This may have been the right thing to do in Rel-8, but, given that MME implementations are already out in the market today, it seems not possible to retrofit this parameter into Rel-8 specs. We propose, however, to suggest to CT4 including it as an optional parameter from Rel-12 onwards.
2. The target MME runs another NAS Security Mode procedure after handover, even if the NAS algorithms do not change, and before deriving a fresh KeNB and initiating a UE Context Modification procedure. In other words, the target MME would re-start a full KeNB re-keying procedure as described in clause 7.2.9.2 of TS 33.401. The target MME could first run another AKA (although the new KASME it received over S10 was taken into use just before the handover), or the target MME could use the KeNB re-keying procedure without a change of KASME described in the CR presented to this meeting in S3-130146 (which would be more efficient). 

Evaluation: The new variant of the KeNB re-keying procedure without a change of KASME was presented for Rel-12, and we would like to stick to that to minimise changes to earlier releases. Nevertheless, we feel that essential corrections to earlier releases pointing from clause 7.2.10 to clause 7.2.9.2 are appropriate, see companion CRs in S3-130138,40,42. As changes to Releases 8 or 9 require “frequent and serious mis-operation” we suggest adding the changes only from Rel-10 onwards. 

The formulation we propose to add in the CRs is “When the target MME does not have the COUNT value from the latest NAS Security Mode Complete message required for deriving a new KeNB available, and the target MME wishes to change the KeNB, the target MME shall run a KeNB re-keying procedure according to clause 7.2.9.2 of the present specification.” 

This formulation leaves open whether the required COUNT value could become available to the target MME through a NAS SMC it has run for changing the NAS algorithms or through an enhanced S10 message (so there is no dependency on CT4 decisions) and whether the target MME runs a KeNB re-keying procedure with or without a change of KASME. The same formulation could therefore be used for all releases.
2. Proposal
It is proposed that

· SA3 agrees the companion CRs in S3-130138,40,42. These CRs are independent of any decision by CT4. 
· SA3 sends an LS to CT4 describing the problem explained in this paper and suggesting to them to consider including the NAS COUNT value from the latest NAS Security Mode Complete message in the S10 Forward Relocation Request message as an optional parameter from Rel-12 onwards. The decision could be left to CT4 as it would be an optimisation. 
















































