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Abstract of the contribution:
This pCR removes Editor’s Notes as explained in the Reason for Change of the present document.  
1. Reason for Change

The TR contains a number of Editor’s Notes, mentioning topics for further study. In some cases, these notes refer to solutions that have not been chosen to be specified normatively in TS 33.328. We therefore propose for some of these Editor’s Notes to turn them into Notes. By this, it becomes obvious that further work is not intended currently, while still documenting the respective open issues in these solutions. 

We further propose to remove two Editor’s Notes that have been resolved in the meantime (by the agreed changes to TS 33.328 up to SA3#69).
2. Pseudo Change Request for TR 33.829, v
*************************START OF CHANGES*********************************
5.1.2

Immediate security observations/requirements

To secure an IMS conference the following should be considered:

-
Key management. The natural place to perform key management is in the MRFC. This means that media plane keys have to be transported from the MRFC to the MRFP over Mp, and that Mp should be protected. Other sensitive information (e.g. conference policies) may be transferred from AS to MRFC over Cr. The need for protection of SIP signalling over Mr' (or ICS – Mr) has to be evaluated. The required protection of the interfaces may be different for different key management solutions.
-
Rekeying. If a group key is used to protect media in a conference then it may be required to perform rekeying when a participant joins or leaves the conference; this to guarantee forward and backward security. The cost to do such rekeying may be high and it should be evaluated if and how such a service can be included in the secure conference service. The evaluation needs to be made per type of conference keying as the cost, complexity and relevance may differ between different solutions. One issue might be how to handle the beginning/end of a conference, where users join/leave frequently.
-
Mixer. Requirements may differ depending on type of mixer. In use cases when the mixer performs switching of the media rather then mixing, it may not be necessary to decrypt and re-encrypt the media in the mixer, but normally incoming media to the mixer has to be deciphered and the mixed output signal enciphered before it is sent out. 
In conference scenarios where the conference system sends a common media stream to all or many conference participants, it would from an efficiency point of view be favourable to encrypt the common media streams based on group keys available to all recipients. A typical example of a conferencing situation when this would be applicable is in a voice conference where all listeners receive the same mixed media stream from the conference centre. On the other hand, in other conference scenarios it might be so that e.g. an outgoing video stream is uniquely composed per end-point and adapted to the receiving ends capabilities. However, to support both cases described, key management solutions for secure conferencing should be specified forestablishment and use of both end-point unique and group keys.
--
Event packages. Conference event packages may carry security sensitive information and should thus be protected. This is explained in the security considerations chapter of RFC 4575 [17]. This means that NOTIFY messages carrying these event packages have to be protected when the trust model for the chosen key management solution requires it.
-
Floor control. Floor control messages may disclose information which is sensitive about who is speaking and may thus have to be protected. As BFCP is transported over TCP, securing TCP is similar to securing MSRP.

-
Conference server "internal" interfaces.  The existing conference solution "internal" interfaces are ICS – Mr, Mr', Cr and Mp, see Figure 5.1.1-1 above. These interfaces provide the required functionality to implement a secure conference solution. 

If and when protection of these interfaces is required, NDS/IP can be used. If e2e protection between AS and MRFC is required, the Mr' interface should be used.

-
Authentication of participating users and conference service. In some applications it may be essential that conference participants can authenticate the conference service and vice versa. In this way conference participants get assurance that they have been connected to a legitimate service. It may also be essential that the conference participants are securely informed about the other participants’ identities. 
*************************NEXT CHANGES*********************************
8.3.2.2.3
Hop-by-hop security for one-to-one session based messaging

In one-to-one session based messaging, a TCP connection may be established directly between two IMS UEs, without intermediate nodes. TLS for this TCP connection can provide e2e security for the message session (this is considered a special case of hop-by-hop security).

If key management is done using self-signed certificates, the network operator need not contribute to the media encryption (except for transporting the certificate fingerprint and the TLS handshake messages) and cannot access the cleartext media.

NOTE: Whether this approach complies to LI requirements has not been clarified during this study. Clarification was not necessary, as this approach has not been chosen to become part of a normative specification.
If key management is done by transmitting a PSK within the SDP as described above, the operator can facilitate lawful interception as he has access to the PSK and all exchanged information. 

As Figure 8.2.2.1-2 shows, a one-to-one messaging session may involve intermediate nodes, and several TCP connections in a chain to provide media transport. In this case, each TCP connection can be secured using TLS. The media protection is interrupted at each intermediate node in this scenario. The intermediate nodes can perform their assigned functions with access to the cleartext media.

The intermediate nodes must decrypt and re-encrypt all traffic in the message session. Besides their assigned functions, they could also provide unencrypted communication content for LI purposes.

If an IMS-UE establishes a media session indicating the protocol TCP/TLS/MSRP in the SDP without indicating the request for e2m security, this is considered as a request for hop-by-hop security between UEs as described in this clause.
*************************NEXT CHANGES*********************************

8.3.2.3
Session based messaging conferences

In this case, an MRF/AS acts as a conference server and distributes all messages sent by one participant to all the other participants in the session. Participants can join the session by sending an INVITE to the PSI (Public Service Identifier) representing the messaging session. The MRF/AS receives the P-Asserted-Identity of the inviting subscriber, so it can enforce that only authorized subscribers can participate in the session. In case the subscriber sending the INVITE does not reveal his identity, the MRF/AS may reject the INVITE by sending a 433 "Anonymity disallowed".

In any messaging conference, participants may use e2m security for messaging. This is transparent for the conference server.

NOTE: 
A UE may also implement a conferencing service, and may use e2m security, transparently for the participants. However, this is not in the focus of this specification.
A conference server may also be configured to accept only TCP connections secured by TLS for a specific messaging conference. In the "dial-in" case, it can enforce usage of TLS by rejecting INVITEs that do not specify TCP/TLS/MSRP as the media protocol. In the "dial-out" case, it can enforce the usage of TLS by specifying TCP/TLS/MSRP as the media protocol. However, this does not guarantee that the media is secured on all transport hops, as intermediate nodes may exist between the conference server and the participating UEs that terminate media protection and relay media onto unprotected TCP connections towards UEs. 

On the other hand, a UE (or a messaging conference server) that establishes an MSRP session using TCP/TLS/MSRP as the media protocol and does not use e2m security as specified above, may expect the network not to change the transport to TCP/MSRP on some other transport hop. If the involved networks meet this expectation, and if the conference server rejects INVITEs not specifying TCP/TLS/MSRP, it is ensured that all media belonging to the messaging conference is secured on all transport hops.

Both variants for mutual authentication in TLS described in clause 8.3.2.2.1 can be used, i.e. either self-signed certificates or a PSK. 

NOTE:  If self-signed certificates are used, and a UE connects without an intermediate node directly to the conference server, and the conference server is not controlled by the operator, the operator may not be able to fulfil LI requirements, as stated in the Note in clause 8.3.2.2.3.

The conference server has access to the cleartext messages and must be trusted, as must be all intermediate nodes and all involved SIP proxies.
*************************NEXT CHANGES*********************************

When the calling user realizes that the call is established to another user than the intended callee, and he has learnt the identity of this other user then, in order to ensure that the key is known by no other user, the calling user may cancel the call and issue a new INVITE to the diverted-to user, with a new SDES crypto attribute and a different key. When however realizing that the id of the terminating user cannot be verified, the calling user has only the options to cancel the call or to proceed with the call, aware of the fact that the terminating identity is unknown.

NOTE: Possibly, alternative methods, e.g. sending an UPDATE instead of an INVITE, are feasible and useful. It has not been clarified during this study, whether the original callee could potentially see the UPDATE message in this case. Note that, when using the UPDATE method, the identity of the diverted-to user need not be known.

The risk of abuse of this situation seems to be rather low (only the original callee and possibly intermediate diverted-to users see the key, only one direction of the media session is affected, mostly an additional manipulation of the media routing is required). One can argue that this risk is acceptable for the major user categories for which the SDES e2e solution is intended. 


*************************END OF CHANGES*********************************

















































