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Abstract of the contribution: This contribution clarifies the meaning of the words 3GPP function requirements and platform requirements in the context of the discussion about how 3GPP functions can be distributed over different nodes in clause 4.1.
1. Introduction
There was some uncertainty regarding the use of the terms 3GPP function, function and platform in clause 4.1. This pCR proposes some changes to clarify the clause.

2. Proposal

It is proposed that SA3 discusses and agrees the pCR below.

*** BEGIN CHANGES ***
4.1.1
3GPP function specific requirements vs platform/node requirements

A SAS will be produced with some specific target in mind, this target being related to the realization of some 3GPP defined functionality. For example, if the 3GPP function SGSN is implemented on a server platform, a SAS may have a security assurance requirement that the software updates to the server platform where the SGSN function is running shall be integrity protected. However, the SGSN function as defined in 3GPP does not have a defined capability for updates to the server platform. Therefore, such a requirement cannot be put on the SGSN seen as a function. The server platform here includes the hardware components, the operating system, etc.
However, in the end, 3GPP functions are implemented in one platform or another and this must be taken into account in this study. For simplicity, a physical entity implementing one or more 3GPP functions will be referred to as a node in the following.
There is hence a need to distinguish between at least two types of requirements for the purpose of the discussion in this clause. These two types are platform requirements that relate to the hardware and operating system, and 3GPP function requirements that relate to protocol behaviour defined in 3GPP technical specifications. There may be further subdivision of these requirements, e.g., the platform requirements may be subdivided into hardware related requirements and requirements related to secure boot etc. However that is not necessary for the discussion in this clause.
4.1.2
Distribution of 3GPP functions over nodes
One node – many functions

3GPP mainly defines logical functions. For example, an SGSN and an MME are two 3GPP functions in the 3GPP architecture. Often they are thought of as two different nodes. However, it may in some cases be advantageous to implement these two 3GPP functions in the same node. Other examples of co-location is when the RNC 3GPP function is implemented in the same node as a NodeB 3GPP function. In fact, an entire mobile network may be implemented in the same node. The latter is sometimes referred to as "network-in-a-box" and can be useful in situations where fast deployment is necessary, e.g., in catastrophe areas. 

One 3GPP function – many nodes

Coming from the other direction, it is also common that the implementation of a single 3GPP function is split over several nodes. An example is the HSS. The HSS may be split so that there are a set of back end databases storing the subscription data and a set of front ends that implement the protocol interfaces toward other 3GPP functions, such as the MME. The back ends and the front ends may be implemented in separate physical nodes. This is treated as an implementation detail in the 3GPP specifications and should be continued to be treated as such for flexibility. 
Observations


-
More than one SAS may apply to a particular node. A situation where this will occur is for example where the RNC 3GPP function is co-located with the NodeB. Already today the specifications require more security from RNCs in so-called vulnerable locations than from RNCs in more secure locations.

-
Depending on implementation, a SAS may not apply to the entire 3GPP function. A situation where this may occur is the HSS example from above. The AuC most likely will have much harder requirements than other parts of the HSS. It may not be necessary to require the same strong security for all parts of the HSS since this will unnecessarily raise the cost of these nodes.

-
One SAS per 3GPP function lead to too many SASes. There are too many 3GPP functions in the 3GPP architecture to have one SAS per function. Combinations of 3GPP functions and platform requirements make this problem even larger. One SAS must hence cover more than one 3GPP function. 3GPP functions that are similar, for some definition of "similar", must be grouped together for this to be manageable. 

*** END CHANGES ***
