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1
Introduction

This contribution discusses the terms self-declaration, self-evaluation and third party certification. It is proposed to include the definitions of these terms in the TR according to the pCR at the end of this document.

In particular, the term self-certification has been used with different meanings. Sometimes it has been used in the same meaning as self-declaration and sometimes in a more strict sense with the involvement of an accredited lab in the vendor organization in the security evaluation process. Moreover, the word certification has a well-established definition in already existing assurance schemes, where this definition usually precludes first-party (self) certification. To avoid these ambiguities and conflicts, this contribution proposes to not use the term self-certification, but instead use the terms below. 

2
Analysis

The discussion between self-declaration, self-certification and third-party certification is important. They provide very different levels of assurance.

Self-declaration

Self-declaration is a declaration of the claims made on the network product by the vendor. It means that a vendor issues a statement that its network product meets all the specified requirements. The method used by the vendor to establish that the network product meets the security requirements may be proprietary.

Self-evaluation

Self-evaluation is an assessment of the network product by the vendor. It means that the vendor has an accredited evaluation lab in its organization that performs the evaluation of the network product. The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure. Self-evaluation gives a higher level of assurance than self-declaration.
Third-party evaluation

Third-party-evaluation is an assessment of the network product by an independent third-party. It means that a third-party has an accredited evaluation lab that performs the evaluation of the network product. The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure. Third-party evaluation is similar to self-evaluation. The only difference is that the party performing the evaluation is different from the vendor. Third-party evaluation according to this definition gives a higher level of assurance than self-evaluation.
Third-party certification

Third-party certification is the confirmation by an independent third party that the evaluation has been properly carried out. That is, a confirmation that the evaluation criteria, evaluation methods and other procedures have been correctly applied and that the conclusions of the evaluation report are consistent with the evidence adduced. The certifying third-party may then issue a certificate to the network product based on the evaluation report. Third-party certification provides a higher level of assurance than third-party evaluation if the party performing the certification is independent of the party performing the evaluation.
3
Conclusion and proposal

This paper has given definitions and descriptions of the terms self-declaration, self-evaluation and third-party certification. It is proposed that the definitions are included in TR 33.805.

4
PCR

***
BEGIN CHANGES
***

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

Security Assurance Specification: For convenience and neutrality of method, the document describing the security assurance requirements produced by the method in this study item will be referred to as a Security Assurance Specification (SAS).
Certification - The comprehensive technical evaluation of the 3GPP network products and their compliance with the SAS as an input to accreditation. 
Self-declaration: Self-declaration is a declaration of the claims made on the network product by the vendor. It means that a vendor issues a statement that its network product meets all the specified requirements. The method used by the vendor to establish that the network product meets the security requirements may be proprietary.

Self-evaluation: Self-evaluation is an assessment of the network product by the vendor. It means that the vendor has an accredited evaluation lab in its organization that performs the evaluation of the network product. The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure. Self-evaluation gives a higher level of assurance than self-declaration.

Third-party evaluation: Third-party-evaluation is an assessment of the network product by an independent third-party. It means that a third-party has an accredited evaluation lab that performs the evaluation of the network product. The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure. Third-party evaluation is similar to self-evaluation. The only difference is that the party performing the evaluation is different from the vendor. Third-party evaluation according to this definition gives a higher level of assurance than self-evaluation.

Third-party certification: Third-party certification is the confirmation by an independent third party that the evaluation has been properly carried out. That is, a confirmation that the evaluation criteria, evaluation methods and other procedures have been correctly applied and that the conclusions of the evaluation report are consistent with the evidence adduced. The certifying third-party may then issue a certificate to the network product based on the evaluation report. Third-party certification provides a higher level of assurance than third-party evaluation if the party performing the certification is independent of the party performing the evaluation.
Editor’s Note: Providing a clear definition of “3GPP security assurance methodology” is FFS.

***
END OF CHANGES
***
