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1
Introduction

The concept of Protection Profiles (PPs) is an appealing idea to allow customers such as user communities to develop security requirements that developer may decide to comply with. The specification-based purchasing process provided with the Protection Profiles in combination of generic security requirements such as Common Criteria is a very strong tool that could potentially put the operator user in a much stronger position than just being a consumer of available security products.
There are two aspects of writing the PP. First there is the content that has to go into a PP and second there is the process that is used to produce a PP that would be useful and accepted by the user community.
The PP corresponds to the SAS in this study. That is, it is the document specifying the security functional and security assurance requirements.

The second aspect, i.e., the process how to produce a PP, is the activities in the methodology that this study is about.

In this proposal we will not discuss what the content of the PP is, but mainly the second aspect: How to organize the development of a community for producing a PP.

2
Conclusion and proposal

The pCR below describes the methodology to produce PPs based on common criteria. It is proposed that it is included in TR 33.805.
3
PCR

***
BEGIN CHANGES
***
5.1.3
Protection Profile (PP) Development

5.1.3.1
General
In the late 1990 CSEG wrote the first version of a PP/ST guide to help ST and PP authors. The focus then was on how to formulate the content of the PP/ST chapters by chapter. It was written as a technical report for ISO/IEC TR 15446:2004. In 2010 BSI produced a PP/ST guide to help writing meaningful PPs. In 2009 another PP/ST guide was produced and was issued as technical report ISO/IEC TR 15446:2009(E). This time with a more general approach, i.e. less focus on the writing and more focus on the thinking behind the PP.

Without going into details of the content of the PP, this clause describes the overall process for developing a PP. This process has three steps identified by the ISO/IEC TR 15446:2009(E). In a specification based purchasing process, a customer writes a specification, provides this specification to a developer, and the developer then creates a product based on this specification. In more detail, the following steps must be performed:

-
The customer must determine his security requirements informally;

-
The customer must transform these informal security requirements into a more formal specification suitable for use by a developer;

-
The developer must provide a product complying with this specification.

There are some obstacles to overcome when writing PPs.
-
The process for determining the requirements is outside the scope of the Common Criteria documentation and processes. So even if the concept of Protection Profiles is defined within the Common Criteria, there is no process described for how to produce them. The process may be unknown even to trained evaluators and certifiers.

-
The level of formalism may be perceived frightening for new CC-users and new CC-user communities that are not used to the CC terminology as required for a PP.

-
It is much harder to write generic (implementation neutral) security specifications such as a PP than a specific one as a Security Target. Many PP development attempts may look like implementation specific requirements, but without the implementation details. This does not make a good PP.

-
Many people involved in the development of protection profiles have not been developers but have been civil servants or users that either have no or little experience as developers or experience that is ten or twenty years old. This may lead to implementation specific requirements for architectures of similar maturity.
However, there are good and interesting examples from the CC community on how to produce Protection Profiles. Two of them have been developed in a technical community with a very strong cooperation between the industry, evaluators and certifiers. One was the IEEE P2600 for multi-function printers and the other one was the OSPP for Operating Systems. None of them were defined as "collaborative Protection Profiles", but both of them were developed in the spirit of close collaboration within a technical community.

Before going into details about the process, there are four general rules for writing Protection Profiles:

-
Rule number 1: Don’t look into the Common Criteria until it is necessary!

Quite often the process of writing Protection Profiles are focusing on the formalism of the Common Criteria instead of the customer security requirements. i.e. by using CC Part 2 as a cookbook for security requirements without fully understanding the problem that should be solved.

-
Rule number 2: Know what you want to target!

This is important both when it comes to the security problem as well as when it comes to the type of product addressing that security problem.

-
Rule number 3: Know what you do not want to target!

It is important also to explicitly exclude certain aspects, or products. This is especially important in a larger consortium as a reminder to to the participants, that certain issues have explicitly been excluded.

-
Rule number 4: Abstract from existing implementations!

Although a Protection Profile is implementation independent, it should at some point be met by products claiming compliance. This can best be done by abstracting from existing implementations and best be done together with those vendors developing such products.

Although the process is described in five steps, there are mainly different types of activities that are iterated.
5.1.3.2
First step – Getting started
Identify the target product type. It is important not to go into any details at this stage. The most important issue is to identify the scope of the Protection Profile in terms of the components, its operational environment, user types, maybe as use cases and stakeholders for the Protection Profile users, vendors and others. The answer to this question is often defined by the type of person you ask. There is no such thing as a Protection Profile for a computer system, but there are many possible Protection Profiles for components of such a system. The same is the case for a network product. So the first question to answer is what security problem are we trying to address.

In order to understand what we are trying to protect and in the interest of whom. One way of doing this is by identifying environments and user cases, just to understand what are the scenarios for using this type of a product and which assets should be protected. For this reason we suggest that this first step is divided into the two parts. First to understand the scenarios or user cases and second to identify the security issues associated with them.

Maybe it would be clear that multiple environments have to be identified and that one size fits all may or may not be the right approach. The difficulty of writing such complex protection profiles can be illustrated by the IEEE P2600 protection profiles for multifunction (printer, fax, etc.) devices which should cover products used in different environments (in this case four different environments). Such multifunction devices could also be available in many different configurations (with or with or fax capabilities, with or without hard disk, etc.). Fortunately, this is very similar to the characteristics of a network product. At least we can draw from the experience from the IEEE P2600 Protection Profile development.

Potential overlap with existing Protection Profiles may exist. If this is the case, we must decide how to handle this issue. Maybe one could include the existing Protection Profile by claiming compliance, the scope of the new Protection Profile maybe limited to exclude issues that are addressed with existing protection profiles, or there may be not even be a need for a new Protection Profile.

Finally, characterize the security functionality expected from the Protection Profile. What do expect the product to do from a security point of view? No details and no Security Functional Requirements are needed.

5.1.3.2
Second step – Build a community
Protection Profiles are usually developed in areas where similar product types already exist. It is therefore expected that developers of such product will develop products that will be certified and claim compliance with the new Protection Profile. Taking the output from the previous step we need to contact different vendors of the product type and they need to describe what they have. The community may not only include the existing developers, since there are many other parties that may be important to involve.

The following different types of interested parties can be identified:

-
Developers of this type of products: They need to describe what they have and/or what they would be interested and possible to develop. In case of complex products there could be a range of different types of vendors. Also different architectures may use different technologies for addressing similar security issues.

-
Other parties: they could be regulatory bodies, operators and other service providers. We must recognize that telecommunication, in some respects, is a highly regulated market and this regulation may have impact on the technology and the PP development.

-
Different users of the product type: They need to describe what they want / need. It is expected that most requirements will come from the government market. Experience from the P2600 work has shown that commercial requirements are difficult to pin down.

-
Evaluation facilities: They should help to shape the PP.

-
Certification bodies: They should ensure CB acceptance and mutual recognition. We expect that certification bodies staff may also act as users, or at least should be able to channel the government user requirements within each country.
The community is being build, not only by inviting the parties, but by establishing a PP forum and establish the Terms of Reference. Experience from organizing the vendor community shows us that a number of issues must be addressed: anti trust concerns, ownership, copyright, funding for the certification (of the PP or PPs). Issues that should be addressed up-front and documented in a "Terms of Reference" document. Some or all of these may have been already addressed as part of the initial project setup, but it is necessary to have it all documented and in place at least when the community is being formed.

Unless there is a change in the scope and intended user community, we do not expect any iteration in building the user community.

5.1.3.3
Third step – The iteration from the first step
This third step is merely an iteration of the first step, but this time it will be performed within the community, i.e. with the strong involvement of both the vendors and users. Especially the users have here the opportunity to influence that the PP will match their operational environment and have the appropriate security objectives.

Refine the initial ideas from the first step:

-
Characterize the product type more precisely

-
Identify the intended operational environment

-
Identify the security objectives

-
Refine the required security functionality

It is important that these iterations are decided upon and involving the community and that this community is representative both when it comes to vendor as well as users. In cases when different vendors have different products (from a security point of view) or users have different requirements this may be the most critical step in the PP development. At this stage we might identify the need for some flexibility in the PP, as done with the P2600 and OSPP and may result in a common base with enhancements or multiple PPs.
5.1.3.4
Fourth step – Add further details

This fourth step is developing the abstract model for the product type. This can be done once the third step has been done. This step requires a strong contribution from the vendors with the help of evaluators and certifiers since they together understand the security modeling, the technical standards and specific assurance requirements for this technology.

The abstract model for the product type includes:

-
Identifying the mandatory security functions

-
Identifying any optional security functions (relevant to this PP)

-
Identify the compliance requirements to security standards. Examples are standards for cryptographic protocols, cryptographic algorithms, other security related protocols

-
Identify the users/systems that need to be authenticated

-
Identify what is subject to access control and information slow

-
How is the security functionality managed

-
Identify the product type specific assurance requirements
5.1.3.5
Fifth step – The final step
The final fifth step is mainly an issue of transforming the abstract security model into the structure and formalism required by Common Criteria. This is to large extent an issue for the evaluators and certifiers and other persons training in this formalism. However, experience has shown that during this process new questions will arise that require the participation of other parties, such as vendors and users.

No guidance will be provided here on how to write a Protection Profile. There are good sources, as quoted above, both in ISO IEC TR 15446 as well as in the PP/ST Guide from BSI. Such documents should also be used throughout the process, since they contain much useful information also for previous steps.

It is important not to perform this step until you have agreed on the intended environment, the required security functionality, and until the functional model has been developed.
Always expect to refine the general model while doing this. There will always be questions that come up during this last phase that may require previous steps to be repeated (such as the third step).

After this has been done, the PP should be put out for a wider review before it will be evaluated and certified. The evaluation and certification is not considered part of this final step. Changes may be required to the PP as part of the evaluation and certification.

***
END OF CHANGES
***
