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1. Introduction
GERAN and SA1 have been discussing Security for PWS in CS terminals. This discussion paper summarizes the current view of the different work groups and their impact on a potential system.

There are basically two reasons, why a terminal cannot communicate in PS:

- the terminal does not have the hardware capability (this is in particular true for low, low end terminals). Just to give an example in Q2 2012 Nokia sold 18 times more basic phones than high-end phones. Nokia sold more than 1.5 billion S40 phones, of which most are non-PS phones.
- the terminal has PS disabled for cost or parental control reasons or for roaming purpose
In addition, it needs to be taken into account, that there are terminals that are PS-capable, but are not capable of operating in PS and CS domain simultaneously.

2. SA1
SA3 sent SA1 an LS in S3-121213 and SA1 answered in S1-124505. 

In SA1 understanding both types of terminals mentioned above are “CS only terminals”. 
Feedback 1: SA1 took note of the issues around PWS key distribution over CS signaling while the UE is on the GERAN RAT. A PWS key distribution solution for GERAN CS only terminals is seen as not necessary since Rel-12 PWS capable mobile phones used by human users are expected to support PS domain.

Feedback 2: SA1’s view is that the 3rd alternative listed by SA3 is preferred, i.e. that mandating PS capability for key distribution all Rel-12 PWS capable UEs is reasonable to assume. 

3. Implication to SA3
SA1 considers mandating PS for PWS security while on the other hand PWS message should be presented. For a terminals the combination of both requirements: delivery and PWS security, implies then, that all phones that are PWS security capable have to have a PS capable chip inside and have to be registered in the PS domain, else they would not be able to comply to local legislation to present and confirm the security of the PWS message.  
If a country mandates PWS security AND SA3 mandates a PS capable chip and have to be registered in the PS domain, then the following things are very likely to happen:

· Some manufacturers will not follow the specifications due to cost reasons

· Those manufacturers that follow the specifications will sell less and at higher price point

· Black imports from neighbouring markets, non-certified phones etc will come to the market and due to lower price point people will buy those.

· Those “grey phones” may not even support PWS at all since there is no control at all i.e. there is a substanial risk that people will be harmed and most likely those, that chose the phone, because they could not afford the more expensive version.
This is not the only issue related to mandating PS chips for PWS enabled devices. The approach to mandate even an active PS connection for PWS security would still conflict with the issue of PS disabled or not usable. Typical user groups disabling PS connections are travelers, children, cost-concious persons, elderly people etc.

These devices would also need to be able to display the PWS message. CMAS also requires that the messages are always displayed to the user. It is also not clear who would take the liability for the case that a user gets physically harmed because he disabled his PS connection. Furthermore, it would not be fair to leave the user with the choice to either always register to the PS domain, even when roaming abroad, or face the drawback of not being able to receive warning message, not to mention the fact that users would have to be aware of this technical dependency before being able to make such a choice. 

Therefore another approach has to be found to always active PS connection i.e. PWS security support works even with PS disabled or if it is for technical reasons unavailable..
4. Conclusion
Due to those considerations, we propose the working assumption for SA3:
Any solution to PWS security for any type of terminals (including both cases: PS disabled or PS not usable) should not rely on the availability of a PS connection.

