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1.

Introduction

Initial details of implicit certificates, a PKI public key distribution method for PWS were agreed in SA3#68. As with any PKI approach trust is derived from CAs and passed down to the message signer, in this case the CBE. 
While enjoying the advantage of scalability, in that a single CA may service multiple CBEs with ease, in SA3#69 it was noted UEs trust PWS messages signed not only among CBEs serviced by the same CA but by all CBEs serviced by all CAs that they have been pre-provisioned with.

This contribution seeks to provide further details on these aspects and clarify role of government agencies in selecting CAs.
2.
Certificate Authority
In the implicit certificate approach, trust is derived from CAs a UE is provisioned with. This trust is passed from the CA to the CBE in the form of an implicit certificate. The CBE can use the implicit certificate to sign PWS messages by including the signature and implicit certificate in the security portion of a PWS message.
A significant advantage of this is the system is easily scalable as multiple CBEs can share the same set of CAs. Simply put, if a national authority requires the addition of a new CBE, the CBE need only obtain an implicit certificate from one of the available CAs without the need of signalling new keying material to UEs or an operator’s network except for testing purposes.
A consequence of this approach is UEs pre-provisioned with a CAs public key shared by CBEs outside its own region will accept any PWS message signed by those CBEs. Therefore it is the responsibility of the UEs national government to establish confidence in those CBEs outside it region before allowing public keys from such shared CAs to be pre-provisioned on UEs sold within its boundaries.
As an example consider Figure 1. The government in region A may decided UEs sold in its country should only be pre-provisioned with CA1 and CA2. In such cases UEs from region A, whether in their own region or visiting others, will not process PWS warning messages signed by CBE-B or CBE-C as these use untrusted CAs.

However, UEs from region B visiting region C will receive PWS warning messages with implicit certificates from CA5 since the government in region B would mandate UEs sold in its region be pre-provisioned with CA5. The risk government B has taken is a compromised CBE in region C can be used to broadcast false PWS warning messages in government B’s own region since it now shares at least one CA.
Therefore, in choosing whether to share the use of a CA public key with other regions, national governments can weigh the benefits of increased mobility with risk of compromised CBEs. In either case, such a decision and the responsibility for it is taken at the national level.
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Figure 2 Certificate Authorities mandated at the national level in various regions

2.
Updating of a Certificate Authority
CAs are assumed to be long lived entities (~20 years), however allowance must be made for changing the set of CAs and their public keys. While this would most likely be a planned event, in the rare occurance a CA or CBE is compromised such an update would also be necessary.

This could be achieved though a PWS message type containing a new public key thereby updating the available CA information rather than an actual warning message. On reception the message would update the stored CA public key content. This could occur in the background and need not be displayed to the user. To ensure the UE can trust the message contents, such a message could be signed by a CBE entity using an implicit certificate.

As a security measure at least two approaches could be considered:
Approach 1: UEs would be required to receive multiple update messages each from different CBEs where the implicit certificate of each message is from a different existing CA.

Approach 2: A separate CA could be assigned as a signing authority of the CBEs CA list. As the signing authority is critical to system operation it should be long lasting and well protected and any implicit certificate provided in updating of the list should be short lived.
4.
Conclusion
This contribution provides further clarification on CAs as trust sources and the role of government agencies in selecting CAs. In particular this contribution highlights the following points:
In choosing to share a CAs public key with other national regions, it’s the government’s responsibility to weigh the benefits and risks of such a decision.

Several mechanisms exist by which a CAs a UE supports may be updated whether due to a natural planned event or in the rare ocurrance a CA or CBE is compromised.
In consideration of these points it is kindly proposed the associated pseudo CR contained in S3-130108 be included in TR 33.869.
