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1.

Introduction

Initial details of an implicit certificate approach to public key distribution were agreed in SA3#68 and include in the study item on PWS. This contribution seeks to provide further details on PWS security content in particular concerning timestamp fields and CA identity for the implicit certificate approach.

2.
PWS Security Contents
The current description of the implicit certificate security contents provides a description of the necessary signature elements and public key reconstruction value of the implicit certificate. 
As is traditional with certificate approaches, a coarse timestamp could also be added by the indicating the the time until which the certificate is valid. Combined with the identity of the CA, such a timestamp can provide one approach to protectionin case a key is compromised at the message signer. The validity period of the certificate and therefore the frequency at which a message signer obtains new certificates from the CA would be decided at the national level and need not be the responsibility of operators.
In addition to a certificate validity period provided by the CA, an additional 2 byte timestamp provided by the PWS messages signer at the time of signing could be added to the PWS security contents. Similar to the certificate timestamp, the PWS message signer timestamp could indicate a validity period for the PWS warning message. Although located in the PWS security content, the timesstamp would form part of the signed message and serve to provide protection against replay attacks.
With these proposed changes the PWS security content would take the form shown below in Figure 1. The 31-byte length for the implicit certificate assumes a structure containing a 225 bit public key reconstruction value, a 15 bit certificate timestamp and a 8 bit CA_ID value.
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Figure 1 - PWS security content for implicit certificate approach
4.
Conclusion
This contribution provides additional input to content of the PWS security field for the implicit certificates and details a timestamp based approach for preventing replay attacks.
It is kindly proposed the associated pseudo CR contained in S3-130106 be included in the PWS study contained in TR 33.869 and the editors note concerning replay attacks for implicit certificates be removed.
