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Abstract of the contribution: This contribution provides solutions for group messaging.
1 Introduction
In this document we propose key management solution for group security to fulfil the requirement in TR 33.868, clause 5.7.3, stated as:
· Group message that are distributed to the group of UEs should be integrity protected, replay protected and may be confidentiality protected.

We first give a discussion of the solution followed by a. pCR to TR 33.868.
2 Discussion
Essence of the proposed solution is to derive and use a pair of keys, named as group keys, for confidentiality and integrity protection of group messages the group keys are sent by the network to all the UEs in the group. The group keys could be derived by the HSS or by any other node responsible for group formation as per the decision by SA2. In this document we assume that a group gateway (Group GW) function derives the group keys.

After group key derivation, the steps are similar as in Solution 2 of Section 5.7.4.2 in TR 33.868 except that we propose to use an integrity key instead of public/private key. On authentication of UE as a group member, the MME should send the group keys to UE in a NAS message, for example, NAS SMC or Attach Accept message. During transmission, the group keys should be confidential and integrity protected with NAS security context. The solution is detailed in Figure 1.a and 1.b below where we show two variations for sending the group keys if the group GW function is located at the MTC-IWF; in Figure 1.a we show the option of sending the group keys via the HSS while in Figure 1.b we show the option where the group keys are sent directly to the MME.
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Figure 1.a. Group key distribution via HSS
1. The group GW function (for example located at the MTC-IWF) generates the group confidentiality and integrity keys for protecting the group messages of UE belonging to a given group.
Editor’s Note: Need to check with SA2 for the specific node in the 3GPP network responsible for group formation. Based on the SA2 decisions, other suitable network elements for group key generation and key management are FFS.

2. The MTC-IWF updates the HSS with the group keys (Gk_integ for integrity and Gk_conf for confidentiality) for a particular group with the group identifier (GID) and the key index (Gki). The HSS maintain/maps the group based feature subscription details along with the UE subscription data.

3. During individual authentication, the MME fetches subscription data from the HSS. If the UE is subscribed for group based feature, then the subscription data contains the group based feature information (GID, group keys, and the key index).
4. After successful authentication, the MME passes the group keys to the UE. The MME protects the keys using the NAS security context.

Editor’s Note: Further study may be required on the possibility of using dedicated NAS message for group key distribution. Also further study is required on whether the NAS message carrying the group key requires partial encryption for protecting the group keys.

5. When the SCS wants to send the group message, it provides the group message over Tsp interface.

6. The MTC-IWF protects the group message based on the Group ID.

7. The MTC-IWF sends the protected group messages to the UEs.
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Figure 1.b. Group key distribution via MME 
1. UE initial start-up procedure (Attach, authentication etc.).

2. After successful authentication, (Same with step 1 in Figure 1.a) the group GW function (for example located at the MTC-IWF) generates the group confidentiality and integrity keys for protecting the group messages of UE belonging to a given group.
Editor’s Note: Need to check with SA2 for the specific node in the 3GPP network responsible for group formation. Based on the SA2 decisions, other suitable network elements for group key generation and key management are FFS.
3. The MTC-IWF informs the MME the group keys for a particular group with the group identifier GID and Gki, by sending a direct message over Tsp.
Note x: Step 2 and 3 could be triggered by (a) the first group message from SCS, (b) a message from HSS when a given UE is authenticated, (c) Group GW could independently interrogate HSS for the MME where the UE is located and send the keys.
4.-7. The same with step 4.-7. in Figure 1.a.
3. Proposal
We propose SA3 to take the above discussion as a solution for MTC group authentication. pCR to TR 33.868 is given in below.

-------------------------------pCR to TR 33.868-----------------------------------

**********************START OF CHANGE***************************

5.7.4.x
Solution x: Network based protection]
Essence of the proposed solution is to derive and use a pair of keys, named as group keys, for confidentiality and integrity protection of group messages the group keys are sent by the network to all the UEs in the group. The group keys could be derived by the HSS or by any other node responsible for group formation as per the decision by SA2. In this document we assume that a group gateway (Group GW) function derives the group keys.
After group key derivation, the steps are similar as in Solution 2, except that an integrity key is used instead of public/private key. On authentication of UE as a group member, the MME should send the group keys to UE in a NAS message, for example, NAS SMC or Attach Accept message. During transmission, the group keys should be confidential and integrity protected with NAS security context. The solution is detailed in Figure 5.7.4.x-a and 5.7.4.x-b where two variations for sending the group keys are shown if the group GW function is located at the MTC-IWF; Figure 5.7.4.x-a shows the option of sending the group keys via the HSS while Figure 5.7.4.x-b shows the option where the group keys are sent directly to the MME.
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Figure 5.7.4.x-a.. Group key distribution via HSS
1. The group GW function (for example located at the MTC-IWF) generates the group confidentiality and integrity keys for protecting the group messages of UE belonging to a given group.
Editor’s Note: Need to check with SA2 for the specific node in the 3GPP network responsible for group formation. Based on the SA2 decisions, other suitable network elements for group key generation and key management are FFS.

2. The MTC-IWF updates the HSS with the group keys (Gk_integ for integrity and Gk_conf for confidentiality) for a particular group with the group identifier (GID) and the key index (Gki). The HSS maintain/maps the group based feature subscription details along with the UE subscription data.

3. During individual authentication, the MME fetches subscription data from the HSS. If the UE is subscribed for group based feature, then the subscription data contains the group based feature information (GID, group keys, and the key index).
4. After successful authentication, the MME passes the group keys to the UE. The MME protects the keys using the NAS security context.

Editor’s Note: Further study may be required on the possibility of using dedicated NAS message for group key distribution. Also further study is required on whether the NAS message carrying the group key requires partial encryption for protecting the group keys.

5. When the SCS wants to send the group message, it provides the group message over Tsp interface.

6. The MTC-IWF protects the group message based on the Group ID.

7. The MTC-IWF sends the protected group messages to the UEs.
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Figure 5.7.4.x-b. Group key distribution via MME 
4. UE initial start-up procedure (Attach, authentication etc.).

5. After successful authentication, (Same with step 1 in Figure 1.a) the group GW function (for example located at the MTC-IWF) generates the group confidentiality and integrity keys for protecting the group messages of UE belonging to a given group.
Editor’s Note: Need to check with SA2 for the specific node in the 3GPP network responsible for group formation. Based on the SA2 decisions, other suitable network elements for group key generation and key management are FFS.
6. The MTC-IWF informs the MME the group keys for a particular group with the group identifier GID and Gki, by sending a direct message over Tsp.
Note x: Step 2 and 3 could be triggered by (a) the first group message from SCS, (b) a message from HSS when a given UE is authenticated, (c) Group GW could independently interrogate HSS for the MME where the UE is located and send the keys.
4.-7. The same with step 4.-7. in Figure 1.a.
**********************END OF CHANGE***************************
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